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SEI Releases 2017 Emerging Technology
Domains Risk Survey
To support the mission of US-CERT, the CERT Coordination Center (CERT/CC) located at
Carnegie Mellon University’s Software Engineering Institute was tasked with studying
emerging systemic vulnerabilities, which are defined as exposures or weaknesses in a
system that arise due to complex or unexpected interactions between subcomponents. The
CERT/CC researched the emerging technology trends through 2025 to assess the
technology domains that will become successful and transformative, as well as the potential
cybersecurity impact of each domain. This report is intended to provide a brief background
of each emerging technology domain along with a discussion of potential vulnerabilities and
the risks of compromise or failure within each domain.

This report covers new or changed domains observed since the release of the CERT/CC
2016 Emerging Technology Domains Risk Survey. This list does not supersede previous
reports, and many of the previously reviewed domains remain important. This report can be
considered an addendum to the earlier report.

This report also identifies three domains that must be considered high priorities for outreach
and analysis in 2017:

1. Intelligent Transportation Systems
2. Machine Learning
3. Smart Robots

Download the report.
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Recent posts:

Machine Learning and Insider Threat

Pursuing an Imagined End State in Software-
Based Capability

SEI PODCAST SERIES
Available in audio and video formats.

DNS Blocking to Prevent Malware

Best Practices: Network Border Protection
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SATURN 2018

FloCon 2018

SEI CYBER MINUTE
SEI experts deliver weekly snapshots of our
latest research on the changing world of all
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Software Architecture Design and Analysis
December 6-7, 2017 (SEI Pittsburgh, Pa.)

Measuring What Matters: Security Metrics
Workshop

December 11-12, 2017 (SEI Arlington, Va.)

CERT Engagement Lead

Program Development Manager

All Open Positions

ABOUT THE SEI BULLETIN
The SEI Bulletin is a biweekly newsletter designed to keep you up to date on SEI news, events, research, and
other matters of interest to the SEI community. We hope you find the SEI Bulletin useful and informative. 

SEND US YOUR STORY
Do you have a story about how an SEI technology has positively affected your team or organization? If so, the
SEI would like to hear about it. Send a short summary of your success to info@sei.cmu.edu and you could be
featured in a future issue of the SEI Bulletin. 
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