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The Software Engineering Institute (SEI) is a federally funded research 
and development center (FFRDC) sponsored by the U.S. Department of 

Defense and operated by Carnegie Mellon University. 

The SEI’s mission is to advance the technologies and practices needed 
to acquire, develop, operate, and sustain software systems that are 

innovative, affordable, trustworthy, and enduring.
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Software and cybersecurity challenges 
are now inseparable, a reality that the 
Carnegie Mellon University Software 
Engineering Institute (SEI) has 
recognized, and acted on, for  
several years. 

In 2013, we realigned the SEI to enable 
greater impact on solving our nation’s 
toughest software and cybersecurity 
problems. We pursue our technical 
agenda through an organization 
focused on research and development 
in software solutions, cybersecurity, 
and emerging technology. In those 
areas, our strengthened organization 
delivers value effectively across a 
spectrum from conducting research, to 
building and demonstrating prototypes, 
to transitioning innovative technologies 
to the U.S. Department of Defense (DoD) 
and the Defense Industrial Base. 

We also welcomed a new Chief 
Technology officer, Dr. Kevin 
Fall. Immediately on joining the 
organization, Kevin made and 
implemented strategic decisions 
to boost the already considerable 
mission relevance of our technical 
research plan. In this year, our 
researchers unveiled, for instance, 
a prototype tool that automates the 
malware analysis of suspicious files. 
Working with researchers at Carnegie 
Mellon University, we also developed 
a reference architecture to exploit 
“cloudlets” that soldiers in the field can 
access from their mobile devices. In 
addition, our work with 30 government 
and industry organizations culminated 
in frameworks for cyber intelligence 
tradecraft.

Those achievements, among many 
others, provide enhanced, ongoing 
value to our DoD sponsor as well as 
a significant impact for our defense, 

federal, and industry clients—despite 
a fiscal environment characterized by 
sequestration and constrained budgets.
 
At the SEI, however, we are 
more than merely the sum of our 
accomplishments. The knowledge, 
skills, and experience of our men and 
women have earned our organization 
a global reputation for quality and 
innovation. This year, in recognition 
of her career-long excellence, we 
named Dr. Nancy Mead as our newest 
SEI Fellow. Nancy, who is already an 
IEEE Fellow, is especially well known 
for leadership in making software 
engineering an accepted curriculum 
and for outstanding contributions to 
fashioning a model curriculum for 
software assurance. 

Indeed, the passion and dedication of 
our entire staff resonate through our 
mission to advance the technologies 
and practices needed to acquire, 
develop, operate, and sustain software 
systems that are innovative, affordable, 
trustworthy, and enduring. 

 

Paul D. Nielsen  
Director and CEO

MESSAGE FROM THE DIRECTOR

http://www.sei.cmu.edu/about/people/profile.cfm?id=fall_16588
http://www.sei.cmu.edu/about/people/profile.cfm?id=fall_16588
http://www.sei.cmu.edu/about/people/profile.cfm?id=mead_13121
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STRATEGY

Create
The SEI addresses significant and 
pervasive software engineering and 
cybersecurity problems by 
• motivating research  
• innovating new technologies  
•  identifying and adding value to 

emerging or underused technologies
•  improving and adapting existing 

solutions

SEI technologies and solutions are 
suitable for application and transition 
to the software engineering and 
cybersecurity communities and 
to organizations that commission, 
build, use, or evolve systems that are 
dependent on software. The SEI partners 
with innovators and researchers to 
implement these activities.

Apply
The SEI applies and validates  
new and improved technologies and 
solutions in real-world government  
and commercial contexts. Application 
and validation are required to prove 
effectiveness, applicability, and 
transition potential. Solutions and 
technologies are refined and extended 
as an intrinsic part of the application 
activities.

Government and commercial 
organizations directly benefit from  
these engagements. In addition, the 
experience gained by the SEI informs
•  the “Create” activities about real-world 

problems and further adjustments, 
technologies, and solutions that are 
needed 

•  the “Amplify” activities  
about needed transition artifacts  
and strategies 

The SEI works with early adopters to 
implement the “Apply” activities.

Amplify
The SEI works through the software 
engineering and cybersecurity 
communities and organizations 
dependent on software to encourage 
and support the widespread adoption 
of new and improved technologies and 
solutions through
• advocacy 
• books and publications 
• courses 
•  leadership in professional 

organizations 
• licenses for use and delivery
•  web-based communication and 

dissemination

The SEI accelerates the adoption and 
impact of software engineering and 
cybersecurity improvements.

The SEI engages directly with the 
community and through its partners  
to amplify its work.

The SEI achieves its goals through technology innovation and transition.  
The SEI creates usable technologies, applies them to real problems, and  
amplifies their impact by accelerating broad adoption.

 

DoD NEEDS

TECH TRENDS

FEEDBACK

FEEDBACK

CREATE APPLY AMPLIFY
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AREAS OF WORK

Software is critical to the system 
capabilities the Department of Defense 
(DoD) needs to achieve its mission. 
The pace of innovation in information 
technology (IT) is unmatched by any 
other technology crucial to the DoD’s 
mission readiness and success. The 
expectations placed on software and 
IT have only increased. If the DoD is 
to acquire and deploy trustworthy 
software-enabled capabilities, it 
must address systems engineering, 
cybersecurity, and software  
engineering together from conception  
to sustainment.

Since 1984, the Carnegie Mellon 
University Software Engineering 
Institute (SEI) has served the nation 
as a federally funded research and 
development center sponsored by 
the DoD. The SEI helps organizations 
improve their ability in order to 
acquire, develop, operate, and sustain 
software systems that are innovative, 
affordable, enduring, and trustworthy. 

To support these objectives, the SEI is 
focusing on several technical directions 
in the following major areas: 
•  software engineering, including 

issues of software system acquisition, 
design, development, integration, 
testing, and sustainment

•  cybersecurity, including activities 
related to the security of networks 
and computers, with a strong focus 
on deployable tools, methods, and 
workforce development

•  assurance, comprising a combination 
of techniques in software engineering 
and security that focus on a 
“designed-in” approach throughout 
the software lifecycle

•  DoD critical component capabilities, 
such as cyber-physical systems, high 
performance computing and parallel 
algorithms, mobile applications, 
networking, and autonomous 
operations 

The SEI conducts research and 
development and publishes findings 
in these areas, and works together 
with partners and collaborators in 
industry, academia, and government. 
The SEI also undertakes pilot programs 
to refine best practices and inform 
our future technical direction. The 
SEI disseminates mature and proven 
solutions through software tools, 
training courses, licensing, and 
publication of best practices.



In FY 2013, the SEI received funding 
from a variety of sources in the 
Department of Defense, civil agencies, 
and industry.

* funding provided by the office of the Under Secretary of 
Defense for Acquisition, Technology, and Logistics—the 
SEI’s primary DoD sponsor—to execute the SEI technical 
program

** course fees, conference fees, and other recovered costs

FUNDING

U.S. Air Force
4% 

U.S. Joint Military
21% 

Civil Agencies
41% 

Industry
2% 

OSD*
17%

U.S. Army
7%

U.S. Navy
2%

Other**
6%

5
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As director of the Huntingdon County, 
Pennsylvania, Emergency Management 
Agency, Adam Miller must oversee public 
safety for one of the largest outdoor 
music festivals in the United States. Each 
year, the event attracts more than 50,000 
attendees, most of whom camp on the 
festival site’s 600 acres. 

Miller is ever on the lookout for ways 
to make this enormous challenge more 
manageable. In February 2013, his search 
led him to the Joint Interagency Field 
Exploration (JIFX), an event that promotes 
innovation and collaboration among 
the Department of Defense, government 
agencies, industry, universities, and first 
responders. At JIFX, Miller viewed a 
demonstration of tools developed by the 
SEI’s Advanced Mobile Systems Team,  
and he knew that he and the SEI team 
needed to talk. 

“I’m looking at technology paths that 
can help support the broader prevention 
and response in mission spaces for the 
responder community,” said Miller.  
“And, as we talked, I realized the SEI  
folks were knowledgeable about this 
mission space.” 

Miller and the SEI team saw the festival  
as an opportunity to field test the team’s 
tools and ideas. Specifically, the SEI 
would test tools that gather and analyze 
social media data in ways that might 
support public safety activities.

“Studies have been published that show 
social media users can respond faster  
to some natural disaster incidents than 
even first responders,” said the SEI’s 
Jeff Boleng. “People on site immediately 
communicate information on social  
media that can be valuable to first 
responders.” 

“The challenge for us is cognitive overload 
resulting from the amount of information 
available to us in the social media space,” 
noted Miller. “For us to be effective in 
basing actionable decisions on this broad 
piece of intelligence, we have to apply 
business rules to condense it into some-
thing that can be acted upon reasonably.”

The SEI team took just six weeks to 
produce a tool ready for field testing. 
Informed by social media data associated 
with the Boston Marathon bombings 
and Hurricane Sandy, the team’s Edge 
Analytics tool was designed to produce 
four kinds of information:
•  forensic information for post-incident 

analysis 
•  reactive information for near-real-time 

analysis
•  predictive information for analyses 

that might be useful for alerting public 
safety officials to potential issues 

•  preventative information for use by 
public safety officials to head off 
problems before they have a chance to 
escalate  

The Edge Analytics tool helped the 
team process raw festival data streams 
into more meaningful and potentially 
actionable information. Specifically, it 
produced

•   sentiment analysis: an aggregate gauge 
of crowd sentiment determined by 
analysis of individual Tweets

•  topic modeling: the categorization of 
Tweets by content

•  entity identification: a natural language 
analysis to determine nouns and noun 
phrases in a Tweet

•  keyword alerting: the ability for 
analysts to set alarms on specified terms 

The SEI’s Bill Anderson was encouraged: 
“We had real validation from people 
directly at the tactical edge that this area 
of research—the large gathering of people 
challenge—is captivating.” 

Joining Boleng and Anderson on this 
project were SEI colleagues Joe Seibel, 
Gene Cahill, Soumya Simanta, Ben 
Bradshaw, and Derrick Karimi.

Miller sees great promise in the work the 
team is doing. “It’s a starting point, but 
we saw real-world examples of where 
efficiencies can be found. And this is only 
a small sample. Imagine if we were able to 
grow this thing.”

For more information about the work 
of the Advanced Mobile Systems team, 
please visit http://www.sei.cmu.edu/
about/organization/softwaresolutions/
mobile-systems.cfm.

ADVANCED MOBILE SYSTEMS  
TEAM PROBES THE PUBLIC  
SAFETY VALUE OF SOCIAL MEDIA

S o F T WA R E  S o L U T I o N S

“ We had real validation from people 

directly at the tactical edge that this area 

of research—the large gathering of people 

challenge—is captivating.”

– Bill Anderson

http://www.nps.edu/Academics/Schools/GSOIS/Departments/IS/Research/FX/JIFX/JIFX.html
http://www.sei.cmu.edu/about/organization/softwaresolutions/mobile-systems.cfm
http://www.sei.cmu.edu/about/people/profile.cfm?id=boleng_16295
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=77189
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=77189
http://www.sei.cmu.edu/about/people/profile.cfm?id=anderson_13738
http://www.sei.cmu.edu/about/organization/softwaresolutions/mobile-systems.cfm
http://www.sei.cmu.edu/about/organization/softwaresolutions/mobile-systems.cfm
http://www.sei.cmu.edu/about/organization/softwaresolutions/mobile-systems.cfm
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“ We’re trying to keep people safe, to 

allow them to go about their business 

unobstructed from the challenges in the 

environment they may face. We want 

to empower them to make the right 

decisions.”

–  Adam Miller, Director,  
Huntingdon County Emergency Management Agency

Gene Cahill Soumya Simanta
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COLLABORATION GROUP SPURS KNOWLEDGE SHARING  
AMONG DOD AND GOVERNMENT AGILE USERS

The SEI’s leadership in exploring the 
application of Agile methods in large 
and complex systems continued to 
grow during 2013. Agile is an iterative 
approach to software development 
that emphasizes collaboration and a 
lightweight governance framework.  
It is designed to be cost effective, 
timely, and adaptable.

For the past several years, the SEI has 
led research into the appropriateness 
of applying Agile methods to the 
development of complex and large-
scale software projects, such as those 
often pursued by the Department of 
Defense (DoD). From that effort has 
sprung a series of SEI technical notes 
on adapting Agile to DoD programs—
and the development of the Agile 
Collaboration Group. 

The SEI’s Mary Ann Lapham has played 
a key role as the leader of one branch of 
the SEI’s Agile efforts and is a founder 
of the group.

The Agile Collaboration Group 
grew from a handful of like-minded 
people interested in Agile in 2011. 
“We had about 15 members in the 
first year,” Lapham said, “growing 
past 100 in 2013.” The group now 
includes representatives from the DoD, 
the armed forces, industry, federal 
agencies, and academia. 

The group provides a forum for sharing 
experience and knowledge about 
applying Agile in larger programs. By 
pooling members’ Agile experiences 
and knowledge, the group saves 
members time and helps shortcut the 
learning curve for applying Agile 
methods, Lapham said.

“We’re able to provide a map,” 
she added, noting that the Agile 
Collaboration Group comprises 
organizations with a range of 
experience—from those just starting 
with Agile to those with ongoing 
experience in using Agile methods 
daily.

For the DoD, the SEI’s customer for 
Agile research and development, the 
Agile Collaboration Group has yielded 
a continuing stream of unbiased 
guidance on using Agile methods and 
has become a resource for “lessons 
learned” about applying Agile to  
larger-scale projects.

To read recent research completed with 
help from Agile Collaboration Group 
members, please visit: http://resources.
sei.cmu.edu/library/asset-view.
cfm?assetid=77747.

S o F T WA R E  S o L U T I o N S

The Agile Collaboration Group provides a forum for 

sharing experience and knowledge about applying Agile in 

larger programs. By pooling members’ Agile experiences 

and knowledge, the group saves members time and helps 

shortcut the learning curve for applying Agile methods.

http://en.wikipedia.org/wiki/Agile_software_development
http://www.sei.cmu.edu/about/people/profile.cfm?id=lapham_14002
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=77747
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=77747
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=77747
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REAL-WORLD AGILE: BULLETINS FROM THE FRONT LINES

The 10-Point Plan for IT Modernization 
released in 2012 by the Department of 
Defense (DoD) calls for streamlined 
processing by “Enabling Agile IT.” To 
help those who work in the DoD and 
other federal agencies understand and, 
where appropriate, adopt Agile, two 
members of the SEI technical staff have 
launched a series of podcasts exploring 
real-world experiences in Agile 
acquisition. 

Each episode in the “Agile in the DoD” 
series features Mary Ann Lapham, 
a principal engineer, and Suzanne 
Miller, a principal researcher, both 
of whom work with federal agencies 
adopting Agile. In each episode, Miller 
and Lapham discuss their real-world 
experiences applying each of the 12 
principles behind the Agile Manifesto, 

which outlines a software development 
philosophy that stresses individuals and 
interactions over processes and tools; 
working software over comprehensive 
documentation; customer collaboration 
over contract negotiation; and 
responding to change over following a 
plan. 
 
“This is an ongoing part of the SEI’s 
mission to serve as an honest broker  
of information to our stakeholders,” said 
Miller, who spearheaded the  
series. The episodes are published 
as part of the SEI Podcast Series, 
which was launched in September 
2012 and features research in the 
fields of acquisition, service-oriented 
architecture, software architecture, 
measurement, and other areas. 

In each podcast, researchers interview 
other researchers to ensure that 
discussions cover topics relevant to 
practitioners in government, industry, 
and academia. 

The SEI Podcast Series is available on 
the SEI website. Listeners may subscribe 
to these podcasts on Carnegie Mellon 
University’s iTunes U site.  
A new episode is added to the SEI 
Podcast Series every two weeks. 

To listen to installments of the  
“Agile in the DoD” podcast series, please 
visit http://www.sei.cmu.edu/podcasts/
agile-in-the-dod/index.cfm.

S o F T WA R E  S o L U T I o N S

“ This is an ongoing part of the SEI’s 

mission to serve as an honest broker  

of information to our stakeholders.” 

– Suzanne Miller

Suzanne Miller and Mary Ann Lapham
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http://www.sei.cmu.edu/podcasts/agile-in-the-dod/index.cfm
http://www.sei.cmu.edu/about/people/profile.cfm?id=miller_15184
http://www.sei.cmu.edu/about/people/profile.cfm?id=miller_15184
http://agilemanifesto.org/
http://www.sei.cmu.edu/podcasts/agile-in-the-dod/index.cfm
http://www.sei.cmu.edu/podcasts/agile-in-the-dod/index.cfm
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A workforce knowledgeable in 
science, technology, engineering, and 
mathematics (STEM) is vital if the 
United States is to remain competitive 
on the global stage. These disciplines 
are also essential to ensuring the 
nation’s defense in an ever-more-
complex strategic environment. 
Unfortunately, the number of U.S. 
college students seeking a degree in one 
of the STEM disciplines has remained 
flat for more than 10 years. Leaders in 
both industry and government have 
expressed concern over a widening 
“skills gap” in which native talent 
is insufficient to meet the growing 
demand for STEM expertise. This is 
why the SEI’s sponsor, the office of the 

Secretary of Defense (oSD), has made 
one of its mission goals the promotion 
of a workforce qualified to take on 
the toughest technological challenges 
confronting national defense. 

Recognizing the serious dilemmas 
posed by the skills gap, educators 
and practicing professionals have 
undertaken a variety of programs to 
raise awareness and encourage young 
people to investigate the exciting 
possibilities available in STEM careers. 
In 2013, the SEI joined the effort by 
launching its own STEM initiative. 
“For years, SEI volunteers have been 
participating on their own in local and 
national STEM efforts to develop the 

technology workforce the United States 
needs for the future,” said the SEI’s  
Gail Newton, senior project manager 
and STEM Forum chairperson. “The 
short-term goal of the SEI’s STEM 
initiative is to establish a framework 
for our staff to better promote STEM 
opportunities and provide them a 
toolkit for success.” Newton added 
that the long-term goal of the SEI 
STEM effort is to effectively match 
SEI personnel and resources to STEM 
opportunities and requests arising 
from schools, students, and other 
organizations.

SEI AND STEM: ENCOURAGING THE SOFTWARE ENGINEERS OF TOMORROW
S E I  I N  T H E  C o M M U N I T Y

Photo: USACE

“ The short-term goal of the 

SEI’s STEM initiative is to 

establish a framework for our 

staff to better promote STEM 

opportunities and provide 

them a toolkit for success.”

– Gail Newton
Source: National Science Foundation, National Science Board

http://en.wikipedia.org/wiki/STEM_fields
http://www.sei.cmu.edu/about/people/profile.cfm?id=newton_13000
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Since 1998, the SEI has conducted 
independent technical assessments 
(ITAs) of more than 100 software-
intensive programs for the Department 
of Defense and other government 
organizations. The institute has 
developed a reputation as an unbiased 
honest broker in conducting these 
analyses, and the results are used to 
inform critical leadership decisions 
about the future course of complex and 
costly programs. 

In 2013, the SEI completed one of 
the largest and most comprehensive 
of these studies: an independent 
program assessment of Pennsylvania’s 
Unemployment Compensation 
Modernization System (UCMS) 
project. The Commonwealth had 
made a substantial investment in a 
comprehensive and complex effort to 
replace legacy information systems, as 
well as add new capabilities, to enable 
the administration of the unemployment 
insurance program for Pennsylvania 

citizens applying for benefits and the 
Commonwealth’s employers who pay 
unemployment taxes. 

In 2012, with the UCMS project 
significantly behind schedule and over 
budget, the Pennsylvania Department 
of Labor and Industry (DLI) engaged 
the SEI to conduct a comprehensive 
assessment of the UCMS program to 
better understand the problems besetting 
the UCMS project and to help inform 
future decisions. The SEI is scheduled to 
provide technical assistance into 2014. 

“This was not a typical ITA, but rather 
a lifecycle program assessment,” 
noted Michael McLendon, who led the 
assessment for the SEI. “The scope of the 
effort was comprehensive in addressing 
the programmatic and technical 
aspects of the UCMS lifecycle, from the 
original procurement solicitation and 
source selection to contract and project 
execution, then to plans for system 
sustainment.” 

The governor of Pennsylvania and the 
secretary of the DLI released the SEI’s 
comprehensive report to the public 
in July and announced their decision 
to terminate the contract. This result 
generated significant media interest 
and discussion about the management 
of large, government-funded technical 
programs.

“The decision by the Commonwealth 
does not end our relationship with DLI,” 
added McLendon. “We will continue to 
work with the Commonwealth in 2014 to 
provide a range of technical assistance 
to enhance their technical capabilities.” 

To read the SEI’s report to the 
Commonwealth of Pennsylvania 
Department of Labor and 
Industry, please visit http://www.
portal.state.pa.us/portal/server.
pt?open=18&objID=1351417&mode=2.

SEI’S INDEPENDENT PROGRAM ASSESSMENT DEMONSTRATES  
UTILITY FOR LARGE-SCALE SYSTEMS

S o F T WA R E  S o L U T I o N S

http://www.portal.state.pa.us/portal/server.pt?open=18&objID=1351417&mode=2
http://www.portal.state.pa.us/portal/server.pt?open=18&objID=1351417&mode=2
http://www.portal.state.pa.us/portal/server.pt?open=18&objID=1351417&mode=2
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MAKING SENSE OF DOD  
SOFTWARE PROGRAM DATA 

S o F T WA R E  S o L U T I o N S 
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The DoD Cost Assessment and Program 
Evaluation (CAPE) Directorate provides 
independent analytical advice to the 
Secretary of Defense on all aspects of 
Major Defense Acquisition Programs 
(MDAPs). DoD contractors for MDAPs 
are required to submit to CAPE a 
significant amount of data about 
software development in a Software 
Resources Data Report (SRDR). This 
reporting requirement provides initial 
baseline estimates of time and effort 
by phase, code size, programming 
language, and other information about 
the planned software development. 
When the project is complete, 
contractors must also report actual 
results about the software development. 

Together, these reports provide a 
set of planned and actual data with 
great potential for informing policy, 
decision making, and cost estimation. 
Unfortunately, no standards govern the 
way in which this data is collected and 
formatted, making potentially fruitful 
analysis difficult if not impossible. 
A team of SEI researchers set about 
tackling this problem in 2013.

In aggregate, SRDRs represent an 
unprecedented research opportunity 
for understanding the state of software 
development in DoD programs. “The 
fact that they’ve been collecting data 
from contractors for 10 years now 
without deriving much analytical 
value out of it is really the crux of 
why we’re working with this data,” 
says Brad Clark, a visiting scientist at 
the SEI. Unlocking the information 
in SRDRs provides a quantitative lens 
into software development as it occurs 
within major defense programs.

The process for reporting SRDRs makes 
analyzing it challenging. Flexibility 
is intentionally provided in the 
submission process. However, this 
makes aggregating the data for analysis 
impossible without considerable effort. 
Currently, the information is stored in 
a hierarchy of files and directories that 
organize the submissions, rather than 
in a database that can easily be accessed 
for analytical purposes. Further, many 
fields allow the submitters to use their 
own local definitions and measures. 
While allowing contractors to use 
their own formats and data definitions 
provides flexibility, this flexibility 
places a burden on those wanting to 
analyze the data, particularly across 
programs.

To address this problem, the SEI 
developed methods to extract the data 
from disparate SRDR sources and 
store it in the Software Cost Analysis 
Repository (SCAR) to facilitate research. 
“With data scraping,” says Clark, “we 
pull this information out of individual 
SRDRs and put it into a regular, 
accessible format that can be queried: 
a database. We then use the data to 
do research on software development 
practices related to duration, effort, 
size, and cost of projects.”

one output of the SCAR is a DoD 
Software Factbook aimed at decision 
makers in the DoD. The SEI team 
released an initial version of the 
Factbook in January 2014. The Factbook 
provides descriptive statistics on 
the DoD software portfolio as it is 
reflected in the SRDR data. In addition 
to descriptive information on the DoD 
software portfolio, it also provides 
analyses of the following three 
questions: 

•  Is there a difference in the amount of 
effort required to produce different 
types of software? If so, what are the 
differences and what types are most  
and least expensive?

•  What is the relationship between 
effort and schedule? To what extent 
can additional effort be used to 
realize a shorter development 
schedule?

•  For different types of software, what 
is the distribution of performance 
in terms of effort and schedule for 
projects of a given size?

Answers to questions such as these will 
help policy and acquisition decision 
makers to better understand, in a 
quantitative manner, the performance 
of those developing software for the 
DoD as well as the characteristics of the 
portfolio overall.

The initial Factbook is based on a 
subset of the reported information. The 
SEI team is currently working to extract 
the data from the submitted forms, 
check its quality and integrity, and 
migrate it to a database. once the team 
completes the scraping and migration, 
it plans to produce additional editions 
of the Factbook and expand its 
analyses to focus on current policy and 
acquisition issues. These could include 
questions about the impact of reuse on 
productivity and whether concurrent 
development delivers systems faster. 

“SRDRs are a valuable data asset that 
has been very much underutilized,” 
says Jim McCurley, a senior member of 
the SEI technical staff. “DoD programs 
are constantly running into software 
development problems in terms of 
schedule, size, technical performance, 
and cost. SRDR data analysis to inform 
decision makers would be a valuable 
contribution.”

“ DoD programs are constantly running into software-development 

problems in terms of schedule, size, performance, and cost.  

Anything that can help them get a handle on that is something we  

see as valuable.” 

– Jim McCurley

http://www.cape.osd.mil/
www.dtic.mil/whs/directives/corres/pdf/500004m1p.pdf
http://www.sei.cmu.edu/about/people/profile.cfm?id=mccurley_13319
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Cadence Design Systems, Inc., a 
leading provider of electronic design 
automation and semiconductor 
intellectual property, recently 
conducted a two-year pilot study of 
the Team Software Process (TSP). 
Cadence turned to TSP as part of its 
ongoing mission to improve developer 
productivity and product quality, 
and to remain competitive. In 2013, 
it conducted a study to measure the 
effectiveness of its TSP pilot and 
reported its findings at the 2013 TSP 
Symposium. The study employed data, 
such as the number of lines of code 
added or modified, and other change 
request data. In short, the results  
were good.

“our early pilot team has been able 
to show a significant improvement in 
the quality of software released,” said 
Elias Fallon, engineering director for 
the Cadence development team piloting 
TSP. “The team was able to use the 
data to effect meaningful change on 
their own processes, with quantifiable 
results.”

The pilot study revealed a shift away 
from time spent on unit testing and 
toward code review. A related measure 
indicated that defect removal shifted 
away from the late-stage unit testing 
and, again, toward the earlier code 
review and code inspection stages 
of development. (Identifying defects 

earlier in the lifecycle has been shown 
to improve efficiency and reduce cost.) 

The study also showed a decrease 
in incoming change request bugs 
over time, as well as a decreasing 
number of defects per thousand lines 
of code. Total time on task remained 
the same under TSP, and the team’s 
productivity (in terms of functionality 
delivered) remained “just as high if 

not higher” than before it began using 
TSP, according to Fallon. “The team 
clearly believes in TSP, and believes it 
is improving the overall quality of the 
code, reducing our overall software 
debt.” 

The report “Experience Report: 
Applying and Introducing TSP to 
Electronic Design Automation,” 
authored by Fallon and Lee Gazlay of 
Cadence, is part of the TSP Symposium 
Proceedings: http://resources.sei.cmu.
edu/library/author.cfm?authorid=28506.

CADENCE DESIGN SYSTEMS NETS IMPROVEMENT FROM TSP PILOT

Jim McHale

“ When Cadence completes rollout of TSP in the  

2017-2018 timeframe, the company will likely  

be the largest single user of TSP with well over 

2,000 developers worldwide.”

– Jim McHale

S o F T WA R E  S o L U T I o N S 
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“ our early pilot team has been able to show a significant 

improvement in the quality of software released.” 

– Elias Fallon, Cadence Design Systems, Inc.

http://www.cadence.com/
https://www.sei.cmu.edu/tsp/
http://resources.sei.cmu.edu/library/author.cfm?authorid=28506
http://resources.sei.cmu.edu/library/author.cfm?authorid=28506
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SEI TEAM LENDS KNOW-HOW TO  
NATIONAL SCIENCE FOUNDATION’S XSEDE PROJECT

In 2011, Carnegie Mellon University 
(CMU) joined 16 other organizations 
selected by the National Science 
Foundation (NSF) to collaborate on 
the Extreme Science and Engineering 
Discovery Environment (XSEDE) 
project, a five-year, $130 million 
effort. XSEDE builds on the TeraGrid 
supercomputing network and provides 
researchers open access to state-of-the-
art computational tools and  
digital resources. 

As part of the CMU team, the SEI has 
played a significant role. “The SEI 
has been an enormously beneficial 
partner to the project in helping XSEDE 
to understand formal software and 
systems engineering practice and to 
adapt that practice to the very non-
traditional context of XSEDE,” said John 
Towns, XSEDE principal investigator 
and project director.

To bring formal practice to the NSF 
community, the SEI developed a 
twofold approach, first establishing 
sound engineering practices to enable 
systematic, measured improvement 
in products and services. It is also 
introducing novel engineering 
practices to address unique challenges 
arising from XSEDE’s status as a 
highly distributed NSF/office of 
Cyberinfrastructure (oCI) socio-
technical ecosystem. 

SEI staff members Felix Bachmann, 
Kurt Wallnau, Linda Northrop, Michael 
Konrad, Scott Hissam, and Rhonda 
Brown worked with XSEDE to refine 
and document software engineering 
processes to enable effective iterative 
and incremental development. They 
further collaborated to define and 
institutionalize use-case development 
and active design review—a technique 
that advances effective communication 

during software design. The team also 
conducted an initial study to identify 
engineering practices for engineering 
ecosystems. 

Bachmann explains, “XSEDE 
exemplifies a software development 
ecosystem that many development 
organizations face or are about to 
embrace, where social science plays 
a major role alongside software 
engineering practices.”

Plans are in place to build on XSEDE’s 
success in adopting architecture-
centric engineering and other SEI 
approaches. The goal is to transition 
them to practices more viable  
for conducting engineering at 
ecosystem scale.

For more information about the  
XSEDE project, please visit  
https://www.xsede.org/.

S o F T WA R E  S o L U T I o N S 

Felix Bachmann Kurt Wallnau Linda Northrop John Towns

“ The SEI has been an enormously 

beneficial partner to the project 

in helping XSEDE to understand 

formal software and systems 

engineering practice and  

to adapt that practice to the  

very non-traditional context  

of XSEDE.”

–  John Towns, XSEDE principal investigator  
and project director

http://www.nsf.gov/
https://www.xsede.org/
http://en.wikipedia.org/wiki/TeraGrid
http://www.sei.cmu.edu/about/people/profile.cfm?id=bachmann_13546
http://www.sei.cmu.edu/about/people/profile.cfm?id=wallnau_13228
http://www.sei.cmu.edu/about/people/profile.cfm?id=northrop_13182
http://www.sei.cmu.edu/about/people/profile.cfm?id=konrad_13068
http://www.sei.cmu.edu/about/people/profile.cfm?id=konrad_13068
http://www.sei.cmu.edu/about/people/profile.cfm?id=hissam_13311
http://www.sei.cmu.edu/about/people/profile.cfm?id=brown_14012
http://www.sei.cmu.edu/about/people/profile.cfm?id=brown_14012
https://www.xsede.org/
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At the Armed Forces Communications 
and Electronics Association (AFCEA) 
International 2011 Joint Warfighting 
Conference, Colonel Timothy Hill, 
director of the Futures Directorate of 
the Army Intelligence and Security 
Command, said that “the cloud is 
one of the top 25 initiatives” for the 
Department of Defense (DoD) Chief 
Information officer. During a panel 
that discussed the question “How 
Do We Provide Assured Comms to 
the Warfighter?” Hill stressed the 
importance of “cloud technology for 
the flexibility that it provides” and 
“the power that it provides to handle 
the data that our operators or analysts 
expect to see.”

In an attempt to move cloud computing 
benefits closer to soldiers in the field, 
first responders, and disaster-relief 
workers, the SEI’s Advanced Mobile 
Systems Initiative, led by Edwin 
Morris and Grace Lewis, has developed 
a software solution that enables 
the quick deployment of “tactical 
cloudlets.” These are discoverable, 
localized, stateless servers running one 
or more virtual machines on which 
soldiers can offload heavy, resource-
intensive computations from their 
mobile devices. 

Cloudlets are in single-hop proximity 
to the mobile devices they serve, such 
as in a tactical operations center, a 
vehicle on the ground, or an unmanned 
aerial vehicle flying overhead. This 
proximity decreases latency, improves 
network resilience, and potentially 
lowers battery consumption. The 
virtual-machine technology in 

cloudlets provides greater flexibility  
in the type and platform of 
applications, reduces setup and 
administration time, and enables 
live migration, which is critical for 
systems in the field. Dr. Mahadev 
Satyanarayanan and Kiryong Ha of the 
Carnegie Mellon School of Computer 
Science collaborated on this work. 

Colonel Hill also encouraged industry 
to use open standards for cloud 
computing. “We need to have private 
clouds offered in a nonproprietary, 
open architecture that allows us to 
leverage the entire commercial market,” 
Hill said. Although delivering an 
enterprise cloud is an important IT 
initiative for the DoD, Hill stated that 
the DoD lacks guidance on which 
standards will best support the 
different technologies that it uses. 

Many in the cloud-computing 
community believe that the lack of 
interoperability hinders adoption. 
“Industry, civil agencies, and the 
DoD have similar interests in cloud 
interoperability,” Lewis said. “They 
all want to avoid vendor lock-in.” 
Vendor lock-in is the inability to move 
resources from one cloud provider 
to another if a relationship with a 
provider is not working. Portability, 
the ability to move a system from 
one platform to another, is thus a key 
quality attribute for cloud services.

Using this quality attribute perspective, 
Lewis’s research has also explored the 
role of standards in cloud computing 
and offers recommendations for future 
standardization efforts, software 

architects developing systems for 
the cloud, and organizations that are 
moving their computing needs to 
the cloud. As far as standards, Lewis 
recommends that standardization 
working groups initially focus on user 
authentication, workload migration, 
data migration, and workload 
management, which will serve as a 
starting point for the more dynamic use 
cases of the future. Workload migration, 
for example, would benefit greatly from 
standardized representations of virtual 
machine images that can be easily 
moved from one provider to another, or 
from public to private clouds and vice 
versa, or even to cloudlets at the edge.

To learn more about the SEI’s research 
on cloudlets and cloud computing, 
please visit http://www.sei.cmu.
edu/mobilecomputing/research/
cyberforaging/index.cfm.

ADDRESSING CHALLENGES  
IN CLOUD COMPUTING AT  
THE TACTICAL EDGE

S o F T WA R E  S o L U T I o N S 

Grace Lewis

http://www.afcea.org/
http://www.afcea.org/events/jwc/11/intro.asp
http://www.afcea.org/events/jwc/11/intro.asp
http://www.sei.cmu.edu/about/organization/softwaresolutions/mobile-systems.cfm
http://www.sei.cmu.edu/about/organization/softwaresolutions/mobile-systems.cfm
http://www.sei.cmu.edu/about/people/profile.cfm?id=morris_13107
http://www.sei.cmu.edu/about/people/profile.cfm?id=morris_13107
http://www.sei.cmu.edu/about/people/profile.cfm?id=lewis_15752
http://www.cs.cmu.edu/~satya/docdir/satya-ieeepvc-cloudlets-2009.pdf
https://www.cylab.cmu.edu/education/faculty/satyanarayanan.html
https://www.cylab.cmu.edu/education/faculty/satyanarayanan.html
http://www.sei.cmu.edu/mobilecomputing/research/cyberforaging/index.cfm
http://www.sei.cmu.edu/mobilecomputing/research/cyberforaging/index.cfm
http://www.sei.cmu.edu/mobilecomputing/research/cyberforaging/index.cfm
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“ We need to have private clouds 
offered in a nonproprietary,  
open architecture that allows  
us to leverage the entire 
commercial market.” 

–  Colonel Timothy Hill, Director of the Futures Directorate  
of the Army Intelligence and Security Command 

Photo: Spc. Phillip McTaggart
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The Checkpoint Diagnostic uses process 

models, data mapping, and quantitative 

analytics to provide organizations 

with actionable, performance-related 

information and analysis closely linked 

to business value.
Timothy Chick

one of the SEI’s newest investigative 
approaches, the Checkpoint Diagnostic, 
arose out of the SEI’s 20 years of 
experience working with systems 
development organizations. A short, 
inexpensive diagnostic—as opposed 
to a full-blown appraisal—it maps a 
software development organization’s 
business value against a best-practices 
model. By so doing, it provides 
organizations with actionable, 
performance-related information and 
analysis closely linked to business 
value. Using process models, data 
mapping, and quantitative analytics, 
the Checkpoint Diagnostic provides 
organizations
•  qualitative process baselines: an 

analysis of project practices (against 
a best-practice model) and the 
associated artifacts, identification of 
key strengths and weaknesses, and 
process characterization

•  quantitative performance baselines: 
project data and analysis designed to 
provide a performance baseline

•  a benchmark performance 
comparison: SEI and benchmark data 
is used to compare the organization’s 
performance to industry 

•  a prioritized list of improvement 
opportunities with estimated 
quantitative benefits and measurable 
improvement goals

In a 15-month pilot begun in May  
2012 and concluded in July 2013, the 
SEI used the Checkpoint Diagnostic 
to establish the pilot organization’s 
baseline performance. “We then rolled 
out the Team Software Process (TSP) 
throughout the organization,” said the 
SEI’s Timothy Chick. “They released 
several versions of their software 
using the TSP methodology. We then 
conducted a second Checkpoint 
Diagnostic in July 2013 and compared 
the results against the baseline.”

Chick and his colleagues observed that, 
within 15 months, TSP had resulted 
in a 43 percent reduction in defects 
reported by the pilot organization’s 
customers and a 53 percent reduction 
in the number of defects found in 
verification and validation testing. 
“They also improved schedule delivery 
predictability while maintaining their 
productivity,” noted Chick. This kind of 
improvement has a direct and positive 
impact on customer experience and 
demonstrates the business value of a 
TSP process improvement effort. 

To view a webinar on the Checkpoint 
Diagnostic, please visit http://resources.
sei.cmu.edu/library/asset-view.
cfm?assetid=59094.

S o F T WA R E  S o L U T I o N S 

CHECKPOINT DIAGNOSTIC PILOT ILLUMINATES BUSINESS VALUE  
OF PROCESS IMPROVEMENT

https://www.youtube.com/watch?v=vXnEbN_k2d8
http://www.sei.cmu.edu/about/people/profile.cfm?id=chick_14384
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=59094
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=59094
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=59094
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In 2013, the SEI introduced the TSP 
Performance and Capability Evaluation 
(TSP-PACE). TSP-PACE provides an 
objective way to evaluate software 
development organizations by using 
the data collected by development 
projects employing TSP. It includes 
a performance profile, which can be 
useful to organizations seeking to 
acquire software products from suppliers 
because it provides an independently 
and factually demonstrated evaluation  
of the organization’s ability to develop 
and deliver software.

The TSP-PACE process can also be used 
to evaluate projects, programs, and 
organizations. Evidence can be used 
by management, software acquirers, or 
acquisition authorities as assurance that 
specific programs are correctly using 
sound methods and have successfully 
produced timely and high-quality work. 
Certification can also be used by software 
development and service organizations 
to distinguish themselves from their less 
capable competitors.

TSP is a disciplined development method 
that stresses realistic planning, process 
definition, disciplined execution of 
the process, commitment to quality, 
precise measurement, and individual 
commitment to continuous improvement. 
organizations using TSP have reliably 
produced high-quality software at 
reasonable cost. Those organizations 
earning certification through TSP-PACE 
can readily demonstrate that
•  the quality of their work is determined 

by the quality of the processes their 
people use

•  the TSP process, when properly used, 
produces superior work outcomes

•  organizations adopting TSP will do 
superior work

“There are some perceived limitations to 
conventional process- and compliance-
based evaluations,” said the SEI’s 
Bill Nichols. “TSP-PACE goes a step 
beyond by measuring performance and 
outcomes. We ask, ‘What have they done? 
What were the results? And why do we 
think they can do it again?’ We can do 

this because TSP developers keep their 
own personal engineering logs. They 
personally measure the results as they 
perform their work.” 

Nichols noted these contemporaneous 
records are ideal for retrospective 
analyses. “We use summaries of their 
records to verify that they know what to 
do, they accurately record what they did, 
they can actually do it, and to determine 
how well it worked. We’ve done the 
analyses, and it works.”
 
Nichols and his colleagues have 
completed the initial pilots of PACE and 
are ready to provide PACE evaluations. 
They encourage organizations using TSP 
to consider an evaluation. 

Interested organizations should contact 
info@sei.cmu.edu. 
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S o F T WA R E  S o L U T I o N S 

TSP-PACE LEVERAGES DATA TO MEASURE SOFTWARE DEVELOPMENT 
PERFORMANCE EFFECTIVENESS

resources.sei.cmu.edu/library/asset-view.cfm?assetid=59393
http://www.sei.cmu.edu/tsp/
http://www.sei.cmu.edu/about/people/profile.cfm?id=nichols_14213
mailto:info%40sei.cmu.edu?subject=TSP-PACE
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Digital forensics can be a complicated 
and time-consuming process. When law 
enforcement investigators confiscate a 
hard drive, they need to find out what’s 
on it, and they need to know how 
any malicious or unfamiliar software 
behaves. These investigators often 
rely on far-flung experts who spend 
valuable investigation time on complex 
solutions that are costly and can add 
weeks or months to investigations. In 
many cases, basic triage can provide 
investigators with the information 
they seek. Live View and Malicious 
Code Automated Run-Time Analysis 
(MCARTA), two tools developed by the 
SEI, give investigators the ability to do 
their own triage quickly, affordably, 
and with minimal training. 

A new version of Live View 
helps investigators gain a quick 
understanding of a confiscated 
computer’s software and data. Using a 
disk image—a complete copy of all the 
software and data on a computer—Live 
View allows investigators to boot up a 
confiscated machine and interact with 
it in a safe and isolated environment, 
all while preserving the integrity of the 
evidence. Behind the scenes, Live View 
stores the original disk image on a read-
only server; all interaction takes place 
in a virtual environment and is shown 
to the user in a web browser. Live View 
enables investigators to perform these 
operations with little training and in 
minutes. It also allows investigators to 
collaborate in a shared session. 

“With Live View, anyone with minimal 
training can stand up a system, log in, 
and see what’s going on to avoid lengthy 
investigations using lower-level tools,” 

said Alex Corn, a member of the SEI 
technical staff working on Live View. 

MCARTA provides a near-real-
time system for analyzing malware. 
“MCARTA automates malware 
analysis, bringing together the best 

in class of commercially available 
tools, open source tools, and CERT 
tools all in one easy-to-use system,” 
said the SEI’s C. Aaron Cois, software 
engineering team lead for MCARTA. 
Users access MCARTA through a web-
based interface where they can submit 
suspicious files. In 4 to 7 minutes, 
MCARTA runs a file through a variety 
of tools, including 23 antivirus systems 
and a similarity search that compares 
pieces of malware based on their 
behavioral signatures. Based on this 
analysis, MCARTA produces a detailed 
report that tells the user what the file 
does and how it works. 

MCARTA is useful for a wide variety 
of roles: law enforcement investigators, 
information security staff members, 
and even IT managers concerned about 
suspicious emails being sent to their 
employees. Like Live View, MCARTA 

doesn’t require a specialized skill set, 
and it works quickly. “When you’re in a 
mission context, you need fast results,” 
said Cois.

MCARTA is currently being used by 
22 organizations, including a large 

government agency. Live View has been 
deployed privately and will be available 
for wide release in 2014. “These tools 
allow just about anyone to log in and 
do some rudimentary work, which is 
sometimes all you need,” said Corn. 
“They lower the barrier to forensic 
analysis.”

To learn more about the SEI’s work in 
digital intelligence and investigation, 
please visit http://www.cert.org/digital-
intelligence/.

DIGITAL FORENSICS TOOLS  
SPEED INVESTIGATIONS

C Y B E R S E C U R I T Y

“MCARTA automates malware analysis, 

bringing together the best in class of 

commercially available tools, open  

source tools, and CERT tools all in  

one easy-to-use system.” 

– C. Aaron Cois

http://www.cert.org/digital-intelligence/index.cfm
http://www.cert.org/digital-intelligence/tools/liveview.cfm
http://www.cert.org/digital-intelligence/tools/mcarta.cfm
http://www.sei.cmu.edu/about/people/profile.cfm?id=cois_15733
http://www.cert.org/digital-intelligence/
http://www.cert.org/digital-intelligence/
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The SEI’s Live View and Malicious 

Code Automated Run-Time Analysis 

(MCARTA) give investigators the ability 

to do their own triage quickly, affordably, 

and with minimal training.
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“ We hope that this work will enable organizations  

to address the unintentional insider, the mistake  

made, the accidental disclosure, the lost device,  

the unintentionally clicked link in an email, so  

that the security of these organizations is enhanced  

at little cost but with great results.”

– Jeremy Strozer

More than 40 percent of computer and 
organizational security professionals 
report that their greatest security 
concern is accidental employee error, 
such as lost devices or leaked data. This 
widespread concern spurred the Insider 
Threat Center, part of the SEI’s CERT 
Division, to undertake foundational 
research in 2013 on the problem of the 
unintentional insider threat (UIT). 

“A UIT is potentially more damaging to 
an organization than some other forms 
of insider threat,” said Insider Threat 
Center researcher Jeremy Strozer. 
“An employee falling for a spear 
phishing campaign, for example, offers 
outsiders one of the best opportunities 
to infiltrate an organization’s IT 
infrastructure without having to break 
through any firewalls.”

The Insider Threat Center conducted 
foundational research on this 
previously unstudied topic to inform 
government and industry stakeholders 
about the problem and to steer research 
and development toward critical 
countermeasures. Researchers drew 
on relevant literature, public reports 
of UIT incidents, and a decade’s 
worth of information in the Center’s 
Insider Threat Database. Their work, 
documented in the technical notes 
Unintentional Insider Threats: A 
Foundational Study and Unintentional 
Insider Threats: Social Engineering, 
produced an operational definition 
of UIT, its causes and contributing 
factors, examples and frequencies 
of different UIT case types, tools 
for sharing information about UIT 
incidents, groundwork for a UIT model, 

and potential mitigation strategies and 
countermeasures.

Strozer said employers could use this 
information to train their employees 
on how to avoid becoming unwitting 
insider threats. “We hope that this work 
will enable organizations to address 
the unintentional insider, the mistake 
made, the accidental disclosure, the lost 
device, the unintentionally clicked link 
in an email, so that the security of these 
organizations is enhanced at little cost 
but with great results.”

For more on the SEI’s insider threat 
research, please visit http://www.cert.
org/insider-threat/.

INSIDER THREAT CENTER BREAKS NEW GROUND  
ON UNINTENTIONAL INSIDER THREAT

C Y B E R S E C U R I T Y

http://www.cert.org/insider-threat/
http://www.cert.org/insider-threat/
resources.sei.cmu.edu/library/asset-view.cfm?assetid=58744
resources.sei.cmu.edu/library/asset-view.cfm?assetid=58744
resources.sei.cmu.edu/library/asset-view.cfm?assetid=77455
resources.sei.cmu.edu/library/asset-view.cfm?assetid=77455
http://www.cert.org/insider-threat/
http://www.cert.org/insider-threat/
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CYBER RESILIENCE REVIEWS PROVIDE DHS A COMPREHENSIVE SET OF 
PERFORMANCE DATA, CREATE SNAPSHOT OF CRITICAL INFRASTRUCTURE 
PRACTICES

C Y B E R S E C U R I T Y

In 2013, the SEI selected and analyzed 
results from 115 Cyber Resilience 
Reviews (CRRs) to produce valuable 
aggregate data about the performance 
of critical infrastructure organizations 
across the United States. The CRR, 
a derivative application of the CERT 
Resilience Management Model (CERT-
RMM), contains 269 questions across 
10 domains of capability to measure 
the cybersecurity strengths and 
weaknesses of the nation’s most vital 
systems. 

In collaboration with Carnegie Mellon 
University’s Machine Learning 
Department, the SEI analyzed the CRR 
data to determine trends and patterns 
in the cybersecurity practices of 

critical infrastructure organizations. 
The resulting report provided the U.S. 
Department of Homeland Security 
(DHS) a comprehensive and detailed 
picture of operational resilience within 
the organizations. 

This first snapshot of cybersecurity 
performance is an important milestone 
in the evolution of the CRR program. 
According to Matthew Butkovic, the 
SEI lead on the project, “In our view, 
having such expansive and precise 
information will help those responsible 
for protecting critical infrastructure 
target efforts to strengthen the 
cybersecurity capabilities of our 
nation’s critical infrastructure 
organizations.”

To date, the SEI has conducted more 
than 350 CRRs in support of DHS—the 
single largest use of CERT-RMM (or 
derivatives of the CERT-RMM method) 
in assessment. Data analysis is a key 
component of the CRR program and an 
emerging source of insights regarding 
the cybersecurity practices of critical 
infrastructure organizations for DHS.

Find out more about the SEI’s work in 
cyber risk and resilience management: 
http://www.cert.org/resilience/.

http://www.cert.org/podcasts/podcast_episode.cfm?episodeid=956470cc-af1c-953e-ad508ea0c31ebbcb&pageid=70278
http://www.cert.org/resilience/products-services/cert-rmm/index.cfm
http://www.cert.org/resilience/products-services/cert-rmm/index.cfm
http://www.ml.cmu.edu/
http://www.ml.cmu.edu/
http://www.ml.cmu.edu/
http://www.dhs.gov/
http://www.cert.org/resilience/
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The Department of Defense (DoD) 
and its partner countries—the United 
Kingdom, Canada, Australia, and New 
Zealand—are using the SEI’s latest 
training and exercise platform to train 
their staff and evaluate their cyber 
mission readiness. The new platform, 
called the Simulation, Training, 
and Exercise Platform, or STEPfwd, 
uniquely integrates the web-based 
delivery of captured video lectures 
and demonstrations, hands-on labs, 
team exercises, network models and 
simulations, and an easy-to-use learning 
management system that enables 
globally distributed workforces to train 
as they fight. 

“SEI technology and services are 
foundational for DoD cyber exercises 
and online training,” said Chris May, 
technical manager of the SEI’s Cyber 
Workforce Development Initiative. 
“Using STEPfwd, operationally 
deployed DoD units routinely 
participate in skill-sharpening, real-
time cyber exercises from locations 
around the world.”

The platform was recently used for 
U.S. Cyber Command’s Cyber Flag 
14-1 joint exercise. STEPfwd modeled 
military networks and the internet, and 
it deployed more than 6,500 virtualized 
systems as well as thousands of 
very realistic simulated users. These 
simulated users type and send email, 
open attachments, click links, watch 

YouTube videos, etc. According to 
May, “End-user behavior represents a 
large portion of realized cyber threats 
today, so accurate user simulations 
that address this most common attack 
vector make DoD exercises much more 
realistic.

“The DoD needed a convenient way to 
train and evaluate its geographically 
dispersed cyber workforce in a cost-
effective and operationally realistic  
way. STEPfwd provides that,”  
said May. 

To learn more about STEPfwd, please 
visit https://stepfwd.cert.org.

“ Using STEPfwd, operationally deployed 

DoD units routinely participate in skill-

sharpening, real-time cyber exercises  

from locations around the world.”

– Chris May

NEW STEPfwd TRAINING PLATFORM HELPS U.S. DEPARTMENT OF  
DEFENSE AND ITS PARTNERS TO TRAIN AS THEY FIGHT

C Y B E R S E C U R I T Y

Photo: U.S. Army Africa

https://stepfwd.cert.org/vte.lms.web
http://www.sei.cmu.edu/about/people/profile.cfm?id=may_13694
http://gcn.com/articles/2013/12/09/cyber-flag.aspx?admgarea=TC_SecCybersSec
http://gcn.com/articles/2013/12/09/cyber-flag.aspx?admgarea=TC_SecCybersSec
https://stepfwd.cert.org
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MEAD NAMED SEI FELLOW

In 2013, Nancy R. Mead, a principal 
researcher in the SEI’s CERT Division, 
was named an SEI Fellow. Mead 
became the SEI’s seventh fellow, a 
designation awarded to staff who have 
made outstanding contributions to  
the SEI and who continue to advise  
SEI leaders.

“It’s an honor to be named an SEI 
Fellow and at the same time very 
humbling,” said Mead. “I have been 
fortunate to have had wonderful 
support and mentoring from many 
people throughout my career.”

Mead’s research interests lie in the 
areas of software security, software 
requirements engineering, and 

software architectures. Her current 
work involves the study of security 
requirements engineering and the 
development of software assurance 
curricula. 

“Nancy has contributed significantly 
throughout her career,” said Paul 
Nielsen, director and CEo of the SEI. 
“Her contributions have been many, 
but she is especially known for making 
software engineering an accepted 
curriculum.” Nielsen also lauded 
Mead’s work on a model curriculum 
for software assurance and her work 
in survivable systems analysis, a field 
in which she and her team broke new 
ground in understanding and assessing 
the survivability properties of systems.

Mead has authored more than 150 
publications and invited presentations. 
She is a Fellow of IEEE and the 
IEEE Computer Society. Mead is 
also a Distinguished Member of the 
Association for Computing Machinery 
(ACM) and is a member of numerous 
advisory boards and committees. Prior 
to joining the SEI in 1990, Mead was a 
senior technical staff member at IBM 
Federal Systems, where she worked 
on the development and management 
of large real-time systems. Mead 
received her PhD in mathematics 
from the Polytechnic Institute of New 
York and received a BA and an MS in 
mathematics from New York University. 

C Y B E R S E C U R I T Y

Photo: U.S. Army Africa

“ It’s an honor to be named an SEI Fellow 

and at the same time very humbling. 

I have been fortunate to have had 

wonderful support and mentoring from 

many people throughout my career.”

– Nancy Mead

http://www.sei.cmu.edu/about/people/profile.cfm?id=mead_13121
http://www.ieee.org/membership_services/membership/fellows/index.html
http://www.acm.org/membership/distinguished
http://www.acm.org/membership/distinguished
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Developers often short-change software 
security until the last stages of 
development or even later, which can 
lead to expensive post-release fixes. To 
help address this problem, researchers 
in the SEI’s CERT Division have mapped 
some of its software security solutions, 
such as its secure coding standards, 
Source Code Analysis Laboratory 
(SCALe), Security Quality Requirements 
Engineering (SQUARE), and the 
Survivability Analysis Framework, 
to a version of Microsoft’s Security 
Development Lifecycle (SDL), a security 
assurance process that spans the 
software development lifecycle. 

By connecting security solutions to the 
entire development lifecycle, the CERT–
SDL mapping shows developers how to 
incorporate security from the beginning 
of a project, and it gives project 
managers tangible, credible evidence to 
justify these activities to their superiors. 
“It’s how you can instantiate the SDL 
using SEI and CERT products,” says 
Robert C. Seacord, technical manager of 
the CERT Secure Coding Initiative. “It’s 
a place to begin planning.” 

Microsoft has long used a customized 
SDL to reduce the number and severity 
of vulnerabilities in its own enterprise-
scale software projects. The Simplified 
Implementation of the Microsoft 
SDL, released by Microsoft in 2005, 
condenses the full SDL to 17 security 
practices across all stages of software 
development. Standards organizations, 
companies, and governments around 

the world, such as the International 
organization for Standardization 
(ISo) and the national government of 
India, have incorporated the SDL or 
its principles into their own software 
development work.

While Microsoft’s Simplified SDL 
provides a recognized framework for 
security assurance, it does not provide 
usable solutions for implementing 
the recommended practices. In early 
2013, Seacord mapped CERT secure 
coding solutions to the Simplified SDL. 
Carol Woody, technical manager of 
the CERT Cyber Security Engineering 
team, expanded the mapping to include 
products, tools, and services from across 
the CERT Division. “We’re trying to 
capture the recognition that these pieces 
are tied together, and say how and why,” 
said Woody.

The white paper “Strengths in Security 
Solutions,” co-authored by Seacord, 
Woody, CERT technical staff member 
Allen Householder, and Microsoft’s 
Arjuna Shunn, maps eight CERT tools, 
services, and processes to the Simplified 
SDL. At least one CERT solution—and 
often several—apply to all but one of the 
Simplified SDL’s 17 practices. The paper 
describes each solution, its connection 
to the Simplified SDL, its value to 
security, and additional resources.

Woody hopes that the mapping will also 
start a larger conversation by connecting 
different sets of terminology. “We’re 
mapping the language of security 

with the language of the development 
lifecycle,” she said.

Meanwhile, the mapping provides 
the CERT Division with a structure 
to join many of its point solutions, 
and it provides Microsoft’s SDL with 
the credibility of the CERT Division’s 
expertise in software security. 
“Microsoft appreciates CERT’s views as 
an independent organization on secure 
development,” says Shunn, “as those 
diverse views often spark new lines of 
thinking and approaches.”

The mapping covers just a small piece 
of the software-security big picture. 
But, says Woody, “until security is 
considered earlier in the lifecycle, we 
won’t get the cost savings of building 
security in instead of trying to patch it 
on.” Thanks to Microsoft and the CERT 
Division, developers now have a place 
to start.

TO ENCOURAGE MORE ROBUST  
DEVELOPMENT PRACTICES,  
CERT MAPS SOLUTIONS TO  
MICROSOFT’S SIMPLIFIED SECURITY 
DEVELOPMENT LIFECYCLE

C Y B E R S E C U R I T Y

“ Microsoft appreciates 

CERT’s views as an 

independent organization 

on secure development, 

as those diverse views 

often spark new lines of 

thinking and approaches.” 

– Arjuna Shunn, Microsoft

http://www.cert.org/secure-coding/products-services/scale.cfm
http://www.cert.org/cybersecurity-engineering/products-services/square.cfm
https://www.microsoft.com/security/sdl/
http://www.sei.cmu.edu/about/people/profile.cfm?id=seacord_13310
http://www.microsoft.com/en-us/download/details.aspx?id=12379
http://www.microsoft.com/en-us/download/details.aspx?id=12379
http://www.microsoft.com/en-us/download/details.aspx?id=12379
http://www.sei.cmu.edu/about/people/profile.cfm?id=woody_13756
http://www.cert.org/cybersecurity-engineering/
http://www.cert.org/cybersecurity-engineering/
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=77878
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=77878
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As part of the ISo/IEC JTC1/SC22/
WG14 working group, SEI Secure 
Coding team members, including 
David Keaton, Robert C. Seacord, and 
David Svoboda, worked to develop 
the technical specification ISo/
IEC TS 17961:2013(E), Information 
Technology—Programming Languages, 
Their Environments and System 
Software Interfaces—C Secure Coding 
Rules. This standard was published 
by the International organization for 
Standardization (ISo)/International 
Electrotechnical Commission (IEC) 
in November 2013. The purpose of TS 
17961 is to establish a baseline set of 
requirements for analyzers, including 

static analysis tools and C language 
compilers, to be applied by vendors that 
wish to diagnose insecure code beyond 
the requirements of the language 
standard. The Secure Coding team’s 
long experience in researching and 
developing secure coding practices for 
C and other programming languages 
positioned it well to contribute to this 
important work.

The Secure Coding team also published 
two books in 2013: Seacord’s Secure 
Coding in C and C++, Second Edition, 
identifies root causes of software 
vulnerabilities and promotes security 
best practices. Java Coding Guidelines: 

75 Recommendations for Reliable and 
Secure Programs by Fred Long, Dhruv 
Mohindra, Seacord, Dean F. Sutherland, 
and Svoboda offers updated techniques 
for protecting against deliberate attacks 
and other unexpected events and best 
practices for improving code reliability 
and clarity. In his introduction to  
Java Coding Guidelines, James A. 
Gosling, known as the father of the  
Java programming language, calls the  
book “invaluable.” 

Learn more about the SEI’s work in 
secure coding: http://www.cert.org/
secure-coding/.

ISO STANDARD, NEW BOOKS AMONG SECURE CODING 2013 HIGHLIGHTS
C Y B E R S E C U R I T Y

“ This set of Java™ coding guidelines,  

a follow-on to the earlier CERT®  

Oracle Secure Coding Standard  

for Java™, is invaluable.”

– James A. Gosling, father of the Java programming language

David Svoboda
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Robert Seacord

http://www.open-std.org/jtc1/sc22/wg14/
http://www.open-std.org/jtc1/sc22/wg14/
http://www.iso.org/iso/catalogue_detail.htm?csnumber=61134
http://www.iso.org/iso/catalogue_detail.htm?csnumber=61134
http://www.iso.org/iso/catalogue_detail.htm?csnumber=61134
http://www.iso.org/iso/catalogue_detail.htm?csnumber=61134
http://www.iso.org/iso/catalogue_detail.htm?csnumber=61134
http://www.cert.org/secure-coding/publications/books/secure-coding-c-c-second-edition.cfm
http://www.cert.org/secure-coding/publications/books/secure-coding-c-c-second-edition.cfm
http://www.cert.org/secure-coding/
http://www.cert.org/secure-coding/
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Cyber intelligence—the acquisition 
and analysis of information to identify 
and predict cyber capabilities and 
intentions, and to enhance decision 
making—is a critical area of focus for 
government and industry. The office 
of the Director of National Intelligence 
(oDNI), seeking a better understanding 
of how practitioners perform this work, 
sponsored work by the SEI Emerging 
Technology Center (ETC) to study the 
tradecraft that shapes organizations’ 
cyber intelligence efforts. 

The study began in June 2012. Its goal 
was to advance the cyber intelligence 
capabilities of organizations by 
examining their methodologies, 
processes, tools, and training. 
The ETC will use this research to 
prototype solutions to challenges faced 
throughout government and industry. 
The ETC will base these solutions on 
best practices and SEI expertise for 
challenges shared across government 
and industry.

To conduct the study, the ETC 
developed 35 assessment factors 
distributed among the five core 
functions it considered necessary 
for performing cyber intelligence: 
environment, data gathering, 
functional analysis, strategic analysis, 
and decision maker reporting and 
feedback. ETC members then collected 
information for these assessment 
factors from six government agencies 
and 24 organizations representing 
economic sectors such as energy, 
financial services, healthcare, defense 
contracting, and retail. overall, the 

data indicated that organizations used a 
diverse array of approaches to perform 
cyber intelligence. “While the data 
identified no universal standard for 
doing cyber intelligence work,” stated 
ETC member Jay McAllister, “we did 
find that successful organizations 
balanced the need to protect their 
network perimeters with the need 
to look beyond them for strategic 
insights.” 

In January 2013, the ETC invited the 
study’s participants to Pittsburgh for a 
workshop to present its initial findings 
and brainstorm with attendees on 
solutions for three challenge areas 
the study uncovered: data analytics, 
visualization, and training and 
education. Government and industry 
collaboration helped participants 
realize that looking beyond their 
own walls brought new solutions to 
problems across economic sectors.

ETC staff members developed 
multiple analytical products offering 
solutions to common challenges. 
They provided them to the oDNI, the 
study’s participants, and the general 
public. Examples of these products 
include implementation frameworks 
that guide practitioners through three 
critical aspects of cyber intelligence 
tradecraft: threat prioritization, data 
collection management, and workforce 
development and management. 

Leveraging participant feedback, the 
ETC also developed a white paper, 
Cyber Intelligence Tradecraft Project: 
Summary of Key Findings, identifying 

the traits, core competencies, and 
skills of successful cyber intelligence 
analysts. A review of over 150 
educational programs revealed that 
some addressed half of the skills 
identified, but no program addressed 
all of the necessary skills. oDNI 
integrated it into the government’s 
discussion on developing a robust 
community of cyber intelligence 
practitioners. “We’ve also received very 
positive responses when presenting at 
conferences,” explains McAllister. “The 
general sentiment from those who have 
heard us present is that they’re happy 
someone has finally done the research 
in this important area.”

To read the SEI white paper, Cyber 
Intelligence Tradecraft Project: 
Summary of Key Findings, please 
visit http://www.sei.cmu.edu/about/
organization/etc/cyber-intelligence.cfm.

UNDERSTANDING THE STATE
OF CYBER INTELLIGENCE

E M E R G I N G  T E C H N o L o G Y
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http://www.sei.cmu.edu/about/organization/etc/cyber-intelligence.cfm?location=quaternary-nav&source=724800
http://www.sei.cmu.edu/about/organization/etc/?location=tertiary-nav&source=729124
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=40201
http://resources.sei.cmu.edu/library/asset-view.cfm?assetid=40201
http://www.sei.cmu.edu/about/organization/etc/cyber-intelligence.cfm
http://www.sei.cmu.edu/about/organization/etc/cyber-intelligence.cfm
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Jay McAllister and Melissa Ludwick

“ Successful organizations 
balanced the need to protect  
their network perimeters with 
the need to look beyond them  
for strategic insights.”

 – Jay McAllister
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ARCHITECTING SYSTEMS  
OF THE FUTURE

In June 2013, the International 
Supercomputing Conference published 
its ToP500 Supercomputer Sites, the 
most powerful commercially available 
computer systems in existence.
 
one of the most powerful computers on 
the list serves the federal government: 
Titan, a Cray XK7 system installed at 
the U.S. Department of Energy’s oak 
Ridge National Laboratory. The Titan 
supercomputer contains thousands of 
graphics processing units (GPUs) that 
support its high-level computations. 
Systems like the Titan compute three-
dimensional physics simulations, track 
network traffic data (netflow) through 
cyber domains, chart the spread 
of malware, and support logistics 
planning. 

Eric Werner, chief architect of the SEI’s 
Emerging Technology Center (ETC), is 
leading a group of SEI researchers—
including Jonathan Chu, Scott 
McMillan, and Alex Nicoll—in creating 
a software library that can exploit 
high-performance GPU computers 
such as the Titan. Their aim is to 
help developers create systems with 
more efficient computation and power 
consumption. 

High-performance computing (HPC) 
is now central to federal government 
computational and network capabilities. 
Evidence of this trend, in industry and 
government, can also be seen in the 
shift from single-core and multi-core 
(homogenous) central processing units 
(CPUs) to many-core (heterogeneous) 
systems including CPUs and GPUs.
This trend shows no sign of abating. 
The majority of computers (such as 

smartphones and other mobile devices) 
now contain heterogeneous hardware 
with multi- and many-core chips. 

Many-core systems pose a problem for 
developers, however, because software 
libraries, frameworks, and patterns 
were not developed for large-memory, 
many-core, heterogeneous computing 
environments. Complicating matters is 
the fact that software libraries for these 
many-core environments emphasize 
efficient and optimal computing over 
ease of use. As a result, these new 
hardware architectures aren’t being 
used to their potential. 

“Greater utilization of all of the 
resources in a system means faster 
computation and more efficiencies,” 
said Werner, adding that this research 
is a hallmark of the ETC, which aims 
to promote government knowledge of 
innovative technologies. 

The team is using HPC architectures to 
simulate future computer architectures 
and develop software libraries, best 
practices, and patterns. Initially, 
the team limited its focus to graph 
analytics, which are widely used in 
government, science, and commerce 
to highlight relationships obscured by 
data. 

As a reference, the team relied on the 
Graph 500, an international benchmark 
similar to the ToP500 that rates how 
fast HPC systems test, traverse, and 
navigate a graph. 
 
The team initially focused on reviewing 
patterns developed for heterogeneous 
systems as published in the computer 

science literature. The team also 
reached out to collaborators in 
government, academia, and industry. 
Before developing a library of templates, 
the team will beta-test the library with 
software engineers who will use it 
to develop graph analytical code for 
advanced computing architectures. 

The team has been collaborating with 
Indiana University’s Extreme Scale 
Computing Lab, which developed 
the Parallel Boost Graph Library. 
In particular, it is working with 
Andrew Lumsdaine, who serves with 
the Center for Research in Extreme 
Scale Technologies (CREST) and is 
considered a world leader in graph 
analytics. 

Future work will focus on other 
hardware platforms, including  
field-programmable gate arrays  
and other algorithmic domains.

For more on this topic, please visit 
http://blog.sei.cmu.edu/archives.cfm/
author/eric-werner.

E M E R G I N G  T E C H N o L o G Y

http://www.isc-events.com/isc14/
http://www.isc-events.com/isc14/
http://www.top500.org/
http://www.sei.cmu.edu/about/people/profile.cfm?id=werner_15616
http://en.wikipedia.org/wiki/Supercomputer
http://www.graph500.org/
https://www.crest.iu.edu/people/Leadership/31
https://www.crest.iu.edu/
http://blog.sei.cmu.edu/archives.cfm/author/eric-werner
http://blog.sei.cmu.edu/archives.cfm/author/eric-werner
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“  Greater utilization of all of  
the resources in a system 
means faster computation  
and more efficiencies.”

 – Eric Werner
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The SEI accelerates the impact 
of software and cybersecurity 
improvements by working to promote 
adoption of improved capabilities by 
the defense industrial base and the 
wider software and cybersecurity 
communities. The SEI does this by 
creating standards, prototypes and tools, 
technical guidance, and platforms for 
knowledge and skill acquisition.

Standards 
The SEI develops standards that 
improve the software ecosystem on 
which the Department of Defense 
(DoD) relies. For instance, the CERT 
Secure Coding Initiative has been 
leading the community development of 
secure coding standards for common 
programming languages. Many of these 
proposed practices are in use by major 
participants in the supply chain for 
DoD software-reliant systems, including 
Cisco Systems and oracle. The SEI has 
also worked to integrate several research 
technologies into the Architecture 
Analysis and Design Language standard, 
making it extensible and semantically 
well defined. Application of the standard 
promotes the virtual integration of 
system building and testing activities—
an approach that supports DoD 
objectives of achieving integrated 
warfighting capabilities and delivering 
solutions sooner to warfighters.  

Prototypes and Tools
SEI researchers develop software 
prototypes that test proposed solutions, 
like the smartphone app developed in 
collaboration with the Carnegie Mellon 
University Human-Computer Interaction 
Institute. Called the Edge Mission-
oriented Tactical App Generator 
(eMoNTAGE), this software program 
for mobile devices enables warfighters 
to mash data from multiple sources and 
view the results on a unified display—
all without writing code. SEI researchers 
have demonstrated an eMoNTAGE 

prototype at the U.S. Special operations 
Command/Naval Postgraduate School 
(NPS) Tactical Network Testbed (August 
2012) and at NPS’s Joint Interagency 
Field Exploration (JIFX) (February 2013).

Tools
The SEI systematically builds software 
tools, especially those that address acute 
cybersecurity needs. Fuzz-testers and 
debuggers developed by the SEI’s CERT 
Division, for example, can position 
military software engineers to meet 
requirements outlined in the 2013 
National Defense Authorization Act for 
software assurance testing. other SEI 
tools facilitate security analysis in large 
networks, enable analysts to rapidly 
query large sets of data traffic volumes, 
process packet data into bidirectional 
flow records, and simplify the building 
of analysis environments. 

Technical Guidance, Workforce  
Development, and Knowledge  
Sharing
The SEI shares the progress and results 
of its research through a host of media 
avenues, including 
•  technical reports, blog entries, 

webinars, and podcasts available on 
its websites 

•  articles in prestigious professional 
journals and in publications geared to 
practitioners

•  books in the SEI Series in Software 
Engineering published by Addison-
Wesley 

Those books often form the basis for 
education materials and training 
courses offered by the SEI and others. 
The SEI offers classroom and eLearning 
courses in software acquisition, network 
security, insider threat, software 
architecture, software product lines, 
software management, and other areas. 

In 2012, the SEI introduced the CERT 
STEPfwd (Simulation, Training, and 
Exercise Platform) to help cybersecurity 
practitioners and their teams continually 
build knowledge, skills, and experience. 

In addition, SEI researchers collaborated 
with educators from around the United 
States to develop the first curriculum 
for software assurance, the Master of 
Software Assurance (MSwA). The IEEE 
Computer Society and Association 
for Computing Machinery, as well as 
community leaders in curriculum 
development, formally recognized the 
MSwA Reference Curriculum as suitable 
for creating graduate programs or tracks 
in software assurance. 

TRANSITION
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Seated: David Thompson, Chief Information officer; Robert Behler, Deputy Director and Chief operating officer;  
Kevin Fall, Deputy Director and Chief Technology officer; Mary Catherine Ward, Chief Strategy officer

Standing: Matthew E. Gaston, Director, SEI Emerging Technology Center; Peter Menniti, Chief Financial officer;  
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Edward Deets, Director, Software Solutions Division

Subra Suresh 
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Mark S. Kamlet 
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BOARD OF VISITORS

The SEI Board of Visitors advises the Carnegie Mellon University president 
and provost and the SEI director on SEI plans and operations. The board 
monitors SEI activities, provides reports to the president and provost, and makes 
recommendations for improvement.
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CIo for the Department of 
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Principal Deputy Assistant 
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Chief Executive officer, 
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of object Technology Group 
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Christine Davis
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Vice President, Raytheon 
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Copyrights
Copyright 2014 Carnegie Mellon 
University

This material is based upon work 
funded and supported by the 
Department of Defense under Contract 
No. FA8721-05-C-0003 with Carnegie 
Mellon University for the operation 
of the Software Engineering Institute, 
a federally funded research and 
development center.

Any opinions, findings, and conclusions 
or recommendations expressed in this 
material are those of the author(s) and do 
not necessarily reflect the views of the 
United States Department of Defense.

References herein to any specific 
commercial product, process, or service 
by trade name, trade mark, manufacturer, 
or otherwise, do not necessarily 
constitute or imply its endorsement, 
recommendation, or favoring by Carnegie 
Mellon University or its Software 
Engineering Institute.

This material has been approved for 
public release and unlimited distribution 
except as restricted below.

Internal use:* Permission to reproduce 
this material and to prepare derivative 
works from this material for internal use 
is granted, provided the copyright and 
“No Warranty” statements are included 
with all reproductions and derivative 
works.

External use:* This material may be 
reproduced in its entirety, without 
modification, and freely distributed 
in written or electronic form without 
requesting formal permission. 
Permission is required for any other 
external and/or commercial use.  
Requests for permission should be 
directed to the Software Engineering 
Institute at permission@sei.cmu.edu.

*  These restrictions do not apply to U.S. 
government entities.
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SoFTWARE ENGINEERING INSTITUTE 
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AN “AS-IS” BASIS. CARNEGIE 
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No WARRANTIES oF ANY KIND, 
EITHER EXPRESSED oR IMPLIED, 
AS To ANY MATTER INCLUDING, 
BUT NoT LIMITED To, WARRANTY 
oF FITNESS FoR PURPoSE oR 
MERCHANTABILITY, EXCLUSIVITY, 
oR RESULTS oBTAINED FRoM USE oF 
THE MATERIAL. CARNEGIE MELLoN 
UNIVERSITY DoES NoT MAKE ANY 
WARRANTY oF ANY KIND WITH 
RESPECT To FREEDoM FRoM PATENT, 
TRADEMARK, oR CoPYRIGHT 
INFRINGEMENT.
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are trademarks of Carnegie Mellon 
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are service marks of Carnegie Mellon 
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For information and guidelines regarding 
the proper referential use of Carnegie 
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trademarks, see Trademarks and Service 
Marks at www.sei.cmu.edu/legal/marks/.
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Work with the SEI
Congress established the SEI in 1984 
because software is vital to the national 
interest. By working with the SEI, 
organizations benefit from more than 
two decades of government investment 
and participation from organizations 
worldwide in advancing the practice of 
software engineering.

The SEI creates, tests, refines, and 
disseminates a broad range of 
technologies, tools, and management 
techniques. These techniques enable 
organizations to improve the results 
of software projects, the quality and 
behavior of software systems, and  
the security and survivability of 
networked systems.

As an applied research and development 
center, the SEI brings immediate 
benefits to its research partners and 
long-term benefits to organizations 
that depend on software. The tools and 
methods developed by the SEI and its 
research partners are applied daily in 
organizations throughout the world.
   

How the SEI Works with  
Government and Industry
SEI staff members help the U.S. 
Department of Defense (DoD) and 
other government agencies solve 
software engineering and acquisition 
problems. SEI direct support is funded 
through task orders for government 
work. Engagements with the SEI are of 
particular benefit to government program 
managers, program executive officers, 
and senior acquisition executives, 
particularly those with long-range 
programs that will benefit from strategic 
improvements that the SEI fosters.

The SEI has a well-established process 
for contracting with government agencies 
and will work with an organization to 
meet its needs.  
 
The SEI works with commercial 
organizations that want to develop a 
strategic advantage by rapidly applying 
improved software engineering 
technology. 

The SEI works with organizations that 
want to combine their expertise with the 
SEI’s expertise to mature new technology 
for the benefit of the entire software 
industry. 

Customer Relations
Software Engineering Institute 
Carnegie Mellon University 
4500 Fifth Avenue 
Pittsburgh, PA 15213-2612
1-888-201-4479 or +1-412-268-5800 
info@sei.cmu.edu

SEI Employment
The SEI seeks candidates for its 
technical, business, and administrative 
staff divisions. Contact the SEI Human 
Resources department to learn about  
the benefits of working at the SEI:  
www.sei.cmu.edu/careers.

TO DETERMINE HOW TO PUT THE SEI TO WORK FOR YOUR ORGANIZATION, 
CONTACT SEI CUSTOMER RELATIONS AT INFO@SEI.CMU.EDU.



44

SEI Los Angeles, CA
2401 East El Segundo Boulevard 
El Segundo, CA 90245

SEI Washington, DC
Suite 200 
4301 Wilson Boulevard 
Arlington, VA 22203

Software Engineering Institute 
Carnegie Mellon University
4500 Fifth Avenue 
Pittsburgh, PA 15213-2612


