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Executive Summary

In its simplest form, a maturity model is a set of characteristics, attributes, indicators, or patterns
that represent progression and achievement in a particular domain or discipline. Architecturally,
maturity models typically have levels arranged in an evolutionary scale that defines measurable
transitions from one level of maturity to another. The current version of the CERT® Resilience
Management Model (CERT®-RMM v1.2) utilizes the maturity architecture (levels and
descriptions) as provided in the Capability Maturity Model Integration (CMMI) constellation
models (Development, Acquisition, and Services) to ensure consistency with CMMI, particularly
for CERT-RMM users who are already using one of the CMMI early lifecycle models. While the
CMMI maturity levels and descriptions are a good fit for CERT-RMM, in practice the spacing
between levels often causes CERT-RMM practitioners some difficulty. To address some of these
issues, the CERT Division of the Software Engineering Institute, part of Carnegie Mellon
University, did a comprehensive review of the existing specific and generic goals and practices in
CERT-RMM to determine if a better scale could be developed to help users of the model show
incremental improvement in maturity without breaking the original intent of the CMMI maturity
levels. This resulted in the development of the maturity indicator level scale, or the CERT-RMM
MIL scale.

Maturity indicator levels (MILs) are a specific representation of the capability levels currently
instantiated in CERT-RMM. They describe attributes that would be indicative of these capabilities
if the capabilities had been appraised through a formal appraisal process. In other words,
achieving the MILs does not necessarily imply capability (as measured through formal CERT-
RMM appraisal), but it does indicate capability.

While the MIL scale was originally prototyped in late 2011 as part of the planning for version 2.0
of CERT-RMM, the construct informed the development of hybrid maturity models—those that
combine the progression of practices with the ability to measure increasing capability. The first
application of the MIL scale was in the Cyber Resilience Review (CRR), a comprehensive review
process based on CERT-RMM and developed in collaboration with the Department of Homeland
Security to measure the effectiveness of resilience practices by owners and operators of critical
infrastructure. Upon successful application in the CRR, the MIL scale was adapted for use in the
Electricity Subsector Cybersecurity Capability Maturity Model (ES-C2M2) developed
collaboratively with the Department of Energy to comply with a White House initiative to
examine and characterize the cybersecurity posture of the electric grid. The extensive piloting and
use of the MIL scale in CRR and ES-C2M2 and the success of these models indicate that the MIL
scale is not only a viable but accessible maturity architecture. Building on the success of ES-
C2M2, the MIL scale is being incorporated into the Oil and Natural Gas Cybersecurity Capability
Maturity Model (ONG-C2M2) and will form the basis for the maturity architecture of CERT-
RMM v2.0.

®  CERT®is a registered mark owned by Carnegie Mellon University.
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Abstract

A maturity model is a set of characteristics, attributes, indicators, or patterns that represent
progression and achievement in a particular domain or discipline. Maturity models typically have
levels arranged in an evolutionary scale that defines measurable transitions from one level of
maturity to another. The current version of the CERT® Resilience Management Model (CERT®-
RMM v1.2) utilizes the maturity architecture (levels and descriptions) as provided in the
Capability Maturity Model Integration (CMMI) constellation models to ensure consistency with
CMMI. The spacing between maturity levels often causes CERT-RMM practitioners some
difficulty. To address some of these issues, the CERT Division of Carnegie Mellon University’s
Software Engineering Institute did a comprehensive review of the existing specific and generic
goals and practices in CERT-RMM to determine if a better scale could be developed to help users
of the model show incremental improvement in maturity without breaking the original intent of
the CMMI maturity levels. This technical note presents the results: the maturity indicator level
scale, or CERT-RMM MIL scale.
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1 A Quick Primer on Maturity Models

In its simplest form, a maturity model is a set of characteristics, attributes, indicators, or patterns!
that represent progression and achievement in a particular domain or discipline. The artifacts that
make up the model are typically agreed on by the domain or discipline, which validates them
through application and iterative recalibration.

A maturity model allows an organization or industry to have its practices, processes, and
methods evaluated against a clear set of artifacts that establish a benchmark. These artifacts
typically represent best practice and may incorporate standards or other codes of practice that are
important in a particular domain or discipline.

By having the ability to benchmark, organizations can use maturity models to determine their
current level of achievement or capability and then apply these models over time to drive
improvement. However, when used in a broader sense, maturity models can also help
organizations benchmark their performance against other organizations in their domain or sector,
and they can help an industry determine how well it is performing by examining the achievement
or capability of its member organizations.

1.1 Architectural Constructs for Maturity Models

Architecturally, maturity models typically have levels arranged in an evolutionary scale that
defines measurable transitions from one level to another. The corresponding attributes define
each level; in other words, if an organization demonstrates these attributes, it is said to have
achieved both that level and the capabilities that the level represents. Having measurable
transition states between the levels enables an organization to use the scaling to

« define its current state
« define its future, more “mature” state
« identify the attributes it must attain to reach that future state

For instance, the Smart Grid Maturity Model (SGMM) [SEI 2012] assesses the progression of
electricity utilities’ smart grid maturity by evaluating many different attributes—from the
utility’s integration of new sensors, switches, and communications technologies for grid
monitoring and control, to its extension of new control analytics across line-of-business decision
making, to its having automated decision-making capabilities in place. The CERT® Resilience
Management Model (CERT®-RMM), developed by the CERT Division of Carnegie Mellon
University’s Software Engineering Institute, bases the measurable transitions between maturity
levels on the degree to which an organization has institutionalized a set of cybersecurity and

L This technical note refers to characteristics, attributes, indicators, and patterns as attributes.

®  CERT®is a registered mark owned by Carnegie Mellon University.
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resilience practices;? as an organization develops more mature capabilities, it advances through
the levels.

For a maturity model to be effective and have impact, the measurable transitions between levels
should be based on empirical data that have been validated in practice. That is, each step in the
model should be provably more mature than the previous step. In essence, what constitutes
mature behaviors must be characterized and validated, which can be challenging, if not
impossible, to do unambiguously in many maturity models.

An effective, validated maturity model provides

o aplace to start

« the benefit of a community’s experience and knowledge

« acommon language and a shared vision

« away to define what improvement and maturity mean for an organization
« aframework for prioritizing actions

« aroadmap for increased maturity and return on investment (ROI)

1.2 Types of Maturity Models

In general, we have observed that maturity models can be categorized as one of the following
three types [Caralli 2012]:
1. progression models

2. capability models
3. hybrid models

1.2.1 Progression Models

Progression maturity models represent a simple progression or scaling of a characteristic,
indicator, attribute, or pattern in which the movement through the maturity levels indicates some
progression of attribute maturity. This category includes many proprietary models developed by
companies such as consultancies or product vendors, including the SEI’s SGMM.

Progression models typically place their focus on the evolution of the model’s core subject
matter (such as practices or technologies) rather than attributes that define maturity (such as the
ability and willingness to perform a practice, the degree to which a practice is validated, etc.). In
other words, the purpose of a progression model is to provide a simple roadmap of progression
or improvement as expressed by increasingly better versions (for example, more complete, more
advanced) of an attribute as the scale progresses. For example, a simple maturity progression for
counting might be

pencil and paper = abacus - calculator = computer

To put this in the context of actual security practices, a simple maturity progression for
authentication might be

2 Institutionalization refers to the degree to which something has become part of the culture, or “the way things
are done” by the organization. Institutionalization depends on a number of factors such as documentation of
the practice, assignments of roles and responsibilities, and the acquisition of appropriate skill sets.
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simple passwords - strong passwords - 60-day change intervals = two-factor authentication
- three-factor authentication

In addition, in progression models, the maturity levels are often labeled relative to a state or step
in the progression. In the counting example, level one might be expressed as primitive, and level
three might be expressed as tool enabled.

Progression models are often described as being cast in the mold of a capability maturity model,
but progression models do not typically measure capability or process maturity. In fact, an
organization could demonstrate performance of more mature practices in a progression model,
but it might be performing these practices in an ad hoc manner and be unable to obtain consistent
results or retain these practices under stress. Therefore, achievement of more mature practices in
a progression model would not indicate capability maturity.

1.2.2 Capability Maturity Models

In a capability maturity model (CMM), the dimension that is being measured is a representation
of organizational capability around a set of characteristics, indicators, attributes, or patterns,
often expressed as processes.® This is important because a CMM measures more than the ability
to perform a task: a CMM also focuses on broader organizational capabilities that reflect the
maturity of the culture and the degree to which the capabilities are embedded (or
institutionalized) in the culture. Thus, the levels in a CMM describe states of organizational
maturity relative to process maturity such as

ad hoc 2 managed - defined - quantitatively managed - optimized

Because of the generic nature of process maturity scaling, the basic maturity carriage of the
CMMI framework can be applied to other domains, such as service management and operational
resilience. As a result, operations-focused* models such as CMMI for Services and CERT-RMM
have emerged to take advantage of this time-proven means for improving performance.

1.2.3 Hybrid Models

Hybrid maturity models merge two abilities: the ability to measure maturity attributes and the
ability to measure evolution or progression in progressive models. This type of model reflects
transitions between levels that are similar to capability model levels (i.e., that describe capability
maturity) but also account for the evolution of attributes in a progression model. Hybrid models
are very useful for focusing on specific subject matter domains as well as assessing how well
standards and best practices have been included in the organization’s capabilities. By adding a
means to measure capability, hybrid models become relatively easy to use and understand, have
great value, and can be used as roadmaps to improved maturity. In other words, hybrid models
provide the rigor of capability maturity models while embracing the ease of use and
comprehensibility of progression models.

8 Indeed, CMMs are often referred to as process models.
4 CMMII for Development and CMMI for Acquisition focus on early lifecycle development and acquisition

activities, and operations-focused capability maturity models focus on processes that are by nature continuous
(i.e., they are performed continuously and may overlap).
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One example of a hybrid model is the Electricity Subsector Cybersecurity Capability Maturity
Model (ES-C2M2) [DOE 2012], which was developed by applying the capability maturity
concepts in CERT-RMM to existing codes of practice in the energy sector. ES-C2M2 also
incorporates an enhanced maturity scaling, which is the subject of this technical note.

1.3 Essential Components of a Maturity Model

Despite the differences between types of maturity models, most of them conform to some
structural basics. This structure is important because it provides a linkage between objectives,
assessments, and best practices, and it facilitates relationships between current capabilities and
improvement roadmaps by linking them to business goals, standards, and other criteria.

1.3.1 Levels

As previously discussed, levels represent the transitional states in a maturity model. Depending
on the architecture, a model’s levels may describe a progressive step or plateau, or they may
represent an expression of capability or other attribute that can be measured by the model. Levels
are important because they represent the measurement aspect of a maturity model, and if the
scaling is inaccurate or incomplete, the model itself may not be able to be validated or will
produce poor or inconsistent results. For this reason, the term maturity model must be used with
caution and applied only to models that actually adhere to the characteristics of maturity models,
especially CMMs, which have much more rigorous and empirically valid leveling.

1.3.2 Model Domains

Model domains essentially define the scope of a maturity model. Domains are a means for
grouping like attributes into an area of importance for the subject matter and intent of the model.
In capability maturity models, the domains are often (but not necessarily) referred to as process
areas because they are a collection of processes that make up a larger process or discipline (such
as software engineering). Depending on the model, users may be able to focus on improving a
single domain or a group of domains. Some models, such as the CMMI framework, might
contain a representation that requires a prescribed progression through the domains to achieve
the intended result.®

1.3.3 Attributes

Attributes represent the core content of the model and are grouped by domain and level. In other
words, attributes are defined at the intersection of a domain and a maturity level. They are
typically based on observed practice, standards, or other expert knowledge and can be expressed
as characteristics, indicators, practices, or processes. In capability maturity models, attributes
typically also express qualities of organizational maturity (such as planning and measuring) that
are important for supporting process improvement regardless of the process being modeled.

5 The CMMI framework contains continuous and staged model representations. Continuous representations
address an individual process area and its measurement of capability. Staged representations prescribe a
path through the process areas, group process areas together, and can express organizational maturity as
capability improves across the group.
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1.3.4 Appraisal and Scoring Methods

Appraisal and scoring methods, based on the model, facilitate assessment. They can be formal or
informal, expert-led or self-applied. Scoring methods are algorithms devised by the community
to ensure consistency of appraisals and a common standard for measurement. Scoring methods
can include weighting (so that important attributes are valued over less important ones) or can
value different types of data collection in different ways (such as providing higher marks for
documented evidence than for interview-based data).

1.3.5 Improvement Roadmaps

In addition to being used for benchmarking, maturity models can be used to guide improvement
efforts. Many of these models have prescribed methods for identifying an improvement scope,
diagnosing current state, planning and implementing improvement activities, and verifying that
improvement has occurred. These methods define a classic plan-do-check-act (PDCA) cycle that
incorporates a maturity model as the basis for the improvement, so maturity models are often
referred to in a larger construct called model-based process improvement. The IDEALSM model
is a reference model for using the CMMI framework in a PDCA cycle® and can be used to guide
any model-based process improvement effort.

SM  IDEAL is a service mark of Carnegie Mellon University.

6 For more information on the IDEAL model, go to

http://resources.sei.cmu.edu/library/asset-view.cfm?asset|D=12449.
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2 Introducing the Maturity Indicator Level (MIL) Concept

2.1 Introduction

The current version of CERT-RMM (v1.2) utilizes the maturity architecture (levels and

descriptions) as provided in the CMMI constellation models (Development, Acquisition, and

Services) to ensure consistency with CMMI, particularly for CERT-RMM users who are already

using one of the CMM I early lifecycle models. There were many drivers for this decision:

« CERT-RMM could take advantage of a proven maturity scaling whose large installed user
base had extensively piloted and refined its use.

« By staying consistent with CMMI models, existing CMMI users would be able to more
quickly adopt CERT-RMM for their operational needs.

e CMMI users could combine CMMI early lifecycle models with CERT-RMM to form a
comprehensive process improvement approach across all phases of the lifecycle, rather than
ending the improvement activities as assets were implemented.

« Maturity levels in CMMI address the degree to which good practices are retained in times of
stress. The ability to retain good practices under stress is a major driver for practitioners in
the security and resilience fields because disruption is often characterized by uncertainty
regarding the viability of essential functions.

2.1.1 Drivers for Developing a New Maturity Scale

While the CMMI maturity levels and descriptions are a good fit for CERT-RMM, in practice the
spacing between levels often causes CERT-RMM practitioners some difficulty. This is mostly
because the ability to move from one level to another is a tremendous commitment that often
does not reflect incremental improvements that are being achieved by the practitioners.

Through classroom experience and in coaching users of CERT-RMM, we have observed some
confusion over the fact that many capabilities that lead to maturity are embedded in specific
practices rather than generic practices, even though they appear to be a primary stepping stone
that traverses many of the process areas in the model. An example of this problem is in found in
the planning activity that is observed in many CERT-RMM process areas. Planning as an
activity is usually considered to be a basic function (hence it is included in CMMI models as a
specific goal or practice), yet it can be an indication that an organization is making an attempt to
improve a process by at least developing requirements in advance of having to implement the
process during a disruption. Thus, in CERT-RMM, the planning activity appears to imply a
higher level of maturity that is not specifically called out in the current CMMI or CERT-RMM
maturity scaling.

Another observation is that the existing managed level includes many functions that
organizations typically do not do together or take on simultaneously in an improvement process.
In the current managed level, the organization is asked to make a commitment to no less than

« governing the process
« planning the process
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« resourcing the process

« training the process participants

« managing work products

« including stakeholders in the process

« monitoring and controlling the process

e measuring the process

« including high-level managers in the process

Achieving each of these activities separately appears to help organizations move in an
incrementally positive direction toward higher process maturity, yet they get no credit for
improvement unless they have performed all of these activities as a group. This impedes model
adoption because organizations are not likely to take on improvement efforts if they must make
large resource commitments for what appears to be only a one-level improvement.

Finally, we also observed that models derived from CERT-RMM for specific purposes were not
easily able to implement the current maturity scale. Specifically, this problem occurs because
some users of CERT-RMM attempt to apply maturity scaling to each specific practice in a
process area, rather than to the collection of specific practices as a group. In other words, users
might want to measure the maturity of their inventory assets process (ADM:SG1.SP1) rather
than all of the specific goals and practices in Asset Management (ADM).

To address some of these issues, we did a comprehensive review of the existing specific and
generic goals and practices in CERT-RMM to determine if a better scale could be developed to
help users of the model show incremental improvement in maturity without breaking the original
intent of the CMMI maturity levels. This resulted in the development of the maturity indicator
level scale, or the CERT-RMM MIL scale.

In Appendix A and Appendix B, we demonstrate how this new scaling has been applied to
widely used models derived from CERT-RMM.
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3 Defining the Maturity Indicator Levels

3.1 Introduction

Maturity indicator levels are a specific representation of the capability levels currently
instantiated in CERT-RMM. They describe attributes that would be indicative of these
capabilities if the capabilities had been appraised through a formal appraisal process. In other
words, achieving the MILs does not necessarily imply capability (as measured through formal
CERT-RMM appraisal), but it does indicate capability. Therefore, the MIL scale is highly useful
when focusing on improvement as opposed to assigning a capability level.”

As a refresher, the current capability levels in CERT-RMM are
o Capability Level 0: Incomplete

o Capability Level 1: Performed
o Capability Level 2: Managed
« Capability Level 3: Defined

In the MIL scale, the maturity indicator levels are:
e MILO Incomplete

o MIL1 Performed
o MIL2 Planned

e MIL3 Managed

o MIL4 Measured
o MILS5 Defined

o MIL6 Shared

For comparison purposes, the MIL scale can be mapped to the existing capability levels in
CERT-RMM. This could be useful for organizations that have already begun using CERT-RMM
but want to adopt the MIL scale in future applications.

Table 1: Mapping of CERT-RMM Capability Levels to the MIL Scale

CERT-RMM Capability Level MIL

Level O: Incomplete MILO: Incomplete
Level 1: Performed MIL1: Performed
Level 2: Managed MIL2: Planned?®

MIL3: Managed
MIL4: Measured®

Level 3: Defined MIL5: Defined
MIL6: Shared*®

7 The MIL scale was originally developed as a new feature of CERT-RMM version 2.0, which is currently in the
planning stage.

8 MIL2 Planned is newly added to the original CMMI-based capability levels.

° MIL4 Measured is newly added to the original CMMI-based capability levels.
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The following sections define each CERT-RMM MIL and propose a set of questions that can be
used to test for indicators of maturity at each level, as applied to specific practices in the model.

3.1.1 MILO Incomplete

MILO Incomplete indicates that a specific practice in a CERT-RMM process area*! is not being
performed. If MILO is assigned, no further assessment of maturity indicator is performed because
incomplete processes are not institutionalized.

3.1.1 MIL1 Performed

MIL1 Performed indicates that a specific practice in a CERT-RMM process area is being
performed. MIL1 means that there is sufficient and substantial support for the existence of the
practice. Once MILL is attained, questions related to higher MILs can be asked to determine if
the practice is institutionalized to higher degrees of maturity.

3.1.1 MIL2 Planned

MIL2 Planned indicates that a specific practice in a CERT-RMM process area is not only
performed but is supported by sufficient planning, stakeholders, and relevant standards and
guidelines. A planned process or practice is

« established by the organization

o planned

« supported by stakeholders

« supported by relevant standards and guidelines

3.1.1 MIL3 Managed

MIL3 Managed indicates that a specific practice in a CERT-RMM process area is performed, is
planned, and has the basic infrastructure in place to support the process. A managed process or
practice

« isgoverned by the organization

« is appropriately staffed and funded
« isassigned to staff who are responsible and accountable for the performance of the practice
« is performed by staff who are adequately trained to perform the practice

10 MIL6 is an experimental MIL that does not map to any existing CERT-RMM capability level. It is intended to
address maturity of a practice that traverses various constituencies in a community for the overall
improvement of the community. For example, sharing an incident management process across many different
energy companies that share different operating territories could improve the overall resilience of the power
supply during a disruption, particularly if the process is consistent and repeatable regardless of which
organization performs it.

11 “Specific practice in a CERT-RMM process area” refers to a core practice in the CERT-RMM model. For
example, in the Asset Definition and Management process area, Inventory Assets would be considered a core
or specific practice. To apply the MIL scale to another model, it can be useful to substitute “CERT-RMM
process area” with a domain or category and “specific practice” with a practice, technology, or attribute. At
MILO for example, the practice, technology, or attribute would be non-existent or not observed, indicating that
the practice is not performed or the technology has not been implemented.
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« produces work products that are expected from performance of the practice and are placed
under appropriate levels of configuration control

« is managed for risk
3.1.1 MiIL4 Measured

MIL4 Measured indicates that a specific practice in a CERT-RMM process area is performed,
planned, managed, monitored, and controlled. A measured process or practice is

« periodically evaluated for effectiveness

« monitored and controlled

« objectively evaluated against its practice description and plan
« periodically reviewed with higher level management

3.1.1 MIL5 Defined

MILS5 Defined indicates that a specific practice in a CERT-RMM process area is performed,
planned, managed, monitored, controlled, and consistent across all internal*? constituencies who
have a vested interest in the performance of the practice. A defined process or practice ensures
that the organization reaps the benefits of its consistent performance across organizational units
and that all organizational units can benefit from improvements realized in any organizational
unit. At MIL5, a process or practice
« is defined by the organization and tailored by individual operating units within the
organization for their use

« issupported by improvement information that is collected by and shared among operating
units for the overall benefit of the organization

3.1.1 MIL6 Shared

MIL6 Shared indicates that a specific practice in a CERT-RMM process area is performed,
planned, managed, monitored, controlled, and consistent across all internal and external®
constituencies who have a vested interest in the performance of the practice. A shared process or
practice ensures that the community reaps the benefits of consistent performance of the practice
across many organizations bound by the community (for example, because they collectively
provide a shared service such as power generation in a geographical region) and that all of the
community’s organizations can benefit from improvements realized in any community
organization. At MIL6, a process or practice is

defined by the community and tailored by that community’s organizations for their use

« supported by improvement information that is collected by and shared among organizations
for the overall benefit of the community

2 In this case, “internal” refers to constituencies over which the organization has direct managerial control.

13 In this case, “external” refers to constituencies over which the organization does not have direct managerial

control.
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4 Applying the MIL Scale

The CERT-RMM MIL scale can be used for any assessment-based instrument derived from
CERT-RMM. It can also be applied to any other assessment instrument where an indicator of
process maturity and institutionalization is helpful in describing the degree to which the process
or practice is retained under times of stress and whose outcomes must be consistent, repeatable,
and of high quality.

When applying the MIL scale for CERT-RMM, it is most appropriate to focus at the specific
practice level, such as “ADM:SG1.SP1 Inventory Assets.”** For example, to determine if the
specific practice “ADM:SG1.SP1 Inventory Assets” is being performed, the descriptions of each
of the MILs would be applied to determine the indicated level of maturity of the practice. In
addition, as in all models built on the CMMI architecture, the MIL scale is cumulative; thus, if
you are testing a practice for a particular MIL, the practice needs to have already achieved the
previous MILs.

4.1 Determining the Appropriate Maturity Indicator Level

In the most informal way, determining the appropriate MIL is a function of determining if the
basic intent of the level is observable and verifiable in the model characteristic (practice,
attribute, technology, etc.) being inspected. To aid in applying the scale, the following questions
can be used to make a determination about the appropriate level of performance. Remember,
MILs are cumulative, so for MILs 1 and above, the previous MILs need to have been achieved.

MIL1
« Is there evidence that the practice is being performed?

« Are the basic expected outputs of the practice observable and available for inspection?

MIL2

o Has MIL1 been achieved?

o Is the practice documented and communicable to all who need to know?

« s the practice performed according to a documented plan?

« Are the stakeholders of the practice known, and are they aware of the practice and their role
in it?

« Have the standards and guidelines that support the practice been identified and
implemented?

MIL3
« Have MIL1 and MIL2 been achieved?

« s the practice supported by policy, and is there appropriate oversight over the performance
of the practice?

14 Refer to CERT® Resilience Management Model [Caralli 2011, pg. 49] for an explanation of the nomenclature
for specific practices in CERT-RMM.
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Avre the staff and funds that are necessary to perform the practice as intended available?

Have staff been assigned to perform the practice, and are they responsible and accountable
for its performance?

Avre the staff who perform the practice adequately skilled and trained to perform it?

Does the practice produce artifacts and work products that are expected from it performance,
and if so, are the configurations of these artifacts and work products managed?

Ave risks related to the performance of the practice identified, analyzed, disposed of,
monitored, and controlled?

MIL4

Have MIL1, MIL2, and MIL3 been achieved?

Is the practice periodically reviewed to ensure that it is effective and producing intended
results?

Are appropriate implementation and performance measures identified, applied, and
analyzed?

Is the practice periodically evaluated to ensure that it adheres to the practice description and
the plan for the practice?

Is higher level management aware of any issues related to the performance of the practice?

MILS

Have MIL1, MIL2, MIL3, and MIL4 been achieved?

Is there an organization-sponsored definition of the practice from which operating units can
derive practices that fit their unique operating circumstances?

Are practice improvements documented and shared across internal constituencies so that the
organization as a whole reaps benefits from these improvements?

MIL6

Have MIL1, MIL2, MIL3, MIL4, and MIL5 been achieved?

Is there a community-sponsored definition of the practice from which organizations can
derive practices that fit their unique operating circumstances while still achieving the shared
goals of the community?

Avre practice improvements documented and shared across organizations so that the
community as a whole benefits from these improvements?
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Appendix A Application of the MIL Scale in the Cyber
Resilience Review (CRR)

Background

The Cyber Resilience Review (CRR) is a lightweight assessment method derived from the
CERT-RMM version 1.1. It was created in collaboration with the Department of Homeland
Security for the purpose of evaluating the cybersecurity and service continuity practices of
critical infrastructure owners and operators. The CRR questionnaire, containing 269 questions, is
delivered in a six-hour facilitated workshop setting. Answers are elicited from cybersecurity,
operations, physical security, and business continuity personnel within critical infrastructure
organizations. The CRR has been used to examine more than 200 organizations within 12 of the
16 critical infrastructure sectors.'®

CRR Architecture

The CRR comprises 42 goals and 139 specific practices extracted from the CERT-RMM and
organized in 10 domains:
Asset Management

Controls Management

Configuration and Change Management
Vulnerability Management

Incident Management

Service Continuity Management

Risk Management

External Dependencies Management

© 0 N o ok~ wDdh-

Training and Awareness

'_\
©

Situational Awareness

Similar to CERT-RMM process areas, each domain in the CRR includes
« apurpose statement that explains the scope and intent of the domain

« specific goals that describe the unique capabilities that characterize the domain

« specific practices that support the achievement of the domain’s goals and align with the
domain’s purpose statement

« common goals that define each of the MILs
« common practices that represent institutionalizing features as defined in CERT-RMM

Figure 1 depicts these architectural constructs.

15 As defined in Presidential Policy Directive 21 (PPD-21, see http://www.dhs.gov/critical-infrastructure-sectors).
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| Domain |

—| Purpose Statement | Intent and overview
— Specific Goals |
': Practices at MIL 0 I One or more progressions of
Practicesat MIL 1 I practices that are unique to the
domain

— Common Goals |

PracticesatMIL2 |

Progression of practices that
Practices at MIL 3 ] describe institutionalization
activities— same in each domain

Practicesat MIL 4
Practices at MIL 5

INNNE

Figure 1: CRR Domain Architecture
Applying the MIL Scale in the CRR

Unlike ES-C2M2, which deploys a hybrid architecture to measure domain progress and
capability maturity, the CRR more closely aligns with the capability maturity architecture of
CERT-RMM. In this architecture, a core set of goals and practices—referred to as specific goals
and practices in CERT-RMM—defines the basic knowledge and skills that must be
demonstrated in the domain. The capability maturity dimension is represented by a generic set of
goals and practices that indicate increasing levels of capability for performing the core set of
goals and practices. Thus, in the CRR, the maturity dimension is singularly measured by the MIL
scale.

The CRR applies the MIL scale as it is defined in CERT-RMM version 2.0: six levels, from
MILO (Incomplete) to MIL5 (Defined).'® To determine the degree to which the core set of goals
and practices are being institutionalized, the CRR asks a common set of 13 MIL questions for
each of the 10 CRR domains. Table 2 shows how the MIL scale is applied to the CRR.

16 |t was determined that the length and pace of the CRR did not permit an adequate evaluation of practices at

MIL6 (Shared).
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Table 2: MiLs in the CRR

Level Name Description/Attributes

MILO Incomplete . Practices in a domain are not being fully performed.
MIL1 Performed . Practices in a domain are being performed.

MIL2 Planned . Domain activities are documented in a plan.

. Stakeholders are involved and aware of their roles.
. Standards or guidelines are used to guide practice implementation.

MIL3 Managed . Management oversees performance of domain activities.
. Qualified staff have been assigned to perform domain activities.
. Adequate funding is provided to perform domain activities.
. Risks related to performance of domain activities is identified and managed.
MIL4 Measured . Domain activities are periodically reviewed and measured for effectiveness.
o Domain activities are periodically reviewed to ensure they are adhering to the plan.
o Higher level management is aware of issues related to the performance of domain

activities.
MIL5 Defined . A standard definition of domain activities has been adopted from which operating
units can derive practices that fit their unique operating circumstances.
. Improvements to domain activities are documented and shared across the

organization.

Measuring Performance in the CRR

The CRR measures performance of an organization at the practice, goal, domain, and MIL
levels. Scores are calculated for each of individual model elements and in aggregated totals. The
scoring rubric establishes the following:

« Practices can be observed in one of three states: performed, incomplete, and not performed.
« Adomain goal is achieved only if all of the practices related to the goal are achieved.
« A domain is fully achieved only if all the goals in the domain are achieved.

As in CERT-RMM, if the above conditions are met, the organization is said to be achieving the
domain in a performed state: the practices that define the domain are observable, but no
determination can be made about the degree to which these practices are

«  repeatable under varying conditions

o consistently applied

« able to produce predictable and acceptable outcomes
o  retained during times of stress

These conditions are tested for by applying a common set of 13 MIL questions to the domain,
but only after MIL1 is achieved. Consistent with the architecture of the MIL scale, MILs are
cumulative; to achieve a MIL in a specific domain, an organization must perform all of the
practices in that level and in the preceding MILs. For example, an organization must perform all
of the domain practices in MIL1 and MIL2 to achieve MIL2 in the domain.

CRR participants receive a comprehensive report containing results for each question in all
domains. The report also provides graphical summaries of the organization’s performance at the
goal and domain levels, depicted in a heat-map matrix (Figure 2). The colors indicate
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achievement (green), partial achievement (yellow), and failure to achieve (red). This detailed
representation allows organizations to target improvement at a fine-grained level.

MiL-1
[Tm— h sl elole]s]
1 |

2 Controls Management

3 Configuration and Change Management

4 Vulnerahility Management

5 Incident Management

6 Senvice Continuity Management

7 Risk Management

8 External Dependencies Management

9 Training and Avreness

10 Situational Awareness

Figure 2: Example of CRR Heat Map

CRR reports also summarize MIL performance by domain (Figure 3).

Maturity Indicator Level by Domain

Asset Management

Controls Management

Configuration and Change Management
Vulnerability Management

Incident Management

Service Continuity Management

Risk Management

External Dependencies Management
Training and Awareness

Situational Awareness

0 1 2 3 4 5
Maturity Indicator Level

Figure 3: Example of MIL Graph
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Appendix B Application of the MIL Scale in the Electricity
Subsector Cybersecurity Capability Maturity
Model (ES-C2M2)

Background

In response to a 20117 White House initiative to examine and characterize the cybersecurity
posture of the electric grid, the Department of Energy commissioned the development of the
Electricity Subsector Cybersecurity Capability Maturity Model (ES-C2M2) [DOE 2012].
Through collaboration among electricity utility owners and operators, private-sector subject
matter experts, national laboratories, academia, and federal agencies, the model has become a
useful and practical way to benchmark cybersecurity activities and the degree to which these
activities are institutionalized. Higher degrees of institutionalization can result in improved
ability to manage, direct, and control the protection and sustainability of key organizational
assets under stress.

To meet the White House’s requirements, the project team decided to develop a maturity model.
Much of the background on maturity models presented early in this document was provided to
the project team to help it decide on a model architecture that would not only convey best
practices from a maturity perspective but also be simple to implement and use over time.
However, the team had a strong desire to be able to measure capability maturity without the
more rigorous requirements of CERT-RMM, from which some of the basic structure of ES-
C2M2 is derived. In response, CERT personnel developed a hybrid maturity model architecture
to meet these requirements. Further, to provide the ES-C2M2 model with a useful approximation
of the capability maturity dimension from CERT-RMM, the project team adapted the MIL scale
developed by for CERT-RMM v2.0.18

Integrating the MIL scale into the ES-C2M2 provides an important benefit to utilities. While the
community identified the key practices that are most important to protecting the nation’s
electricity infrastructure, the MIL scale allows users to measure the degree to which these
practices are institutionalized within an organization, revealing potential weaknesses. As a
hybrid model, ES-C2M2 allows users to measure both the degree to which advanced practices
and technologies are deployed and the degree to which these advancements are ingrained in the
way an organization operates. This is important because disruptive and stressful conditions often
occur without warning, and organizations must be able to respond in a consistent and repeatable
way with predictable outcomes.

Model Architecture

ES-C2M2 includes 10 domains, which represent logical groupings of practices that model
participants identified as important for utilities to perform. For ease of application, these domains

17 See http://www.whitehouse.gov/blog/2012/01/09/protecting-nation-s-electric-grid-cyber-
threats?utm_source=related.

18 CERT-RMM v2.0 is currently in development. The MIL scale was developed in late 2011 in anticipation of the
development of CERT-RMM v2.0.
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have been given simple identifiers such as “Risk” or “Dependencies.” Figure 4 illustrates the full
range of domains. More information on the domains can be found in the ES-C2M2 model.

SITUATION
SHARING
RESPONSE
DEPENDENCIES
WORKFORCE

Figure 4: Domains of the ES-C2M2

Each domain has been developed to have a common architecture (Figure 5), which includes

a purpose statement that summarizes the domain

introductory notes that provide context and examples of how the domain might be applied
within a utility

one or more specific objectives (depending on the domain) that connect individual practices
to the domain’s purpose statement

specific practices that are categorized under specific objectives. These practices are unique
to the domain, although some practices rely on specific practices from other domains. For
example, in the Risk Management domain, a specific practice is to “Create and use a risk
register for identified risks.” In the Threat and Vulnerability Management domain, the risk
register is connected to analyzing and remediating identified threats and vulnerabilities.

a common objective that consists of institutionalizing practices across each domain. These
institutionalizing practices represent the capability maturity dimension that was transitioned
from CERT-RMM to create the hybrid model.
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Figure 5: ES-C2M2 Domain Architecture

Application of the CERT-RMM MIL Scale

In ES-C2M2, the CERT-RMM MIL scale is applied as four MILs: MILO through MIL3. The
practices in each domain are arranged in each of these four levels. The name of each MIL
describes the level of capability that is attained by achieving both the domain practices and the
practices that represent institutionalization of the domain practices. In other words, at each MIL,
an organization is demonstrating two important attributes:

1. accomplishment of practices that represent maturity in the domain

2. accomplishment of practices that represent improving capability to apply these domain
practices in a consistent and repeatable way, retain these practices under times of stress, and
obtain consistent outcomes from the application of these practices

As organizations advance through the MILs, they demonstrate more mature and advanced
domain knowledge and skill as well as improved capabilities to retain and apply this knowledge.

As in most maturity models, advancement up the MILs is a cumulative process (requiring that
practices in previous MILs are achieved and maintained), and an organization can have a
different MIL in each domain. For example, an organization may attain MIL2 in the Risk domain
but MIL3 in the Threat domain. This may be acceptable given the organization’s unique
operating circumstances.

Table 3 provides descriptions of each ES-C2M2 MIL as well as a comparison to the CERT-
RMM MIL scale.
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Table 3: MILs in the ES-C2M2

Level Level Name Relationship to Original Description
MIL Scale Level

MILO Not Performed?® Incomplete . Practices are not performed.

MIL1 Initiated2° Essentially defined by the . Initial practices are performed, but may be ad hoc.
“Performed” level

MIL2 Performed?! Essentially defined by the . Practices are documented.
“Planned” level . Stakeholders are involved.
o Adequate resources are provided for the practices.
. Standards or guidelines are used to guide practice
implementation.
o Practices are more complete or advanced than at

MIL1.
MIL3 Managedzz Consistent with the . Domain activities are guided by policy (or other
“Managed” level, but with directives).
fewer requirements o Activities are periodically reviewed for

conformance to policy.

. Responsibility and authority for practices are
clearly assigned to personnel with adequate skills
and knowledge.

. Practices are more complete or advanced than at
MiIL2.

Ultimately, in the ES-C2M2, the application of the CERT-RMM MIL scale enables the
development and deployment of a hybrid maturity model that provides a way to measure both
domain knowledge and skill as well as capability. This innovation provides the benefits of
traditional capability maturity models in a more agile and easily implementable process.

1 The original MIL scale describes this level as Incomplete.

2 The original MIL scale describes this level as Performed. A practice that is performed may be done in an
inefficient or ineffective way (ad hoc) and still produce the intended result. However, the practice may not be
reliable under stressful conditions, may not be repeatable or consistent over time, and may require human
intervention to be effective.

2L The original MIL scale describes this level as Planned.

22 This level is a scaled-down version of the Managed level as defined in the original MIL scale.
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