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Abstract

This report provides an overview of ingtructional systems design and itsimplications for ana
lyzing curriculain the fields of information management and networked systems longevity.
M easurable benchmarks for assessment of training and educational resources are offered in
order to fully illustrate how to perform instructional gap analysis. This report also addresses
issues of instructional approaches and metrics, performance objectives, educational meas-
urement, and mission vs. learning objectives, and includes a selected listing of related
coursework in the appendices.
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1 Purpose and Scope of the Study

The purpose of this study is to provide the National Guard Bureau with insight into the quan-
tity and characteristics of its training inventory in courses for three domains: software system
acquisition, information technology, and network system security and survivability. The
scope of the study has expanded dightly, because the quantity of information sourcesis much
larger for courses in the target domains NSS (Networked Systems Survivability) and IM (In-
formation Management). Therefore, volume two includes courses used by the National De-
fense University (NDU), Defense Acquisition University (DAU), Carnegie Mellon Univer-
sity, and a commercial course vendor, al of whom provide courses accessible for use by the
National Guard Bureau (NGB).

1.1 Information Sources

Thefollowing is abrief description of the composition and background information related to
the sources of course information provided here:

e National Defense University. NDU Is composed of four colleges: Armed Forces Staff
College (AFSC), the Industrial College of the Armed Forces (ICAF), the Information
Resources Management College (IRMC), and the National War College. AFSC and ICAF
are both senoir colleges. NDU also houses the Institute for National Strategic Studies and
the Center for Hemispheric Defense Studies.

o Defense Acquisition University. DAU was established by Congressin 1990 to
consolidate and integrate education and training for more than 110,000 people in the
Defense Acquisition Workforce. Consortium member schools provide more than 85
acquisition courses to entry, intermediate, and senior level civilian and uniformed
personndl to alow them to attain certification in one or more of the 11 defense
acquisition career fields. Courses are developed and delivered by 12 DoD educational
institutions and by contractorsto DAU.

e Carnegie Melon University. One of the premier technical universities worldwide,
Carnegie Mdllon was among the original ARPAnet (Internet) sitesin the nation, having
approximately 6000 Internet address nodes in 1985. Carnegie Mellon was also
instrumental in the development of cross-platform network-based computing, and
founder of the original CERT/CC®" concept housed within the Software Engineering
Institute (SEI). Carnegie Mellon offers courses on information management and
network security through its Heinz School, and the SEI that provide students access to
some of the longest-running real-world experience in system configuration and in
network systems security.

! CERT/CC isregistered in the U.S. Patent & Trademark Office.
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e Gartner Group (commercial vendor). Gartner Group was selected because of its many
offerings provided for distance education usage in the target domains. Gartner Group isa
leading authority on information technology (IT), having expertisein IT research,
decision support, analysis, measurement, consulting and training. Gartner Group
advertizes that they have 33,000 individual clients, representing over 9,000 located in 49
countries.
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2 Context Review

2.1 “How-To-Do” and “What-To-Do”

The attributes “ how-to-do” and “what-to-do” are used in this study to describe the character
of coursesin two domains: information management (IM), and network system security and
survivability (NSS). These attributes were assigned as high-level indicators to assess the suit-
ability of a course for usein distance education. In Volume 1 of this report, however, thisidea
was identified as being somewhat misleading, in that a distance-educationa approach does
not constrain the form of design or implementation used in a course. In fact, virtually any
course content that could otherwise be televised can be used for distance education. The
question of how-to-do and what-do-do therefore, becomes one that should identify which of
these generd modes of delivery is appropriate to the varying needs of varying audience types,
and varying mission objectives. The definitions of the terms how-to-do and what-to-do where
therefore refined and redefined, since either a how-to-do or a what-to-do course may be dis-
seminated using distance-education technology. It so happens that distance education and the
growth of the influence of digita technology has caused a re-evaluation of instructional ap-
proaches, and for the purposes of this report, how-to-do and what-to-do are used as a means
of distinguishing course intentions and designs. With clarification as to the application of
courses to specified needs, reviewers of this study will have away to assess how courses may
fit their needs for distance education and other purposes as well. Even with elaborations on
the definitions of these educational styles, it is probably simplest to characterize how-to-do
and what-to-do in the following general way:

e How-to-do courses can be thought of as being primarily performance enhancing.

¢ What-to-do can be thought of as enrichment.

This distinction is given more definition later in this volume. There is no judgment implied as
to the value of either approach, and clearly some use of both approachesis useful as deter-
mined by the contexts for which the educational experienceis created.

2.1.1 Effective Instruction and Effective Design

How-to-do and what-to-do are reasonabl e phrases with which to characterize courses be-
cause, as labels, they summarize two extremes of instructiona approach fromthe learner’s
per spective—one approach (what-to-do) is primarily passive in nature and the other active.
At one extreme, what-to-do courses provide information that may be actively employed after
instruction. At the other extreme, how-to-do courses provide information that provides activ-
ity within the course offering, and is fully intended for application after instruction. The how-
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to-do label also aludesto at least one undeniable finding from more than forty years of edu-
cational research—people learn most effectively by doing.

2.1.1.1 Some Elements of Effective Design

How-to-do and what-to-do also highlight the essential difference among courses—the quality
of course design. Because both “what” and “how” are necessary components in creating ef-
fective instruction, the integration of “what” and “how” is at the heart of effective instruc-
tional techniques. What isinstructional effectiveness? For the purposes of this report, instruc-
tional effectivenessis defined as the degree to which aplanned, educationa experienceis
remembered and usable in ajob role.

2.1.1.2 Examples of Enabling Education Principles

Two halmark instructional characteristics best characterize how-to-do instruction; first is the
learning by doing principle, and second is the situated learning approach to instruction. Al-
though these are only two among many factors that affect instructional outcomes, they are
nonetheless critical factorsin that their effects on instructional effectiveness have been well
documented and widely accepted by educational development speciaists.

The learning-by-doing principle is central to modern instructional approaches, where skills
transfer is essential. This principle isthe source of such catchy educational thumb rules such
as the often-cited aphorism.

People generally remember...

e 20 percent of what they hear

e 30 percent of what they see

e 50 percent of what they hear and see

e 85 percent of what they hear, see, and do

2.2 Instructional Strategies and Learning

Although the percentages given in the aphorism are general, they do speak to the verifiable
precept that to increase the passivity of an instructional experienceisto reduce the likelihood
that information will be remembered and hence, used. On the other hand, increasing activity
in an experience increases the probability of remembering and potentially applying skills and
knowledge.

Stuated instructional approaches have been applied for years in order to incorporate the as-
pects of real-world environments into instruction. The underlying notion behind this ap-
proach is that “the best preparation for an event is the event itself.” Situated |earning ap-

2 Ausubel, David.
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proximates the environment where knowledge will be applied in order to increase the likeli-
hood of skills transfer. One example, electronic performance support systems (EPSS), repre-
sent arelatively new technologica application of this principal to situating the knowledge
needed to use certain software programs directly into the environment of their use. Other ap-
plications of situated learning would be flight or tank simulation in military training or ca-
daver research in anatomical research training.

2.3 Formative and Summative Evaluations

Of course the notion of instructional effectiveness has to be tempered with the wisdom that
unintended information and poor performance can be very effectively conveyed using sound
instructional principles. Applied information must be accurate, align to key concepts, that in
turn support ajob role supporting overall mission objectives. Additionally, within the instruc-
tional systems design model it is advised that there be two feedback mechanisms for the pur-
pose of continuous quality improvement of a course—formative and summative.

Formative evaluation is intended to assess the level of success achieved in meeting the objec-
tives established for instruction within the course offering. For example, a course might have
an objective that students be able to solve twenty equations using the quadratic formula.
Formative evaluation would be used to examine whether or not this objective was achieved
and to explain the reasons why. The course could then be modified as a result of ng
thisinformation.

Summative evaluation is an assessment of a course in a setting outside the course itself.
Summative evaluation is typically more formal than formative evaluation, and may involve
statistically rigorous study designs that might, for example, measure the effectiveness of two
Or more courses against some normative criteria. An example of this would be a comparison
of the scores of students taking two math courses whose objectives and scope were similar,
and whose approaches to teaching were different. A question driving such a study might be
how well students from these courses do on a nationally administered exam like the Graduate
Record Exam (GRE), for example. A summative eval uation might be conducted to determine
the success of acourse in providing skills that were supposed to be applicable in areal-world
job setting. In thisinstance, the summative eval uation would assess how successfully the
skills taught in a course were being applied on the job.

Formative and summative evaluation can be thought of as being similar in function to “verifi-
cation and validation,” (borrowing from the language of systems engineering). As verifica-
tion, effectiveness of instruction can be defined in terms of the planned design outcomes that
support specified, measurable, performance objectives within the context of instruction. As
validation, effectiveness of instruction can be defined in terms of the outcomes supporting
specified and measurable performance attributes that are demonstrated in the context of a
specific job role or career path outside the instructional setting.
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Another reason why the “How/what —to-do” continuum is a reasonable point of departure for
this analysisis because it more difficult to deliver how-to-do instruction in the classroom.
Because of the development difficulties that how-to-do courses present, they often take a
back seat to eas er-to-produce expositions of the “whats,” in the form of lecture with view-
graphs, simply due to development time and cost. With the union of systematic instructional
design and interactive distance education, instruction can now hopefully advance beyond the
purely “show and tell” and “hearsay” approaches so often employed in adult classroom set-
tings.

2.4 Updated Course Assessment Criteria

Since the release of Volume One of this analysis, there have been some improvementsin un-
derstanding the factors affecting how-to-do versus what-to-do courses. These new
discriminators will be described in the next section. While their use has no great significance
asto the writer’s categorizing of the courses, they do provide some new insightsinto a
generalizable method for assessing courses relative to their stated objectives.

The next section will provide the reader with the definitions of the key discriminators used to
categorize the courses examined in this study.
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3 Background, Overview and Synopsis

In volume two of this study, courses with afocus on information management and networ k
system security and survivability were examined in order to draw a distinction between
courses employing a what-to-do versus a how-to-do teaching approach.

3.1 Assumptions of the Study

A what-to-do course can be characterized as one that is designed to introduce concepts at a
high level without a requirement for monitored skill development during or after instruction.
what-to-do courses are typically carried out in seminar fashion, perhaps with dia ogue be-
tween the instructor and students, but with no explicit requirement for team or individual ex-
ercises, performance verification, or other skill assessment that would verify success against
defined performance targets.

How-to-do courses emphasize skill development and the performance of tasks related to the
work for which the course participant is preparing. When systematic educational design and
development approaches are used, the phrase “ skill development” requires observable and
measurabl e performance criteriato be stated explicitly as a part of the instructional design.
Additionally, systematic instructional approaches require that these performance criteria sup-
port essentia concepts of the curriculum and often, that the concepts and performance re-
quirements align with real-world job tasks. Thisis a guiding assumption in regards to this
study.

3.2 Performance Targets and Objects Revisited

In the systematic instructional design context, skills are operationally defined using various
methods, however any of these variations is traceable to a common root—the intention to
describe human performance in a precise and measurable way. Though the style of these
methods differs, each requires that the definition of a skill have:

e anamed task that is observable and measurable
e adescription of the conditions under which thetask is to be performed

e associated criteriafor successfully performing the task.® The resulting skill definition is
referred to as a“ performance objective.”

3 “Preparing I nstructional Objectives,” Robert F. Mager, Fearon, Belmont, Calif. 1962. Mager’s work
established a de facto standard for correctness in the writing of performance objectives. Mager's
primary distinction between well-written objectives and poor ones hung on the concept of “fuzziness,”
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Again, systems engineers will recognize this strategy as corresponding in functiona termsto
“Entry, Task, Verification, and Exit” (ETVX) strategy used in problem decomposition for
systems planning and development.

3.3 Course Assessment Factors

Given the complexity of cleanly distinguishing how-to-do and what-to-do coursesin volume
one, further devel opment on reliable discriminators was needed. As stated earlier in there-
port, this did not seem to have alarge effect on the final assessment of the courses, however
more of the reasoning involved in making assessments was articulated and refined. The fol-
lowing are the criteriathat were applied in the anaysis:

“How-to-do” Characteristics

e presence of activities planned to support the attendee in fulfilling the requirements of a
job-role (e.g., field studies, practicums, case studies, or 1abs)

e presence of asystematic instructiona approach that includes an analysis of ajob role to
be supported by the educational experience outside of the instructional experience

e presence of asystematic instructional approach that identifies performance objectives
containing observable/measurable task definitions and specific criteriafor achieving
success, as well as the conditions under which the tasks are to be performed

e presence of task analysis related to ajob role and Bloom's taxonomic analysis
corresponding to thejob role

e incorporation of an overall plan to assess ROI subsequent to class participation

e presence of asystematic means of evaluating student performance in the instructional
context

e presence of an analysis of audience characteristics that includes details pertaining to the
attendees expected entry skills, experience, and knowledge

e presence of aneeds assessment that describes the performance gap that is addressed
within the instructional experience

“What-to-do” Characteristics
e absence of any of the items listed for How-to-do criteria (above). [- 1 to 8, an “-8” rating
= the absence of any of the characteristics “ how-to-do”]

e presence of large numbers of presentation sides (viewgraphs, PowerPoint™ dlides, or
other overhead projections)

aterm he used to describe the characteristic most poorly constructed objectives. A drawback with
Mager’s approach is that it has not been widely adopted, except in military and some industrial
settings, and even then, his approach is often applied in an imprecise way. Nonetheless, systems
engineers will recognize Mager’s requirements for “conditions, actions, and criteria,” to map cleanly to
the common systems engineering convention requiring “entry conditions, task definition, verification,
and exit criterid” to be stated for all well-defined task specifications—since systematic instructional
design is derivative of systems engineering.

8 CMU/SEI-99-SR-006



e primary reliance upon a“lecture-centric” instructional approach

o the presence of course subject matter whose purpose is mainly to inform in a context
where it would be impractical to assess performance

The elements of the following legend were then applied as the course material s were examined:
L egend:

[P] = Potential candidate for distance/how-to-do conversion

[C] = Candidate for distance/how-to-do conversion

[NC] = Non-candidate

[W] = What-to-do course

3.4 Caveat

Aswas the case in volume one, virtually all of the courses examined had stated objectives,
however these were often articulated in such a general way that inferences had to be madein
order to judge their relative effectiveness for imparting usable skills. As with volume one,
this presented the researcher with limitations on reliability in assessing these factors. In sev-
eral casesinvolving offerings of courses by military organizations, the “inference gap” can be
considered somewhat |ess wide than in instances for other organizations. This can be ex-
plained in two ways: one, military organizations have typically been influenced by the devel-
opment principles of instructional systems design, and even though their application may
vary in thelevel of rigor, the presence of systematic development practicesis apparent in arti-
facts such as course slides and descriptions. Two, organizations outside the military are often
not so heavily constrained to demonstrate a linkage from the exposition of concepts to appli-
cable skills—this step being left up to course participants as an unmonitored, private concern.

CMU/SEI-99-SR-006 9
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4 Real Outcomes: IM and NSS

Virtually all of the courses inspected showed at |east some level of performance objective,
stated or implied, including apparent relationships to real-world job-task performance. Even
though the descriptions and materials associated with their respective courses all state per-
formance requirements, there is alack of associated documentation to directly indicate the
job-task descriptions and related concepts that the performance objectives support. The re-
sults of the examination for information management and network system security and sur-
vivability are therefore not very different from those in volume one, with two exceptions.
There were no precedent analytical studiesto cite for IM and NSS, and the number of course
offeringsis much greater than was anticipated. These two differences resulted in only minor
modification to these essential conclusions:

o insufficiently specified performance objectives
o alack of adequate information pertaining to job-task descriptions

o alack of available documented course designs

... it was concluded that none of the courses within the existing inventory of available NDU,
DAU, University or Commercial IM/NSS courses seems to provide a complete curriculum of
how-to-do skills for particular job settings, military training grades, or related commercial
best practices. In the case of information management, however, the number of commercial
how-to-do coursesislarge for specific skill sets. A follow-on analysis of these concepts could
be performed to determine the mapping of these courses to career paths and job skill sets. As
it stands, these courses provide “ bits and pieces’ of skill sets required for various careersin
system administration, network security, and information technology—none with a cohesive,
underlying structure or plan.

At the conceptual level, it appears that these courses may have arelatively high-level of over-
lap. Thisimplies that a curriculum architecture could be developed that would describe target
knowledge, skills, and abilities (KSAS) for specific job roles. An analysis could then be con-
ducted to determine deficiencies as courses from existing repositories were matched against
the list of KSAs (by job role), and where “course gaps’ could then be identified and resolved.
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5 Conclusion: Considerations for Course
Development

Overall Job
Performance

Environment

Elements of
the performance
environment

Figure 1:  Job Performance and Curriculum

/) (OO
Elements of ﬂ Q O 8
O

performance
environment as

targets for change
during instruction

Figure 2: Example of Alignment to Purpose
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Architecture
of concepts

within a
Curriculum

Figure 3: Relationship of Performance and Curriculum

Figures 1 through 3 describe the relationship of performance to a curriculum that is intended
to influence performance that is directly related to the participant’s ability on the job. In the
systems approach to instructional design, this mapping is supposed to bear a very strong link-
age if not aone-to-one relationship of skillsto work performed. This strong linkage is con-
trasted with more general educational approaches that are appropriate for enrichment, explo-
ration, or discovery. Although certainly the systems approach can be employed for any
instructional purpose, its main utility historically has been in structuring experiences having a
direct bearing on measurable performance change, as seen in Figure 4.

Skill/Course ——» Skills relating
to the work
performed

Work Environment ——» .x

Figure 4: Example of Skills-to-Work Relationship

A curriculum typically amounts to an arrangement of courses. On a deeper level, however,
one may define a curriculum as an arrangement of concepts, where courses are the vehicle by
which those concepts are imparted. This notion isimportant to the systems approach because
acourse per sg, is but oneway in which concepts may be imparted. Thinking of adomain in
terms of its concepts opens the door to awider set of possibilities with respect to strategies
for imparting knowledge. When adomain is understood in terms of its essential concepts, this
allows for the use of strategies using potentially many appropriate implementations, includ-
ing, but not limited to, courses. The emphasis on needs assessment before development ad-
dresses this relationship. The idea being that with well-understood needs, there is a better
likelihood of appropriate use of instructional (and informational) strategies and tactics. This
ideais essential when thinking in terms of the larger “instructional ecosystem” that may be
required to support a course. Concepts that are taught in a course may require on-the-job rein-
forcement, safety for example.
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Figure 5: Concept Architecture of Needs Analysis

The implications of *concept architectures’ for a distance-education infrastructure (asseenin
Figure 5) are important because the infrastructure can be used to carry messages associated
directly with concepts of acurriculum. It is easy to envision a curriculum on battlefield
emergency care concepts that would have corresponding message snippets reinforced on a
TV-network style broadcast supporting “important points to remember” during regular (ex-
tracurricular) programming. These keystone concepts would be tied directly to the training
received, for example by Guard regulars. When concepts are reinforced as a part of a high-
visibility plan of organizational programming, the sponsoring organization says, “yes, we
really think these ideas are important and bear repeating.” This kind of integrated conceptual
infrastructure is not unknown, but its application israre. It is the opinion of this writer that
this approach is very effective and should be examined in light of the current opportunities
afforded by distance education technology, as viewed in Figure 6.

@ (OCO
O SIGHX

O
Different conceptsp/r x <:> O <>
skills, and x <> O Q O

performance levels O O x <> Q
OKLOOQ

Figure 6: Comparison of Levels in Concept Architecture

Some curriculums have only aloose bearing on actual job performance, where the relation-
ship between the curriculum and job performance is tenuous. Where systematic instructional
approaches are concerned, “looseness’ in this relationship is not generally considered accept-
able. Therefore, the agenda of any instructional systems designer is to make instructional ex-
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periences map as closely as possible to concepts, skills, and performance— tightly coupled to
concepts and skills required for actual performance of work. In certain instances, this cou-
pling might be considered inappropriate, where, for example, a course may be taken simply
to provide awareness in ageneral sense. Knowing this distinction before the devel opment
process begins, however, can save money, time, and effort. The ability to distinguish the dif-
ferences among knowledge types and approaches to the use of media alows “experience de-
signers’ to focus on those aspects of message design that are most important in terms of the
contexts of their use.

For example, if a development team recognizes that there is no reguirement to monitor and
assess the target message recipient’s level of understanding, then there is certainly no need to
engage in the difficult task of writing performance objectives. For example, when it can be
determined that a series of concepts needs to be transmitted, essentially in a one-way, non-
interactive form, there are a host of considerations to be addressed that are fundamentally
different from those involved in performance-based education. When the devel oper cannot
assess the audience’'s comprehension of concepts using direct inspection, testing, or other
means of evaluation, there is a need to apply methods of message design based on known
techniques that will increase the likelihood that the message will be remembered. Examples
of such techniques would include the use of mnemonics, powerfully associative graphical
representations (see Figure 7). Understanding the nature of concepts and their importance to
the mission at hand is essential for many reasons, including those having to do with project
cost, schedule, and performance.

Work performance . x Q Q O
OOLIOO L
OX® OO
xoo OO
Work performance x <> Q
O X OIS,

Figure 7: Comparison of Concept Components in Terms of Performance
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Instructional
experiences
mapped closely

to concepts, skills x<:>
& performance <:>x

Figure 8: Example of Instructional Experiences in Concept Architecture

A clear conceptual architecture (such as Figure 8) used to organize an effective program of
conceptual and behaviora influence is essential because of its capacity to revea strategiesto
apply development resources, evaluation mechanisms, and other implementation factors ap-
propriately in the context of the specified mission. Essentially the conceptud architecture
provides a means of identifying the central targets of the system of communication such that
risks may be identified, measurable goals may be defined, and precedence among ideas (as
illustrated in Figure 9) can be determined. In short, the conceptual architecture defines the
programmatic battlefield. From it, al of the terms to be defined, strategies to be employed,
educational evaluation systems, and supporting educational project plans are derived.

E@ED > (
Q%QXQZQZ

A precedence ——>!
among ideas '
is determined

Figure 9: Programmed Strategy in Concept Architecture
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Appendix A: Distance Education Course
Development Factors

Factors in Distance Education Courses

There are several factors affecting the “ conversion” of a course for distance learning. At a
high level, these factors pertain strongly to cost, schedule, and performance. As stated earlier,
any course can be broadcast as a distance learning product. At one end of the spectrum, there
isateevision-like broadcast; a one-way lecture to participants anywhere there is a satellite
downlink or node on adigital video network.

Implicit in the requirements for this study, however, is the guidance to think in terms of the
level of interaction and other quality attributes that are most characteristic of how-to-do in-
structional strategies. By their very nature, how-to-do strategies imply the use of simulation
or other hands-on practices by participants. Since both SAM courses contain hands-on exer-
cisesto different degrees, this factor must be considered when these are used in an interactive
distance education format. The issues surface in questions such as these:

Site logistics
(assuming at a minimum two-way audio, and one-way video...)

e If participants are located in many remote sites, how will exercises be coordinated?
e Will each of the sites have at |east two participants?

e |f thereisonly one participant at some of the sites, will the course materials
accommodate them with an alternative exercise?

Costs for Course Re-engineering

e Given site logistics considerations, what is the percentage change in course materials to
accommodate interactive distance education?

e Haveinstructors been trained to use interactive distance education?

e Have resources been alocated to analyze the need for changes to existing materialsin
order for them to be used in a distance education format?

o Have resources been allocated to analyze and account for the extent of changes needed to
implement modifications course material s?

e Have resources been allocated to implement changes?

e Hastime been alocated to accomplish the modifications?

CMU/SEI-99-SR-006 19



Course Implementation
o How will participants monitor their success against course objectives?

o Arethere documented plansto ensure full student participation?

o Isthere adesignated off-line POC for the course?

e Haveinstructions been provided to participants on how to reach the POC?
o Arethere off-line assignments?

o How will performance on off-line assignments be assessed and feedback provided?

Given this partid listing of concerns related to distance education course engineering or re-
engineering, it is obvious that preparing a course for interactive distance education may in-
volve alot of change, or very little depending upon how the materials were prepared in the
first place, and the background of instructors.
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Appendix B: Course Listings

I nfor mation Technology Cour ses

No. CourseTitle

Brief Description

Duration How-to-Do Distance Domain
(H)/What Learning
to Do (W) Candidacy

Industrial College of the Armed Forces (I CAF)
http://www.ndu.edu/ndu/icaf/homepage.html

NATIONAL
SECURITY
STRATEGY

1 Strategic Logistics
and M obilization
Course

Courses are presented concurrently and in a closely integrated structure, presented
within three major phases: the strategic decision making process; the international
system and grand strategy; and grand strategy in transition. There are three class field
trips in the fall semester: to Capitol Hill to meet with members of Congress and their
staffs, to the Department of State to meet with the regional bureaus, and to the Civil
War battlefield at Gettysburg, Pennsylvania, to examine the decision making process
asit functioned before, during, and after that strategic engagement.

The first semester culminates with
an exercise in which students de-
velop anew U.S. national security
strategy for the future that inte-
grates economic, political, mili-
tary, and cultural factorsto
achieve national objectives.

COURSE OBJECTIVES. The
learning objectives of this course
are, from athoroughly joint per-
spective, to challenge the students
to discover concepts and ap-
proaches which, in their various
combinations, will contribute to
effective strategic logistics and
mobilization for our future na-
tional security. Ultimately these
will become the building blocks
for an adaptable strategic logistics
foundation upon which the coun-
try can pursue successfully itsin-
terestsin an uncertain future.

The following is a description of
the segment of this course that
dealswith IM.

Semes- How to Potential IM
ter Do

CMU/SEI-99-SR-006
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I nfor mation Technology Cour ses

No.

CourseTitle

Brief Description

Logistics Flow and Throughput
(CS) Understand the “time and
place’ utility. Examine distribu-
tion channels, the issue of just in
casevs. just intime vs. just
enough, risks and tradeoffs, etc.,
controlling the logistics flow,
RSO&I, logistics infor mation
management and discipline. De-
sert Shield/Desert Storm case
study.

STUDENT/PROGRAM

The mission of the Industrial Col-
lege of the Armed Forces (ICAF)
isto prepare selected military of-
ficersand civilians for senior
|eadership and staff positions by
conducting postgraduate, execu-
tive-level courses of study and
associated research dealing with
the resource component of na-
tional power, with special empha-
sison materiel acquisition and
joint logistics, and their integra-
tion into national security strategy
for peace and war. Reflecting this
joint and interagency perspective,
67 percent of the student body is
composed of military representa-
tives from the land, seaand air
Services, 25 percent from the De-
partments of Defense and State
and 10 other federal agencies, 7
percent international military offi-
cers, and 1 percent from the pri-
vate sector. ICAF awards its
graduates a Master of Science de-
gree in National Resource Strat-

egy. [P2,7]

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

Domain

22
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I nfor mation Technology Cour ses

No. CourseTitle

Brief Description Duration How-to-Do Distance Domain
(H)/What Learning
to Do (W) Candidacy

I nfor mation Resour ces M anagement College
http://www.ndu.edu/ndu/i caf/homepage.html

The Department of Infor mation Strategy provides a multi-disciplinary perspective
of policy and planning processes for defense infor mation management, and ensures
that College attendees develop |eadership capabilities to implement information
strategies.

The Department of Infor mation Technology concentrates on the latest advancesin
modeling, simulation, expert systems, decision technologies, computer hardware,
computer software, and communications technol ogies through an examination of ca-
pabilities, uses, and related issues.

The Systems Acquisition Department examines policies, principles, and issues sur-
rounding DOD information technology program management and acquisition to in-
clude an analysis of current weaknesses and options for reform.

STUDENT: Senior defense professionals. Students represent multiple communities
including functional managers planning for the use of information within their or-
ganizations, and information managers performing systems integration functions.

The College also provides mandatory courses for individuals in the communications-
computer field of the Acquisition Workforce.

Student not only gains knowledge, qualifications, and competencies for Defense IRM
leadership, but contributes to the growth and excellence of the field itself.

The College has four major programs.

e Advanced Management Program (AMP) is a senior-level course covering con-
temporary IRM policy, technology, and acquisition issues. This programis sup-
plemented by a number of advanced studies courses which are also available to
studentsin the National War College (NWC) and the Industrial College of the
Armed Forces (ICAF).

e acquisition courses which fall under the auspices of the Defense Acquisition
University. The courses are for members of the Defense Acquisition Workforce
and address communications-computer and software competencies.

e aseriesof intensive courses related to specific problematic areas and emerging
concepts of IRM.

special symposia, seminars, and workshops focusing on IRM issues, lessons learned

and future directions.

Advanced M anagement Program (senior-level course)

The fourteen week graduate-level 14 weeks Howto Candidate IM
Advanced Management Program Do

(AMP) provides functional and

technical infor mation resour ces

managers with an integrated under-

standing of new policies and im-

peratives such as the Clinger-

Cohen Act of 1996, the Federal

Acquisition Streamlining Act
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I nfor mation Technology Cour ses

No.

Brief Description Duration  How-to-Do
(H)What
to Do (W)

(FASA) and the Federal Acquisi-

tion Reform Act (FARA). Gradu-

ates will be ableto form effective

managerial partnershipsto effec-

tively justify, allocate, and apply

infor mation resour ces to mission

regquirements in compliance with

regulatory, policy, and ethical

standards. [P 1]

Students who attend this course
must be nominated by their respec-
tive military services or organiza-
tions and hold the grade of O-5 and
above or civilian grade GS/GM 14
and above. On space-available
basis,

the program is also open to non-
DOD federal government employ-
ees, and when sponsored by the
NDU Foundation, employees of
private organizations. Applicants
must possessa B.S., B.A. or
equivaent degree. The AMP has
two offerings per year: one in the
fall and one in the spring.

Corecurriculum

Foundations of IRM presents an
overview of information resource
management concepts and princi-
ples, and the mechanisms for pol-
icy formation, implementation, and
evaluation in today’s IRM envi-
ronment, and the relationships
among the political, economic,
social, fiscal, and technological
forces that are changing govern-
ment.

Enterprise Level Planning for
Infor mation M anagement ad-
dresses the palitics and complexity
of strategic planning and imple-
menting information infrastruc-
tures capable of delivering desired
results, satisfying the mission re-
quirements of the enterprise and
responding to citizens' needs.

Distance
Learning
Candidacy

Domain

24
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I nfor mation Technology Cour ses

No. CourseTitle

Brief Description Duration  How-to-Do
(H)What
to Do (W)

Transforming Work and Or -

ganizations focuses on transform-

ing work and processes in the pub-

lic sector to create more efficient,

effective government operations,

emphasizing the ability of organ-

izational leaders to introduce and

align the role of technology with

all aspects of the organization. This

component concludes with a visit

to local public or private organiza-

tionsto examine | T-enabled proc-

ess reengineering. [P 1]

Acquisition & Systems Develop-
ment examines policies, issues,
and management practicesin the
acquisition of information technol -
ogy to support work processes.
Approaches for both rapid and
custom acquisition of technologies
and current methods in software
development and program man-
agement are investigated.
Throughout the core, technologies
and methodol ogies that assist in
the management of these processes
are discussed and demonstrated.

Field Study [P 1]

Emerging Information Tech-
nologies explores those technol o-
gies which are particularly useful
in assisting managers to make bet-
ter decisions, including artificial
intelligence, expert systems, and
neural networks, and provides an
overview of the trends information
systems technology.

Infor mation Systems Acquisition
provides in-depth examination of
IT acquisition policies and prac-
ticesincluding examples of ad-
vanced project and program man-
agement techniques, elements of
systems acquisition strategies,
techniques for achieving clarity in
specifications and evaluation crite-
ria; source selection and alternative
proposal evaluation techniques and

Distance
Learning
Candidacy
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I nfor mation Technology Cour ses

No.

Brief Description Duration  How-to-Do
(H)/What
to Do (W)

strategies; deployment and opera-

tions related to managing and

evaluating contract performance,

and affects of acquisition reform

on current policies, procedures,

and practices.

Public Policy in the Information
Age focuses on information-related
public policy issues and structures
of special relevance to military
officers and senior government
officials. Analytic frameworks and
theirassumptions are examined

and applied to substantive policy
issues.

Functional Leadership in the
Information Age focuses on the
changing roles, relationships, and
responsibilities of functional lead-
ersin partnership with technical
leadersthat are required for plan-
ning and using infor mation re-
sour ces to cause strategic change
in an organization Subjects such as
enterprise integration, empower-
ment, performance measurement,
work transformation economics,
and planning and implementing
work redesign are explored in
some depth.

AMP - ADVANCED STUDIES
The Advanced Studies Program
allows each AMP student to do
additional study in areas of particu-
lar professional interest. Students
may opt for coursesrelated to in-
formation strategies, information
technologies, functional informa-
tion management, or acquisition
management. Students must take a
minimum of two advanced studies
courses, or aresearch project may
be substituted with prior approval.

INFORMATION RESOURCE STRATEGIES

Distance
Learning
Candidacy

Domain

26
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I nfor mation Technology Cour ses

No.

4

5

CourseTitle

5503 M easuring
Results Of Organ-
izational Per-
formance

5504 | nfor mation
Visualization

5506 Computer
M ethods For

Brief Description Duration

Provides strategies and techniques 14 weeks
for assessing performance results
of an organization as part of a stra-
tegic planning or budgeting proc-
ess, to meet regulatory oversight
regquirements (e.g., GPRA) or to
assess a large-scale performance
improvement initiative. Using
guidelines from and the experi-
ences of DOD and other govern-
ment agenciesin their attemptsto
measure performance results, the
course extracts lessons learned
concerning approaches and re-
source requirements to establish
and validate performance meas-
urement instrumentation, collect
and organize performance data, as
well asto analyze and report re-
sults. Special emphasisin the
courseis given to the assessment
of customer satisfaction and other
organizational outcomes, aswell as
to information management and
technological issues surrounding
performance measurement. [H, P
1,P2]

How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy
How to Candidate
Do

Focuses on visualizing information 14 weeks What to Candidate

and displaying complex informa-
tion and relationships. Building
upon substantive research in cogni-
tive disciplines, graphic design,
advertising, and visualization tech-
nology, this course introduces in-
formation visualization techniques
and visualization related technol -
ogy. Emphasisis placed on apply-
ing information visualization to the
key leadership and managerial
tasks of communicating complex
information (e.g., performance
metrics, analytical results) to en-
hance or accelerate organizational
learning. Individual, team, and
organizational uses of information
visualization techniques and tech-
nologies are discussed.

Provides a working knowledge of 14 weeks
modern, computer-assisted meth-

Do

How to Candidate
Do

CMU/SEI-99-SR-006
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I nfor mation Technology Cour ses

No. CourseTitle Brief Description

M anagement De-
cisions

ods for finding quantitative solu-
tions to complex management
problems involving resource allo-
cation, personnel assignment, pro-
ject planning, facility location,
network analysis, system forecast-
ing, inventory control, task sched-
uling, staffing analysis and pro-
gram management. The essential
background for several different
optimization and artificial intelli-
gence techniques are presented
(including linear programming,
neural networks and genetic algo-
rithms) along with instruction in
formulating and solving real-world
problems with easy to use software
packages. Laboratory sessions
augment classroom instruction in
providing “hands-on” experience
in finding optimal solutionsto a
wide variety of practical manage-
ment problems. [P 1]

6 5507 Innovative
Thinking For The
Information Age

Examines new ways of individual
and ingtitutional thinking for the
information age. It focuses on the
nature of effective thinking and its
relationship to technological inno-
vationinthe U.S. military. Sub-
jects range from innovation and
creativity, framing, the influence of
paradigms on thinking, intuition,
systems thinking, the influence of
service culture, to chaos and non-
linear dynamics. Case studiesillus-
trating individual and institutional
thinking about technological inno-
vationinthe U.S. military are inte-
grated throughout the course. [P 1]

7 5508 Third Wave
Organizations

Examines the Third Wave organi-
zation. It describes the successful
Third Wave organization as open,
enabled by technology, and con-
stantly learning and adapting to an
increasingly complex and changing
environment. Emphasisis placed
on the organizational processes and
structures that enhance an organi-
zation' s ability to innovate and
compete in the information age.

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

14 weeks What to Candidate
Do

14 weeks What to Potential
Do candidate

Domain

28
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I nfor mation Technology Cour ses

No.

8

CourseTitle

5509 System Dy-
namics. Dealing
With Complexity

Brief Description

The course explores: the nature of
the Third Wave organization; the
role of leadership and technology;
differencesin Second Wave and
Third Wave organizations; and
strategies for the creation and re-
newal of Third Wave organiza-
tions. [W]

Presents an alternative way of
thinking about and understanding
complexity that often accompanies
national security planning, policy
analysis or decision making. This
course reflects a departure from
traditional linear, reductionist
thinking. It presents methods for
examining dynamic, interdepend-
ent relationships among the critical
variables that often define complex
issues as well as methods for facili-
tating design and eval uation of
work processes as part of process
improvement initiatives. Empha-
sizing the practical application of
these methods, the course uses
computer modeling and simulation
to demonstrate the dramatic conse-
guences of simple notions such as
information feedback, time delays,
and nonlinear relationships. [P 1]

FUNCTIONAL INFORMATION MANAGEMENT

(5510-5520)

5513 TheInfor-
mation Highway

Analyzes trends, issues and uses of
telecommunications as a compo-
nent of functional business strate-
giesand Information Resour ce
Management (IRM). Specific
telecommunications issues include
costs, security, privacy, access and
regulation. The course considers
selected technol ogies on the “In-
formation Highway” and their ap-
plicability to DOD. Examplesin-
clude satellite systems, cellular
technology, the Internet, and appli-
cations such as electronic inter-
change. Guest speakers and dem-
onstrations will be used to
illustrate applications. While thisis

Duration How-to-Do
(H)/What
to Do (W)

14 weeks What to
Do

14 weeks What to
Do

Distance Domain
Learning
Candidacy

Potential IM
candidate

Potential IM
candidate
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I nfor mation Technology Cour ses

No. CourseTitle Brief Description Duration How-to-Do Distance Domain

(H)/What Learning
to Do (W) Candidacy

anon-technical course, students

will be provided limited hands-on

familiarization with commercial

telecommunications services, and

bulletin boards, and the Internet.

(W]
10 5514 Information  Focuseson the concepts, principles 14 weeks How to Potential NSS
Security and techniques underlying success- Do candidate

ful information security programs.
The course covers strategies for
establishing policies and proce-
dures and analyzes the role of sen-
ior management in promoting em-
ployee security awareness and
balancing production and protec-
tion. It examines emerging disci-
plines and the issues surrounding
them. It also addresses new com-
puter and network technologies,
how they work, and methods for
assessing risk. Topical issues
cover: computer privacy, the regu-
latory and legal environment, stan-
dards for electronic commerce, as
well as DOD requirements and
initiatives. Exercises and case
analyses are used to develop prac-
tical knowledge and skills. [NSS P

1]
11 5516 Information  Focuses on advanced concepts, 14 weeks How to Potential IM
Economics principles, and techniques for iden- Do candidate

tifying the value to an organization
of investmentsin information
technology. The course explores
methodologies and criteriafor as-
sessing the strategic value of com-
peting alternatives. It expands the
traditional concepts of benefit,
cost, and risk in developing as-
sessment criteria. It analyzes senior
management’srole in achieving
consensus on values and related
criteria and examines how those
criteriaare used by functional
managers and information systems
managers in developing proposals,
assessing the relative worth of al-
ternatives, and improving the deci-
sion making quality and speed.
Exercises and case analyses are
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I nfor mation Technology Cour ses

No. CourseTitle Brief Description Duration How-to-Do Distance Domain
(H)/What Learning
to Do (W) Candidacy
used to develop practical knowl-
edge and skills. [P 1]

12 5518 Electronic Provides an introduction to con- 14weeks Whatto Potential IM
Commerce: Doing ducting government business elec- Do candidate
BusinessOn The  tronically, with a particular focus
Information on theissuesinvolved inimple-

Highway menting electronic commerce

(EC). Broad topicsinclude the
components of EC; government
initiativesin EC; inter-
organizational systems; EC func-
tionalities supported by use of the
Internet; and issues of integrity,
security, risk, and vulnerabilities.
Access to EC research sites, gov-
ernment sites, electronic payment
sites, commercial and services di-
rectories; industry associations and
other intermediaries are explored
during hands-on sessions. Exam-
ples and case studies in both gov-
ernment and private sectors, such
as on-line procurement, are pre-
sented to explore various aspects
of implementing electronic com-
merce. [W]

INFORMATION TECHNOL OGIES (5521-5535)

13 5522 Emerging Explores advancesin all aspectsof 14 weeks What to Potential IM
Infor mation information technology from the Do candidate
Technologies perspective of both the functional

and the infor mation resour ce
manager . The course includes
discussions of the technologies that
are particularly useful in assisting
managers to make better decisions,
including artificial intelligence,
expert systems, and neural net-
works. It continues with an over-
view of the trends in information
systems technology and gives par-
ticular attention to automatic
speech recognition, natural lan-
guage understanding, software
technologies, communication tech-
nologies, and the emerging field of
multimedia. It concludes with each
student presenting the findings of
their course assignment. NOTE:
Open only to ICAF, NWC [W]
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I nfor mation Technology Cour ses

No. CourseTitle Brief Description Duration How-to-Do Distance Domain
(H)/What Learning
to Do (W) Candidacy

14 5523 Applying Provides apractical introductionto 14 weeks How to Potential IM
Multimedia Tech-  multimedia technol ogies, empha- Do candidate
nologies sizing their application in enhanc-

ing presentations, delivering
education and training and serving
asthe user interface to modern
executive information systems.
The underlying hardware, software
and communi cations technol ogies
are explored in sufficient depth to
allow assessment of competing
approaches. Technical trends are
identified as well asinitiatives be-
ing pursued within the DOD. The
process of developing a multime-
diapresentation is presented: ob-
jectives development, storyboard-
ing, content capture (text, images,
sound, and video), final assembly
and product delivery. “Hands-on”
laboratory experiences are pro-
vided to give the student practice
in creating simple, straightforward
multimedia presentations. [H P 1]

16 5525 Virtual Real- Providesahbasic understanding of 14 weeks How to Potential IM
ity For Managers  Virtual Reality (VR), focusing on Do candidate
the creation and use of virtual
worlds in education, manufactur-
ing, medicine and science, and
entertainment. The course covers
the development and use of virtual
reality in both military and civilian
environments. Underlying scien-
tific concepts, software tools and
techniques, and fielded applica-
tions of virtual reality are explored
in sufficient depth to allow the user
to become familiar with issues
surrounding the use of VR. The
process of developing virtual
worldsis presented, including
hands-on laboratory sessions pro-

vided to give the student experi-
ence in creating simple applica-
tions. [H P 1]
17 5526 Expert Sys- Investigates in-depth the most 14 weeks How to Potential IM
tems Technologies technologically mature aspect of Do candidate

Artificial Intelligence, that of Ex-
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I nfor mation Technology Cour ses

No. CourseTitle Brief Description

pert Systems. Included in the
courseis an overview of what Ex-
pert Systems are, what they can do,
and how they are being used today
in industry and within the govern-
ment. Among the topics included
are: the history of expert systems;
examples of systems currently in
use; methods for choosing suitable
problems for this technology; ways
to represent and acquire knowl-
edge; inference engines; the devel-
opment, validation and implemen-
tation of expert systems; available
computer-based tools for expert
systems development; and the fu-
ture of expert systems. Addition-
ally, the course provides a hands-
on experience in which students
have the opportunity to develop an
expert system of their own.
[HP1]

18 5528 Group Deci-

sion Making And

Groupware

Studies and offers the student a
participatory experience in effec-
tive group decision making and its
enhancement through electronic
meeting systems. Theoretical as-
pects of group decision making
such as group composition, com-
munication and influence, opinion
aggregation/voting, brainstorming,
decision visualization, valuation
methods, decision structuring, and
negotiation are examined in the
context of the information age. The
shortcomings of traditional meet-
ings are explored along with the
capacity of groupware to eliminate
them. Students are exposed to the
wide-ranging use of group decision
support in the public and private
sectors, especialy in National Se-
curity organizations. The course
empl oys extensive hands-on exer-
cises, guest speakers and field trips
to organizations in government
and/or industry. [H P 1]

19 5529 Group Deci-
sion Making And
Groupware

Examines in-depth digital collabo-
ration technology (CT) in the Fed-
eral government, especialy Na-

Distance
Learning
Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

How to Candidate

Do

14 weeks

Potential
Candidate

14 weeks How to
Do
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I nfor mation Technology Cour ses

No.

20

21

CourseTitle

5531 Tele-
communications
Technology

Brief Description Duration  How-to-Do

(H)What
to Do (W)

tional Security organizations. Stu-

dents participate in the exploration

and creation of awide range of

applications within the multimedia

communications and information

structure of groupware technology.

Students witness the power of

global information sharing for cre-

ating avirtual/4A (Anytime Any-

where Anybody Anything) organi-

zation, for optimizing business

processes, and for enhancing cor-

porate memory. The course em-

ploys extensive hands on exercises,

guest speakers and visits to outside

organizations. [H P 1]

Examinestechnical issues, trends, 14 weeks Whatto
and emerging technologiesin tele- Do
communications. The goal of the

course is to provide managers with

agreater ability to choose between

technological alternatives, plan

future telecommunications infra-

structure and anticipate future ad-

vances. The course considers se-

lected technical issues and topics

such asimplications of ATM,

SONET, FDDI, and the signifi-

cance of shiftsin regulatory or

industry structure. Guest speakers

provide perspective to the seminar

discussions. (Open to AMP, IWS,

ICAF, NWC.) [W]

INFORMATION SYSTEMSACQUISITION (5536-

5555)

5546 Future Di-
rections I n Soft-
ware M anage-
ment

Investigates cutting-edge practices 14 weeks What to
for producing high quality software Do
based systems at lower cost. The

dual focuses on software engineer-

ing and Program Management deal

with software development para-

digms; software process credibil-

ity; software architectures; soft-

ware quality management

technologies; software program

office challenges and risk man-

agement. The course extensively

uses case studies to demonstrate

both successful and unsuccessful

Distance
Learning
Candidacy

Potential
candidate

Potential
candidate

Domain

M

M

34
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I nfor mation Technology Cour ses

No.

22

CourseTitle

Brief Description Duration How-to-Do Distance Domain
(H)/What Learning
to Do (W) Candidacy

software management issues and to

develop the student’s skillsin

analysis and evaluation. The

course features a selection of nota-

ble guest speakers who are actively

involved in institutionalizing sound

software management practicesin

avariety of organizational settings.

[P1]

Intensive Cour se Program

Managing I nfor-
mation Architec-
turesand Infra-

structures (ARC)

The College’ sintensive courses provide a solid foundation in senior-level concepts
and techniques. The curriculum emphasizes the development of knowledge and un-
derstanding through concentration on infor mation management principlesand
their application. Broad areas of coverage include infor mation resour ces strategies,
functional infor mation management and information technologies. Typical course
titles are “Public Policy for the Information Age” and “The Information Highway,”
although course offerings vary year-to-year in order to ensure that topics are relevant
and current. Courses range in length from one to five days and are designed for mili-
tary officers, grades 0-4 and above and civilians, grades GS/GM 12 and above. For
specific infor mation on cour se offerings, call the IRM College Registrar at (202)
685-3892 or DSN 325-3892. [H P 1, 2, 7]

COURSE DESCRIPTION: 5 days How to Candidate IM
Examines the architectural respon- Do
sibilities of the Chief Information
Officer (CIO) as outlined in recent
legislation and directives. Theim-
portance of architecturesin process
redesign, the reuse of corporate
assets, and the building of new
ventures are stressed. The course
introduces a wide range of archi-
tectures, and discusses the manage-
rial issuesinvolved in each type. It
also examines the goal s of the
emerging national infrastructures,
with particular emphasis placed on
the architectural initiatives being
pursued by the DoD. Among the
topics covered are the importance
of integrated and interoperable C4l
systems, acquisition life cycleis-
sues, common operating environ-
ments and the position of stan-
dards, open systemsand COTSin
achieving architectural consis-
tency.

RECOMMENDED
ATTENDANCE:
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No.

23

CourseTitle

Contemporary

Approachesto

Acquisition Re-
form (CAR)

Brief Description Duration  How-to-Do
(H)What
to Do (W)

The courseisfor ClOs and pro-

gram managers who are responsi -

ble for leading their organizations

in the development of new I/T ini-

tiatives and architectures. The

course has a managerial versus a

technical focus and is particularly

applicable to senior leaders respon-

sibleto the CIO. The courseis

recommended for civilian grades

GS/GM 13to 15 and military

grades O-5t0 O-6. [H P 7]

COURSE GOAL:

The goa of the courseisto im-
prove the student’s ability to
proactively pursue a vision that
integrates business and technology
strategies through architectures and
infrastructures. The courseis
largely conceptual and analytical
rather than technical. Students will
also become acquainted with the
major issues and current thinking
on the establishment of a corporate
or agency architecture.

COURSE OBJECTIVES:

The objectives of the course areto
illustrate the relationships between
architectures and strategic planning
and understand the effects of new
legislation on the architectural pro-
cess, explore how the CIO can
identify IT infrastructure compo-
nents and assets to support new
business opportunities and imple-
ment new technology require-
ments; and to analyze the organiza-
tional roles, policies and
procedures designed to ensure in-
teroperability for C4l systems.

[(P2]
COURSE DESCRIPTION: 5 days What to
Provides an update of acquisition Do

reform and concurrent changesin
the global political and economic
environment. The course presents
an integrated perspective of best
commercial management practices
and emerging infor mation tech-

Distance
Learning
Candidacy

Potential
candidate

Domain

Y
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No. CourseTitle

Brief Description Duration  How-to-Do
(H)What
to Do (W)

nologies with a focus on improv-

ing acquisitions. The challenges of

an increasingly complex and dy-

namic environment provide the

context for examining acquisition

as a partnership between represen-

tatives of the acquisition commu-

nity, the customers they serve, and

the contractors who provide prod-

ucts and services. Contemporary

issues create a backdrop for intro-

ducing new business practices and

supporting infor mation technolo-

gies capable of assisting the acqui-

sition official to deliver a best

value product that meets customer

needs and fulfills policy objectives.

RECOMMENDED
ATTENDANCE:

This courseis appropriate for ac-
quisition professionalsin al types
of defense programsincluding
those deal with weapons, MCCR,
C3l and AIS; civilian grades
GS/GM 14 through 15 and military
in grades O5 through O6. Thisis
an excellent follow-on course for
individuals who are already certi-
fied in level three of an acquisition
career field. [P 2, 7]

COURSE GOAL:

The goal of the course isto update
and enhance awareness among
acquisition professionals of the
latest trends in best commercial
and management practices for
planning, defining and executing
acquisition programsin such a
manner asto improve quality ser-
vice to the customer while ssimul-
taneoudy assuring best business
value to the Federal Government.

COURSE OBJECTIVES:

The objectives of the course areto
assess the impact of the latest legal
and regulatory changes on the ac-
quisition process; to promote im-
provements in the acquisition
process by enhancing understand-

Distance
Learning
Candidacy
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No.

24

CourseTitle

Critical Infor ma-

tion Systems
Technologies

(CST)

Brief Description Duration  How-to-Do
(H)/What
to Do (W)

ing and awareness of emerging

management practices; and to en-

hance understanding needed for

making sound business decisions

about acquisition and use of

emerging technologies.

COURSE DESCRIPTION: 5 days What to
Probes the rapid advancesin all Do
aspects of infor mation systems
technology from the perspective of
both the functional and the infor -
mation resour ce manager. The
course provides an overview of
both the current state-of-the-art and
the trendsin infor mation systems
technology with particular atten-
tion to software development tech-
nologies, data management, com-
puter systems hardware, human-
computer interfaces, voice recogni-
tion, natural language understand-
ing, collaborative technologies,
telecommunications technologies,
the Internet, multimedia technolo-
gies, and virtual reality. It con-
cludes with around table discus-
sion on how these technologies can
be employed within an organiza-
tion.

RECOMMENDED
ATTENDANCE:

This courseis appropriate for func-
tional and infor mation resource
manager s who seek a greater un-
derstanding of the current state-of-
the-art and the trends in informa-
tion systems technology. No for-
mal technical background is re-
quired. The courseis
recommended for civilian grades
GS/GM 13-15 and for military
grades O-4 - O-6. [P 7]

COURSE GOAL:

The goal of this courseisto pro-
vide the student with a high level
understanding of new technologies
that will likely have a major impact
on their organizations and profes-
sional lives. Included in this under-

Distance Domain
Learning

Candidacy

Non- IM
candidate
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No.

25

CourseTitle

Electronic Com-
mer ce: Doing
Businesson the
Infor mation
Highway

Brief Description Duration  How-to-Do

(H)/What
to Do (W)
standing is the balancing of tech-
nological risk, costs, and objectives
when fielding new technologies.

COURSE OBJECTIVES:

The objectives of this course are:
(2) to explain recent developments
in hardware, software and other
information systems technologies;
(2) to provide a forum where the
students can assess significant im-
pacts of these technologies on their
organizations, on their colleagues,
and themselves; (3) to synthesize
technology developments and
match these developments to or-
ganizational goals.

COURSE DESCRIPTION: 5 days What to
Provides an introduction to con- Do
ducting business electronically,
with a particular focusonthe is-
sues involved in implementing
electronic commerce (EC). Broad
topics include the components of
EC; government initiativesin EC;
electronic government; EC func-
tionality supported by use of the
Internet; Intranets and Extranets;
and issues of integrity, security,
risk, and vulnerabilities. Accessto
EC research sites, government
sites, electronic payment sites,
commercial and services directo-
ries, industry associations and
other intermediaries are explored
during hands-on sessions. Exam-
ples and case studies in both gov-
ernment and the private sector are
presented to explore various as-
pects of implementing electronic
commerce. [P 1]

RECOMMENDED
ATTENDANCE:

The course has been designed for
mid to senior level executivesin
both technical and non-technical
functions, who are interested in
harnessing the latest technological
developments for conducting busi-
ness activities. The course does not

Distance
Learning
Candidacy

Potential
candidate
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No.

26

CourseTitle

Improving Organ-
izational Per-
formance With
Intelligent Deci-
sion Systems
(IDS)

Brief Description

reguire or assume any background
in the area of the Internet or Elec-
tronic Commerce. Civilian grades
GS/GM 12-15 and military manag-
ersin grades O-4 - O-6 are appro-
priate.[P 7]

COURSE GOAL:

The overall goal of the courseisto
provide students with aworking
knowledge of Electronic Com-
merce and the Internet and the is-
sues involved in implementing
electronic commerce.

COURSE OBJECTIVES:

The objectives of the course areto
provide the student with a broad
knowledge of the many waysin
which Electronic Commerce can
be applied in government opera-
tions, and a working knowledge of
how the Internet/I ntranet/Extranet
capabilities can be harnessed for
conducting business electronically.

COURSE DESCRIPTION:
Investigates emerging artificial
intelligence technol ogies that con-
stitute the field of Intelligent Deci-
sion Systems. Expert Systems,
Neural Networks, Genetic Algo-
rithms, Fuzzy L ogic, Case-Based
Reasoning and Intelligent Agents.
Background for each of these tech-
nologiesis provided, the available
tools and techniques are discussed,
and avariety of real world applica-
tions are presented. The course
focuses on using these systemsto
improve organizational perform-
ance and reduce costs, especially in
the areas of data analysis, data
mining and organizational deci-
sion-making. Demonstrations and
hands-on lab exercises are used to
illustrate concepts and applica
tions. The course concludes with a
panel discussion on potential ap-
plicationsin the students’
organizations. [P 1]

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

How to Candidate
Do

Domain
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No. CourseTitle Brief Description Duration How-to-Do Distance Domain
(H)/What Learning
to Do (W) Candidacy

RECOMMENDED
ATTENDANCE:

This courseis appropriate for func-
tional and infor mation resource
manager s who wish to understand
how intelligent decision systems
can be used to improve perform-
ance in their organizations. No
formal technical background is
reguired. The course is recom-
mended for civilian grades GS/GM
13-15 and for military grades O-4 -
0-6.[P7]

COURSE GOAL:

The goal of the courseisto give
the student a background and ap-
preciation for the growing field of
Intelligent Decision Systems, pro-
vide the opportunity to develop
small-scale systems, and develop a
working knowledge of current ap-
plications of Intelligent Decision
Systems.

COURSE OBJECTIVES:

The objectives of the course areto
provide the student with a broad
knowledge of the theory, tools, and
techniques of Intelligent Decision
Systems, and illustrate and demon-
strate real-world applications of
Intelligent Decision Systems. [P 1]

27  Thelnformation COURSE DESCRIPTION: 5 days What to Potential IM
Highway (IHW) Analyzestrends, issues and uses of Do candidate
telecommunications as a compo-
nent of functional business strate-
giesand Information Resour ce
M anagement. Specific telecom-
munications issues include costs,
security, privacy, access and regu-
lation. The course considers select
technologies on the “Information
Highway” and their applicability to
the Federal Government and the
Department of Defense. Examples
include satellites, cellular technol-
ogy, bulletin board systems, elec-
tronic data interchange and elec-
tronic publication. Guest speakers
and demonstrations are used to
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No.

28

CourseTitle

Information
M anagement
Planning (IMP)

Brief Description Duration  How-to-Do
(H)What
to Do (W)

illustrate applications. While thisis

anon-technical course, students

are provided limited hands-on fa-

miliarization with commercial

telecommunications-based infor-

mation systems, government and

private bulletin boards, and the

Internet.

RECOMMENDED
ATTENDANCE:

The course is recommended for
managers who need a basic under-
standing about the burgeoning use
of telecommunications within gov-
ernment and industry. It isnot in-
tended for telecommunications
specialists, and assumes no back-
ground in the area of telecommu-
nications theory. It isintended for
civilian grades GS/GM 12-15 and
military managers 0-4 to 0-6.

COURSE GOAL:

The goa of the Information High-
way course isto provide the stu-
dent with a high level understand-
ing of current telecommunications
trends and applications. Students
discuss and eval uate management
concerns, including the social,
functional and economic impacts
of using these emerging technolo-
gies.

COURSE OBJECTIVES:

The objectives of the course areto
explain recent developmentsin
telecommunications theory, tech-
nology and application; assess sig-
nificant impacts of these develop-
ments on modern business and
government organizations, and
upon the individual s within them;
synthesize issues that must be con-
sidered when applying telecom-
munications technol ogies.

COURSE DESCRIPTION: 5 days What to
Presents an approach to planning Do
which integrates agency strategic

Distance
Learning
Candidacy

Potential
candidate

Domain

M

42

CMU/SEI-99-SR-006



I nfor mation Technology Cour ses

No. CourseTitle

Brief Description

planning, performance planning,
infor mation management plan-
ning, and the agency budget. The
intent of the course isto examine a
comprehensive mission-driven
planning framework that combines
planning requirements and
implications of the Government
Performance and Results Act of
1993, Paperwork Reduction Act of
1995, and I nfor mation
Management Technology Reform
Act of 1996. Interdependencies
between program and infor mation
management planning provide a
context for examining planning
guidelines, principles, relationships
and dependencies which link
investment in infor mation

resour ces to improved mission
performance. The course
emphasizes DoD’ s standards-based
architecture planning
methodology.

RECOMMENDED
ATTENDANCE:

This courseis appropriate for per-
sons seeking to leverage the capa-
bilities of infor mation technology
as ameans of improving mission
performance. It is particularly well
suited to those preparing agency
strategic plans and performance
plansthat link investment in I T to
strategic goals and objectives. The
course is recommended for civilian
grades GS/GM 12 - 15 and mili-
tary grades O4 - 06. [P 7]

COURSE GOAL:

The goa of this courseisto pro-
mote improved mission and pro-
gram performance through better
means of planning for introduction,
management and operation of a
comprehensive, enterprise-wide
information infrastructure.

COURSE OBJECTIVES:
The objectives of the course areto
Evauatethe IM planning re-

Duration How-to-Do
(H)/What
to Do (W)

Distance
Learning
Candidacy

Domain
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No.

29

CourseTitle

Infor mation Visu-
alization (INV)

Brief Description Duration  How-to-Do

(H)What

to Do (W)

quirements and implications of
the Paperwork Reduction Act of
1995, Government Performance
and Results Act of 1993, and the
Information Technology Manage-
ment Reform Act of 1996 and to
assess infor mation management
planning principles, activities, and
relationships which are critical to
planning and implementing a com-
prehensive, mission-driven,
agency-wide information infra-

structure.
COURSE DESCRIPTION: 5 days What to
Focuses on visualizing information Do

and displaying complex informa-
tion and relationships. Building
upon substantive research in cogni-
tive disciplines, graphic design,
advertising, and visualization tech-
nology, this course introduces in-
formation visualization techniques
and visualization related technol -

ogy.

Emphasisis placed on applying
information visualization to the
key leadership and managerial
tasks of communicating complex
information (e.g., performance
metrics, and analytical results) to
enhance or accelerate organiza-
tional learning. Individual, team,
and organizational uses of informa-
tion visualization techniques and
technologies are discussed.

RECOMMENDED
ATTENDANCE:

The course is valuable for senior
level functional and technical per-
sonnel who are involved in com-
municating complex information
or in the design of information
systems. The course is recom-
mended for civilian grades GS/GM
12 - 15 and miilitary grades O-4 -
0O-6.

COURSE GOAL:

The goal of the courseisto give
the student an appreciation for the

Distance Domain
Learning

Candidacy

Potential IM
candidate
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No.

30

CourseTitle

L eadership for
the 21st Century
(LDC)

Brief Description Duration  How-to-Do

(H)What
to Do (W)

ways in which we perceive infor-

mation, provide the opportunity to

investigate techniques for commu-

nicating visually, and develop a

working knowledge of relevant

visualization technologies.

COURSE OBJECTIVES:

The objectives of the course areto
provide the student with a broad
knowledge of information visuali-
zation concepts, technologies, and
applications and to assess the in-
formation needs for organizational
|eadership and management, and
provide visually-oriented informa-
tion-based solutions.

Examines 21st century leadership 5 days What to
and organization. It describes the Do
successful 21% century leader and

organization as constantly learning

and adapting to an increasingly

complex, changing, and informa-

tion-rich environment. Emphasisis

placed on “ out-of-the-box think-

ing,” individual and organizational

innovation, and the processes and

structures that enhance an organi-

zation' s ability to learn, adapt, and

compete in the information age.

The course also explores the role

of information and technology in

the 21t century organization; the

relationships between learning,

change, and strategic planning; and

the new abilities required for lead-

ing in the 21st century.

RECOMMENDED
ATTENDANCE:

The courseis for mid to upper
level managers who lead and or-
ganize 21st century organizations.
The course is recommended for
civilian grades GS/GM 13 to 15
and military grades 0-5 to 0-6.

COURSE GOAL:
The overall goal of the courseisto
improve students' ability to create

Distance Domain
Learning
Candidacy

Potential IM
candidate
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No.

31

CourseTitle

Reengineering
Organizational
Processes (LTO)

Brief Description Duration  How-to-Do

(H)What
to Do (W)

and lead the adaptive, information-

rich organization of tomorrow.

Students will gain an understand-

ing students will be able to create

and design organizational proc-

esses and structures that increase

the flexibility and agility of an

organization, thus improving the

organization’'s ability to adapt,

learn, and compete in the 21st cen-

tury. The courseis conceptua and

analytical, not technical.

COURSE OBJECTIVES:

The objectives of the course areto
illustrate the relationships between
acomplex, changing, and informa-
tion-rich environment and the 21st
century organization; to develop
students’ facility with out-of-the-
box thinking and innovation; to
enable students to create and de-
sign effective processes and struc-
tures that increase organizational
flexibility and agility; to enable
students to use information and
information technology to enhance
an organization’s ability to learn,
adapt, and compete in the informa-
tion age; to illustrate the relation-
ships between learning, change,
and strategic planning; and to de-
velop students’ facility with learn-
ing organizations and the new
abilities that they require.

(Previoudly titled Leveraging 5 days What to
Technology for Organizational Do
Change)

COURSE DESCRIPTION:
Examines strategies, processes and
resources for significantly improv-
ing organizational performance
and highlights the potential contri-
bution of new and emerging tech-
nologies. The course contrastsin-
cremental performance
improvement versus fundamental
discontinuous organizational
change. It provides a management
perspective of the capabilities of

Distance
Learning
Candidacy

Potential
candidate

Domain

Y
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No. CourseTitle

Brief Description Duration  How-to-Do
(H)What
to Do (W)

technologies that are expected in

the next few yearsto change the

way federal agencies achieve their

missions. The course focuses on

techniques and available resources

for redesigning work processes to

take full advantage of these new

technologies and for gaining com-

mitment from both sponsors and

users to make the change work.

Guest speakers and case studies

drawn from federal government

and industry support the course.

RECOMMENDED
ATTENDANCE:

The courseis particularly valuable
for functional managers who are
contemplating or have experienced
difficulty ininitiating a process
improvement effort. Executives
who oversee improvement efforts
and IRM personnel who support
functional process improvement
will aso find the course useful.
Attendance by higher level manag-
ersin civilian grades GS/GM 13 -
15 and military grades O-5 to O-6
is particularly encouraged. Person-
nel at the GSYGM-12 and O-4 level
who have significant responsibili-
ties for major organizational
change efforts will also benefit.

COURSE GOAL:

The goal of the course isto provide
the student with the knowledge
basis required to address the prac-
tical questions of how to reengi-
neer organizations and manage
more effectively in the Information
Age.

COURSE OBJECTIVES:

The objectives of the course areto
select and apply appropriate meth-
odologies, tools and techniques for
use in specifying, eval uating, mod-
eling, measuring, cost justifying
and redesigning business proc-
esses; to integrate elements of
technology, policy and human fac-

Distance
Learning
Candidacy
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No. CourseTitle Brief Description

torsin the context of organization
and work transformation; and to
analyze the impacts of organiza-
tional culture when undertaking
technology leveraged change ini-
tiatives and select viable strategies
for implementing sustainable or-
ganizational change.

32 COURSE DESCRIPTION:

Explores the use of modeling and

Evaluating Stra-
tegic Alternatives

with M odeling simulation as a decision-making
and Simulation tool in evaluating alternate ap-
(MAYS) proaches to the design, develop-

ment and operation of core busi-
ness processes. It features the use
of both process simulation and
system dynamics simulation meth-
odsin gaining insight into the
complex interrelationships found
in personnel, logistics, mainte-
nance, customer service, and fi-
nancial processes. While geared
for managers, the course provides
sufficient insight into the underly-
ing technology to ensure that the
student has a grasp of the inherent
capabilities and limitations of
simulation. Hands-on experience in
using modern PC-based simulation
development environmentsis an
integral part of the course.

RECOMMENDED
ATTENDANCE:

This courseis appropriate for func-
tional and infor mation resource
manager s who seek a greater un-
derstanding of the role of simula-
tion in strategic decision-making.
No formal technical background is
required, but basic keyboard skills
are helpful. The course is recom-
mended for civilian grades GS/GM
13-15 and for military grades O-4 -
0O-6.

COURSE GOAL:
The goal of the courseisto provide
the student with a comprehensive

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

5 days How to Candidate
Do

Domain
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No. CourseTitle Brief Description

understanding of the way in which
state-of-the-art computer simula-
tionisbeing used as a key decision
making tool in evaluating alternate
business process designs. The
depth of the course is sufficient to
enable the student to initiate a
simulation study in support of such
n effort in his or her organization,
structured to maximize the likeli-
hood of success.

COURSE OBJECTIVES:
The objectives of the course areto
provide an introduction to the use
of computer simulation in evaluat-
ing alternate business process de-
signs; to use state-of-the-art PC-
based simulation development en-
vironments to develop simple
simulations of work flow proc-
esses; and to assess the impact
which computer simulation has had
as adecision-making tool in both
the public and private sectors.
33 COURSE DESCRIPTION:
Provides strategies and techniques
for assessing performance results
of an organization as part of a stra-
tegic planning or budgeting proc-
ess, to meet regulatory oversight
reguirements (e.g., GPRA,
Clinger-Cohen Act), or to assess a
large-scale performance improve-
ment initiative. Using guidelines
and experiences by DoD and other
government agency in their at-
tempts to measure performance
results, the course extracts lessons
learned concerning approaches and
resource requirements to establish
and validate performance meas-
urement instrumentation, collect
and organize performance data, as
well asto analyze and report re-
sults. Special emphasisin the
courseis given to the assessment
of customer satisfaction and other
organizational outcomes, as well as
to infor mation management and
technological issues surrounding

M easuring Re-
sults of Organiza-
tional Perform-
ance (M OP)

Distance
Learning
Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

How to Candidate

Do

5 days

Domain

M
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No.

Brief Description Duration  How-to-Do
(H)/What
to Do (W)
performance measurement.

RECOMMENDED AUDIENCE:
The course is appropriate for both
functional and information re-
sour ce managers. The courseis
particularly valuable for military
and civilian leaders responsible for
systematically assessing perform-
ance of their organizations. The
course is recommended for civilian
grades GS/GM 12 to15 and mili-
tary grades O-4 to O-6.

COURSE GOAL:

The goal of the course isto enable
students to assess the performance
of an organization in a conclusive,
credible, and compelling manner,
thereby aiding effective organiza-
tional decision-making.

COURSE OBJECTIVES:

The objectives of the course areto
define requirements for conducting
an organizational assessment and
the research questions that must be
answered in order to meet the re-
quirements; identify and justify a
set of accurate, credible, and prac-
tical performance measures and
data collection techniques, includ-
ing asurvey if necessary, that will
serve asindicators of organiza-
tional performance and answer the
research questions; describe and
justify a strategy for drawing a
sample of cases for data collection
purposes that will accurately repre-
sent the data from the full accessi-
ble population of cases; specify
and apply the appropriate tech-
niques for analyzing the collected
datain order to produce conclusive
answers to the research questions;
and design a reporting mechanism
for communi cating assessment
resultsin aform that is under-
standable, compelling, and likely
to lead to effective decision mak-
ing by the organization.

Distance
Learning
Candidacy

Domain
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No. CourseTitle Brief Description

34  Information COURSE DESCRIPTION:
Technology Capi-  Focuses on state-of-the-art strate-
tal Planning giesfor IT Capital Planning, with
(MTI) an emphasis on assessing and

managing infor mation technology
as an investment. The three phases
of the I T investment management
process are considered: selection of
proposals, control of on-going pro-
jects, and post-implementation
(existing systems) assessments.
Therelationship of IT performance
measures to mission performance
measures is explored. The course
examines the roles of the CIO and
other managersin developing I T
assessment criteria and considers
how the criteriaareused in IT
capital planning and in managing
the IT portfolio. Individual and
team exercises are employed, in-
cluding asimulation of the opera-
tion of the Investment Review
Board.

RECOMMENDED
ATTENDANCE:

The course is for mid to upper
level non-technical and technical
managers, including non-technical
functional managers, proc-
ess/operations managers, and in-
formation systems managers. Ci-
vilian managersin grades GS/GM
12-15 and military managersin
grades 0-4 to 0-6 are appropriate.

COURSE GOAL:

The goal of the course isto provide
an understanding of a practical,
state-of-the-art approach to IT in-
vestment analysis, including asso-
ciated strategies, tools, and tech-
niques. The courseisintended to
help individuals and agenciesin
their efforts to meet the require-
ments of the Clinger-Cohen Act.

COURSE OBJECTIVES:
The objectives of this course are to
provide an understanding of a

Duration

5 days

How-to-Do
(H)/What
to Do (W)
How to
Do

Distance
Learning
Candidacy
Candidate

Domain
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No.

35

CourseTitle

New World of the
CIO (NWC)

Brief Description

state-of -the-art methodology for IT
Capital Planning and Managing I T
as an investment and to demon-
strate the value of an I T assessment
methodology presented as a tool
for managing the IT portfolio, from
selection of proposals and control
of on-going projects to post-
implementation assessment and
decision-making

COURSE DESCRIPTION:
Provides a broad-based summary
of duties of a Chief Information
Officer. Using recent legislation as
a backdrop, the course examines
both explicit and implicit functions
of the CIO. The primary focus is
on how these laws, as well as cur-
rent policy and best business prac-
tices should be applied when plan-
ning, acquiring, managing, and
using infor mation resour ces. Set
in the context of an increasingly
and dynamic global environment,
the course provides a comprehen-
sive examination of infor mation
management in the Federal Gov-
ernment with emphasis on the in-
creasing dependency of the agency
on information technology asthe
primary means of improving mis-
sion performance and service de-
livery while sustaining budget and
staffing reductions.

RECOMMENDED
ATTENDANCE:

The course is appropriate for all
persons whose principle duties are
those of a Chief Information Offi-
cer or who work on the CIO staff
of an organization. It isintended
for civiliansin grades GS/GM 13
through 15 and military in grades
04 through O6.

COURSE GOAL:
The goal of the courseisto provide
asolid foundation for making im-

Duration How-to-Do Distance Domain
(H)/What Learning
to Do (W) Candidacy

5 days What to Potential IM
Do candidate
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No.

36

CourseTitle

Managing I nfor-
mation Security in
a Networked En-
vironment

(SEC)

Brief Description Duration  How-to-Do

(H)/What
to Do (W)
proved policy and business deci-
sions when acquiring, managing,
and using infor mation resour ces
to improve mission and program
performance.

COURSE OBJECTIVES:

The objectives of this course are to
assess the impact of the latest legal
and policy changes on information
management in the Federal Gov-
ernment and to assesstherole of a
ClIO in promoting and using in-
formation technology as a means
of improving an agency’ s mission
performance and service delivery.

COURSE DESCRIPTION: 5 days What to
Provides an executive-level per- Do
spective on protecting computer-
based information in a modern
networked environment. The
course covers a wide range of top-
icsincluding basics of information
security, the nature of the threat,
computer crime, trusted systems,
network security technology, en-
cryption, electronic commerce and
the Internet, legal and privacy is-
sues, infrastructure security, and
emerging security technologies.
The course also addresses strate-
gies for developing a sound secu-
rity policy and defines the role of
management in promoting em-
ployee security awareness and per-
forming risk analysis. Case studies,
demonstrations, hands-on exercises
and guest speakers are used to en-
hance classroom discussions.

RECOMMENDED
ATTENDANCE:

This courseis appropriate for func-
tional and technical managers who
require a good foundation in the
threats to security of information in
a networked environment and
emerging methods for countering
those threats. The courseis rec-
ommended for civilian grades
GS/GM 12-15 and military grades

Distance
Learning
Candidacy
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No. CourseTitle Brief Description

Distance Domain
Learning

Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

37

Strategic Man-
agement Of Your
Web Site (Web)

O-4to O-6.

COURSE GOAL:

The goal of the courseisto ac-
quaint the student with the major
issues involved in ensuring secu-
rity for computer-based informa-
tion and to provide the foundation
for developing the infrastructure,
policies and procedures to safe-
guard it.

COURSE OBJECTIVES:

The objectives of the course areto
raise awareness about the issues
involving information security
among functional and infor mation
r esour ce manager s, to explore the
manager’srolein establishing in-
formation security policy; and to
provide a foundation for making
enlightened decisions and tradeoffs
concerning he technological, legal
and procedural aspects of protect-
ing information in an pen, net-
worked environment.

COURSE DESCRIPTION: 5 days What to
Presents approaches for making the Do
Web site a strategic asset of the
DoD service organization. Al-
though the course does touch on
some technical issues associated
with developing and maintaining a
Web site (e.g., architecture, server
hardware/software decisions, con-
nectivity, and site security), its
emphasisis on strategies for en-
riching an organization’s own Web
site by taking full advantage of its
capabilities to provide dynamic
service to its customers and staff.
Discussions and examples deal
with the design of the type, organi-
zation, appearance, and usability of
information presented via the Web
site consistent with Department of
Defense policy. The course also
deals with the control of accessto
the site (Internet versus I ntranet),
methods for gathering and making
effective use of data on people who

Non- IM
candidate

54
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No. CourseTitle

Brief Description Duration  How-to-Do
(H)/What
to Do (W)

access the Web site, aswell as

techniques for building ateam

composed of both internal and ex-

ternal contributorsto the site.

RECOMMENDED
ATTENDANCE:

This courseis appropriate for sen-
ior level functional and technical
personnel who can influence the
way their organization usesits
Web site. The course is recom-
mended for civilian grades GS/GM
12-15 and military grades O-4 to
0O-6.

GOAL:

The overall goal of the courseisto
provide an understanding of the
management issues and strategies
to enable students to design the
strategic aspects of an Internet or
Intranet Web site that will enhance
the ability of their organization to
attain its mission.

OBJECTIVES:

The objectives of the course areto
enable students to analyze the re-
quirements of the Web site for
internal users (e.g., database inte-
gration, help desk services, human
resource services, research ser-
vices) and external users (e.g.,
catalog, electronic commerce, cus-
tomer services, information ser-
vices) and define the particular
services to be offered; plan the
architecture, staffing, resourcing,
and management of the creation or
major modification of aWeb site
that will meet user requirements;
design the arrangement and ap-
pearance of Web pages at the Web
site for functional effectiveness
and professional image; collect,
analyze, and apply data on Web
site users and their utilization to
improve site effectiveness; and
plan implementation strategies for
assuring secure and legal function-
ing of the Web site.

Distance
Learning
Candidacy

CMU/SEI-99-SR-006

55

Domain



I nfor mation Technology Cour ses

No.

38

CourseTitle

Telecom-
munications
Technology For
Managers

Brief Description Duration  How-to-Do
(H)/What
to Do (W)

COURSE DESCRIPTION: 5 days What to

Examines technical issues, trends, Do

and emerging technologiesin tele-
communications. The goal of the
course is to provide managers with
agreater ability to choose between
technological aternatives, plan
future telecommunicationsinfra-
structure, and anticipate future
advances. The course considers
selected technical issues and topics
such asimplications of ATM,
SONET, FDDI, and the signifi-
cance of shiftsin regulatory or
industry structure

RECOMMENDED
ATTENDANCE:

This course is appropriate for pro-
gram managers and other non-
telecommunications professionals
in civilian grades GS/GM 12
through 15 and military in grades
04 through O6. It isa survey
course and assumes no background
in the area of telecommunications
theory.

COURSE GOAL:

This course focuses on telecom-
munications principles, systems
and issues. Students emerge from
this course with a working knowl-
edge of telecommunications tech-
nology and have the ability to as-
sess the managerial and policy
conseguences of embracing vari-
ous technologies.

COURSE OBJECTIVES:

The objectives of the course areto
explain recent developmentsin
telecommunications technology;
assess the impact of these tech-
nologies on the performance of
Automated Information Systems;
and provide a framework to syn-
thesize the issues that must be con-
sidered in eval uating telecommu-
nications services.

Distance
Learning
Candidacy

Potential
candidate

Domain

Y
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No. CourseTitle Brief Description Duration

IRM College cour ses conducted at DAU

39 IntermediateIn- DESCRIPTION: 14 days
formation Sys- Intermediate Information Systems
tems Acquisition Acquisition is a computer-based

course for mid-level managers with
responsibilities in information sys-
tems (1S)/information technol ogy
(IT) acquisitions. Students develop
competencein applying IS/IT
management skillsin IS/IT plan-
ning, organizing, directing, and
controlling information systems
acquisition programs. Areas of
application include: the unique
aspects of 1S/IT (including soft-
ware) acquisition management,
information technology as a capital
investment, DoD IS/IT strategic
planning and architectural princi-
plesrelated to |S/IT acquisitions,
interoperability techniques and
methods, emerging I T as potential
solutions in satisfying DoD IT re-
quirements, systems and software
design and analysis techniques,
IS/IT requirements and configura-
tion management, business process
reengineering, |S/1T quality assur-
ance, |S/IT deployment, and the
contracting process in concert with
the program management and
budgetary processin IS/IT acquisi-
tions. Team-oriented exercises
alow studentsto apply the IS/IT
management concepts to current
IS/IT acquisition management sce-
narios. Students are required to use
notebook computers to accomplish
class preparation, exercises, and
course tests.

COURSE OBJECTIVES:
Students who successfully com-
plete this course will be able to:

e explain the concepts and ter-
minology that comprise the
major information systems ac-
quisition management proc-
esses and how the processes
interact

How-to-Do
(H)/What
to Do (W)

How to
Do

Distance
Learning
Candidacy

Candidate

Domain

IM
(SAM)
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No. CourseTitle Brief Description

e definetheroles, activities, and
relationships of Department of
Defense, other government en-
tities, and industry that par-
ticipate in and affect the ac-
quisition process

e develop the management skills
needed to effectively and effi-
ciently use people, money, fa-
cilities, information, and time
in the accomplishment of in-
formation systems acquisition
objectives

e recognize internal and external
factors that influence and con-
strain the information systems
acquisition process and under-
stand how to deal with these
factorsin light of risk, uncer-
tainty, and change

WHO SHOULD ATTEND:

Level | certified mid-level manag-
ers with responsibilitiesin infor-
mation systems (1S)/information
technology (IT) acquisitions.

PREREQUISITES:
IRM 101, ACQ 201

Computer-based course for mid-
level managers with responsibili-
tiesininformation sys-
tems/information technology ac-
quisitions.

40 Intermediate DESCRIPTION:

Software Acquisi-  This course extends the career

tion Management  education of the software acquisi-
tion professional through applied
learning using in-depth study of
real and hypothetical software ac-
quisition cases from within DoD to
include C4l, AlISand MCCR. The
students extend their knowledge of
current best practices and critical
success factors for software acqui-
sition by actively applying con-
cepts and tools of risk management
and project management, to in-
clude plans for defining procure-

How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

How to Candidate
Do

Domain

IM
(SAM)
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No.

41

CourseTitle

Advanced Soft-
war e Acquisition
M anagement

Brief Description Duration  How-to-Do

(H)What
to Do (W)

ment requirements, vendor qualifi-

cation, evaluation of proposal

evaluation criteria, and creation

and evaluation of documentation

relevant to software acquisition.

Learning processes focus on all

key competencies established for

Leve Il software acquisition pro-

fessionals.

COURSE OBJECTIVES:
Students who successfully com-
plete this course will be able to:

e apply acquisition strategies
used for software and soft-
ware-intensive systems

e define the concepts of soft-
ware architecture and systems
architecture

e  describe program software life
cycle planning and test pro-
gram planning factors

e apply requirements manage-
ment and risk mitigation

e define software acquisition

e explaintheroles of Domain
Analysisand modeling in re-
quirements analysis

WHO SHOULD ATTEND:

This courseisopento al military
officers of rank O-3 through O-5
and DaD civilians GS-9 through
GS-12, working in, or selected for,
software acquisition management
positions. This course is mandatory
for those serving in Level |1 acqui-
sition positions whose dutiesin-
clude software acquisition man-
agement.

PREREQUISITES:
ACQ 201, SAM 101.

DESCRIPTION: l4days Howto
Advanced Software Acquisition Do
Management is designed for senior

Distance
Learning
Candidacy

Candidate

Domain

IM
(SAM)
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No.

Brief Description Duration  How-to-Do
(H)What
to Do (W)
managers with responsibility for
programs in which softwareis a
critical component. Readings,
cases, and guest speakers extend
across the domains of weapon sys-
tems, command and control sys-
tems, and management information
systems; providing students a
comprehensive framework for
comparison and critical reflection.
The course focuses on key soft-
ware acquisition competencies
established for Level 111 acquisi-
tion professionals, while concen-
trating on software-specific con-
siderations such asreuse, COTS,
open systems standards, and soft-
ware metrics. The course chal-
lenges students to critically evalu-
ate alternative models, methods,
and tools applicable to software
acquisition through the use of real
and hypothetical DoD software
acquisition cases. Software
acquisition planning and
management, software risk
identification and mitigation, and
software acquisition critical
success factors and best practices
are also considered.
COURSE OBJECTIVES:
Students who successfully com-
plete this course will be able to:

e analyze the causes of cost,
schedule, and performance
problemsin large software ef-
forts and explore strategies for
avoiding or correcting such
problems

e examine salient differencesin
strategy, methods, and tools
between commercial software
acquisition efforts and DoD
efforts.

e develop an ability to recognize
and selectively adopt commer-
cial practicesfor usein aDoD
software program

e understand the organizational
and cultural dynamics of pro-

Distance
Learning
Candidacy

Domain
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No.

42

CourseTitle

Advanced Infor-
mation Systems
Acquisition

Brief Description Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

gram offices and software de-
velopment teams

e beableto evaluate the

suitability of alternative
organizational structures,
including integrated product

o tealmie and select software

metrics that will providein-
sight into program status and
facilitate early detection of po-
tential problems

e assessthe current state of the

Federal and DoD acquisition
reform movements and incor-
porate new policiesinto cur-
rent and future software acqui-
sition programs

WHO SHOULD ATTEND:

This courseis required of software
acquisition personnel who servein
the software acquisition field as
Level 1l managers or technical
experts. Civilian grades GS/GM 13
to 15 and military ranks O-4 to O-6
are appropriate.

PREREQUISITES:

SAM 201
DESCRIPTION: 15days Howto Candidate
Advanced Information Systems Do

Acquisition is a computer-based
course for senior managers with
responsibilities in information sys-
tems (1S)/information technol ogy
(IT) acquisitions. Students develop
mastery level skillsin evaluating
and recommending strategies,
evaluating plans, and making deci-
sionsin ISYIT acquisition man-
agement by using current technol-
ogy to perform authentic tasksin a
realistic, team oriented environ-
ment. Areas of mastery include:
the unique aspects of information
systems acqui sition management,
evaluating I T as acapital invest-
ment, tailoring the DoD program
management systemto an IS/IT
acquisition, evaluating and rec-
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No.

Brief Description

ommending DoD I1S/IT strategic
plans and architecturesfor IS/IT
acquisitions, assessing and recom-
mending techniques used to ensure
DoD IS/IT interoperability, evalu-
ating and recommending emerging
IT for ISIT acquisition strategies,
evaluating and recommending sys-
tems and software engineering
methods and models, using busi-
Ness process reengineering to de-
termine IS/IT requirements, evalu-
ating an |S/IT program for
adequate quality assurance, rec-
ommending performance meas-
ures/metrics for IS1T (including
software) acquisition performance,
and using the contracting process
in concert with the program man-
agement and budgetary processin
IS/IT acquisitions.

Team-oriented cases alow stu-
dents to evaluate realistic and cur-
rent |S/IT acquisition management
scenarios. Students are required to
use notebook computers to accom-
plish class preparation, team exer-
cises, and individual assignments.
Through study, reflection, re-
search, and individual and team
activities, students develop the
skills and professionalism required
in today’ s acquisition workforce.

COURSE OBJECTIVES:
Students who successfully com-
plete this course will be able to:

e evauate issues and make stra-
tegic level decisionsin De-
partment of Defense (DoD) in-
formation systems (1S)/
information technology (IT)
acquisition program manage-
ment, DoD infor mation tech-
nology management, and
DoD IT procurement process
management

o effectively lead or participate
inIT Integrated Product

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

Domain
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No.

43

CourseTitle

Brief Description

Teams that make acquisition
reform initiatives operational
and manage I T asa capital in-
vestment

WHO SHOULD ATTEND:
Senior managersin civilian grades
GS/GM 13 to 15 and military
ranks O-4 to O-6 who have suc-
cessfully completed the require-
ments for Level 11 in the Commu-
nications-Computer Career Field.

PREREQUISITES:
IRM 201.

Institute for National Strategic Studies

Duration How-to-Do
(H)/What
to Do (W)

Distance Domain
Learning
Candidacy

The School of Information Warfare and Strategy, the teaching and outreach
arm of INSS's Advanced Concepts, Technologies, and | nfor mation Studies Di-
rectorate. The School teaches Information Strategies to senior-level students of NDU
and shorter specialty courses in information warfare to a broader government com-
munity. The school’s curriculum focuses on the use of information in the planning
and execution of national strategy, military strategy, and joint operations.

Information Warfare

6600 Defensive
Information War -
fare: Protecting
Cyber space

6675 Legal Foun-
dations Of Infor-
mation Age Con-
flict

This course provides a foundation
in information protection issues.
Information warfare is conceptual -
ized as cooperation, competition,
coordination, and conflict in the
Information Age. The information
warfare system is viewed from the
perspective of protecting the life-
blood of the Information Age. The
issues and concepts presented and
discussed provide a foundation for
examining and making decisions
about protecting cyberspace used
by our society, economy, infra-
structure and military. TS/SCI
clearance required.

This course provides students with
afoundation in some of the critical
legal issues shaping conflict in the
Information Age. The issues and
concepts with which the students
are challenged provide them with
the theoretical underpinnings nec-
essary for their examination of

What to
Do

What to
Do

Non- IM
candidate

Potential IM
candidate
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No.

45

46

a7

CourseTitle

6775 Psychologi-
cal Aspects Of
Information War -
fare

6825 Military
Strategy And Op-
erational Planning
In TheInforma-
tion Age

6550 Executive
Overview Of In-
formation War -
fare

Brief Description

National Security areas, such as
space and telecommunications, and
closes with an analysis of crucial
conceptual issues, such as, whether
information warfare constitutes a
“use of force” in the legal sense.

This course examines the elements
of warfare that have collectively
been categorized as perception
management. These manipulative
techniques can be decisive strate-
gically and operationally when
integrated with other operations
and other elements of information
warfare. The course investigates
historical case studies, current
methodologies, and concludes with
an exercise in designing an infor-
mation warfare strategy. Secret
Clearance required..

This course introduces the evolv-
ing concepts of information war-
fare and their integration into op-
erational planning conducted by
theater CINCs. The course covers
the foundations of operational
planning and includes a review of
Defense Planning Systems and
their relationship to the develop-
ment of theater strategy and delib-
erate planning. Particular emphasis
is placed on the development of
command and control warfare
(C2W) strategies and their integra-
tion into theater campaign plans.

This course introduces the evolv-
ing concepts of information war-
fare and integrates technology,
operations, and doctrine as aforce
multiplier in conventional conflict
and as a unique form of warfare.
This includes consideration of cur-
rent initiatives to implement these
concepts at the operational and
strategic levels of warfare in sup-
port of national security and joint
warfare. The primary objective of
the courseis to cause the student to
reflect and draw conclusions about

Duration

How-to-Do
(H)/What
to Do (W)

How to
Do

What to
Do

What to
Do

Distance Domain
Learning

Candidacy

Potential IM
candidate

Potential IM
candidate

Potential IM
candidate
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No. CourseTitle Brief Description

the nature of warfare in the Infor-
mation Age. Secret Clearance re-
quired.
Commercial
48 COURSE OVERVIEW:
The Network Administration for
UNIX Systems course covers the
duties of a network administrator.
Topics discussed include setting up
your systems in a networked envi-
ronment that includes the hardware
and software configuration, sharing
files and file systems over a net-
work, problem solving and preven-
tion, and network security.

Network Admini-
stration For
UNIX Systems

49 COURSE OVERVIEW:

The Network Programming for
UNIX Systems course provides a
complete understanding of the phi-
losophy and mechanics of develop-
ing distributed applications on a
UNIX system. Students will be
shown the how and why of distrib-
uted programming and will be
given the necessary toolsto im-
plement such systems on their
own.

Network Pro-
gramming for
UNIX Systems

50 COURSE OVERVIEW:

This course provides the student
with an introduction to TCP/IP
(Transmission Control Proto-
col/Internet Control). Asan intro-
ductory course, it defines the dif-
ference between the TCP and IP
protocols and the various protocols

in the family of TCP/IP products.

UNIX TCP/IP
Networking Es-
sentials

PREREQUISITES:

Familiarity with UNIX, including
the Bourne or C shell and the
DG/UX file structure and process
hierarchy. Experience such as that
gained by taking the Using UNIX
course is suggested.

51 COURSE OVERVIEW:

The TCP/IP Concepts course pro-

TCP/IP Concepts

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

3 days How to Candidate
Do

3 days How to Candidate
Do

4t06 How to Candidate

hours Do

4 days How to Candidate
Do
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No. CourseTitle Brief Description

vides a complete understanding of
the basics of TCP/IP and is de-
signed for experienced program-
mers, network planners and sup-
port personnel. Topics covered
include TCP/IP Architecture,
Internet Layer, Transport Layer,
Applications Layer, Accessing
Network Services and the Internet.

COURSE OVERVIEW:

The Novell Web Server Manage-
ment course covers NetWare Web
Server management tasks. Broadly,
the course covers setting up Inter-
net or Intranet solutions. It deals
with how to set up a NetWare Web
server, set up an IPX/IP gateway
for IPX clients, and restrict access
to aNetWare Web server. This
courseisdesigned for NetWare 4
system managers, CNEs, CNils,
MCNEs, WWW consultants, sys-
tem integrators, Internet Service
Providers, and resellers. Upon
completing this course, students
will understand how to: distinguish
between Internet and Intranet solu-
tions and identify their benefits;
determine Internet connectivity
options for a Web server; install a
NetWare Web Server; configure a
NetWare Web Server; configure
the IPX/IP gateway; use Novell
Directory Services from a Web
browser.

52  Novell Web
Server Manage-
ment

PREREQUISITES:

Students taking this course should
know how the Internet functions.
They should also have aworking
knowledge of networking with
Novell.

COURSE OVERVIEW:

This course provides the essential
skills needed to select the firewall
best suited to their company pol-
icy. Upon successful completion of
this course, students will be able
to: understand various Internet and
firewall policy issues, apply

53  Building Firewalls
and Internet Se-
curity

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

4 hours How to Candidate
Do

3.5hours Howto Candidate
Do

Domain

Y
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TCP/IP protocol to firewalls; ex-
amine critical firewall construction
techniques; evaluate various types
of firewalls, investigate tools for
auditing firewalls; understand how
hackers mount attacks and how to
react to an intrusion. Thiscourseis
intended for Network managers
and specialists, and those IT pro-
fessionals who are responsible for
implementing and maintai ning
effective Internet and Intranet se-
curity.

PREREQUISITES:

Students should have basic to in-

termediate understanding of prin-

ciplesininternetworking and have

experience with networking tools.
54 COURSE OVERVIEW:
Whether your interest in the Inter-
net is business or pleasure, the
Internet: Global Communications
courseis designed to start you on
your way to becoming a proficient
and confident Internet citizen.
You'll learn background informa-
tion about how the Internet works
and be able to communicate with
the global community using your
e-mail application. You'll also
learn about mailing lists and how
to join groups of people discussing
common topics of interests. This
courseisintended for students who
already have access to an Internet
connection and knowledge of their
electronic mail system.

Internet: Global
Communications

55 COURSE OVERVIEW:

The Internet: Joining the Global
Community courseis awell-
rounded exploration of the Internet
programs, sites and uses. Users
will learn the myriad of ways they
can uncover and access informa-
tion at sites on the Internet. From
using Telnet to access alibrary’s
database of holdings to conducting
discussions in one of the thousands
of newsgroups to accessing spe-

Internet: Joining
the Global Com-
munity

Distance
Learning
Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

How to Candidate

Do

3 hours

How to Candidate

Do

6 hours
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cific information on the World
Wide Web. This courseis designed
so the user can find the information
they want — quickly and efficiently.
Before taking this course, users
may wish to complete The Inter-
net: Global Communications
course.
56 COURSE OVERVIEW:
Many companies are turning to the
technologies offered by the Inter-
net to meet their communication
needs. Implementing an Intranet is
a complicated task with many
technological and organizational
considerations to take into account.
This course offers students a
means of planning and designing
an efficient and appropriate Intra-
net solution. Planning and Design-
ing Corporate Intranets is designed
to provide a capstone, as well as
integral training, for the Intranet
working specialist. This courseis
intended for network administra-
tors, IT specialists, or corporate
networking professionals with re-
sponsibility for planning and de-
signing an Intranet prior to imple-
mentation.

Planning and De-
signing Cor por ate
Intranets

PREREQUISITES:
The user should have comprehen-
sive knowledge of Internet and
Intranet technologies, tools, and
related skills as delivered in previ-
ous courses in the curriculum, and
should have prior experience of
project management.
57 COURSE OVERVIEW:
The ActiveX Tools and Technol-
ogy Essentials courseis the intro-
ductory course of Gartner Learn-
ing’s courses. It introduces the
audience to ActiveX technology,
and gives an overview of the ori-
gins of ActiveX. Thistraining will
enable the audience to use ActiveX
technology effectively, efficiently,
to develop dynamic and interactive

ActiveX Toolsand
Technology Es-
sentials

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

4 hours How to Candidate
Do
How to Candidate
Do

Domain
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Web pages. The audience for this
courseis users who know how to
use atext editor such as Notepad
and should understand basic Web
development principles. This
course was developed in partner-
ship with Prosoft |-Net Solutions,
Inc.

PREREQUISITES:

Learners should be familiar with

Windows and Windows 95 and

should know the basics of

VBScript.
58 COURSE OVERVIEW:
The Microsoft Visual Basic 5.0,
ActiveX, and the Internet course
introduces you to ActiveX features
that are availablein Visua Basic
5.0 and provides information that
will help you to develop applica-
tions with Visual Basic 5.0. The
audience for this course is devel-
opers and programmers with an
intermediate level of experience
with Visual Basic 5.0.

Microsoft Visual
Basic 5.0,
ActiveX, and the
Internet

PREREQUISITES:
Students taking this course should
have an understanding of basic
development principles; an under-
standing of object-oriented princi-
ples, including analysis and design;
an understanding of the Windows
95 or Windows NT operating sys-
tem. Students should have com-
pleted the following Gartner
Learning courses. Using Windows
95 or Using Windows NT course;
Microsoft Visual Basic 5.0 Essen-
tials, Microsoft Visual Basic 5.0
Client/Server Development.
59 COURSE OVERVIEW:
The Microsoft Visual Basic 5.0
Client/Server Development course
isfor developers and programmers
who have a proficient-level under-
standing of Visual Basic 5.0 and
want to gain knowledge on devel-
oping production-ready applica-

Microsoft Visual
Basic 5.0 Cli-
ent/Server Devel-
opment

Distance
Learning
Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

How to Candidate

Do

How to Candidate

Do

4 hours

Domain

M
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No. CourseTitle Brief Description

tions for usein a client/server envi-
ronment. Students will learn how
to: simplify application develop-
ment using resource files, the Ap-
plication Wizard, and pre-built
controls; maintain aproject’s

forms and controls using the Forms

collection and Controls collection;
use classes to define frequently
used objects; access and manipu-
late datain internal and external
databases; use bound and unbound
controls to present information.
The student will learn to create an
application that can browse HTML
pages and perform functions over
the Internet. The course also
teaches how to call DLL routines,
display on-line Help in an applica-
tion, and selectively compile por-
tions or versions of an applica

tion's code. The student also learns

how to handle run-time errors.

PREREQUISITES:
Students taking this course should
have taken Gartner Learning's
Gaining Expertise on Windows 95
or Using Windows NT Work-
station 4.0 (or equivalent knowl-
edge of the operating system).
They should also have taken Mi-
crosoft Visual Basic 5.0 Essentials
which provides an understanding
of the basic development princi-
ples, object-oriented principles
including analysis and design.
60 COURSE OVERVIEW:
The SQL*Net and the Multi-
Threaded Server course addresses
the unique features of the multi-
threaded server and compares the
multi-threaded server to the dedi-
cated server environment. It also
provides the information needed to
configure the multi-threaded
server. In addition, this course ex-
plains the tunable components of
the multi-threaded server, and how
to monitor the system for optimal
performance. The audience of this

SQL*Net and the
Multi-Threaded
Server

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

2-3hours How to Candidate

Do

Domain

M
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No.

61

CourseTitle

Advanced Ar chi-
tecture

Brief Description Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

course is database administrators,

systems administrators, network

managers, and technical support

personnel. Upon course comple-

tion, users will be able to: describe

SQL*Net architecture; recognize

when SQL*Net is needed; recog-

nize architectural features of the

multi-threaded server; identify

advantages of the multi-threaded

server; set initialization parameters

to configure the multi-threaded

server; add and manage dispatcher

processes, manage shared server

processes, avoid artificial dead-

locks; tune the multi-threaded

server.

PREREQUISITES:

The Oracle7 Administration and
Advanced Oracle7 Administration
courses, and a working knowledge
of the Oracle7 database.

COURSE OVERVIEW: 4t06 How to Candidate
The Advanced Architecture course  hours Do
helps students |earn about cli-
ent/server architecture and learn
how client/server architectureis
affected by emerging technologies.
Distributed databases, cooperative
processing technologies (OCE,
COM, and OLE, CORBA and
SOM), and case studies that give a
hands-on view of client/server im-
plementation are also discussed in
this course. After successfully
completing this course, students
will know how to understand ad-
vantages and limitations of the
different types of client/server ar-
chitecture; identify emerging tech-
nologies such as Distributed Com-
puting Environment (DCE), Object
Linking and Embedding (OLE),
and System Object Model (SOM);
and understand distributed data-
bases and their impact on cli-
ent/server implementation. This
courseis designed for technical
architects, functional architects,
and system analysts.

CMU/SEI-99-SR-006
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No. CourseTitle Brief Description Duration

PREREQUISITES:

Students are expected to have suc-
cessfully completed the Cli-
ent/Server Concepts course from
Gartner Learning, or have abasic
knowledge of client/server systems
prior to enrolling in this course.

62  Advanced Client COURSE OVERVIEW: 4106
Topics The Advanced Client Topics hours

course teaches students about cli-
ent/server model methods from the
perspective of clients. Roles and
responsibilities of the client, dis-
cussions about graphical user inter-
faces (GUIs), processing distribu-
tion, and development tools are
also covered in this course. Case
studies that give a hands-on view
of two companies that are design-
ing client/server systems are also
included. After successfully com-
pleting this course, students will
know how to define the cli-
ent/server model and its strengths
and limitations from the client per-
spective; explore the impact of
graphical user interfaces on pro-
ductivity; understand issues related
to processing distribution including
workstations, network access, and
information access; and identify
tools and technologies available for
client-based development. This
courseis designed for technical
architects, functional architects,
project managers, system analysts,
and system designers.

PREREQUISITES:

Students are expected to have suc-
cessfully completed the Cli-
ent/Server Concepts course from
Gartner Learning, and have experi-
ence with graphical user interfaces
(GUIs) prior to enrolling in this

course.
63  Advanced Server COURSE OVERVIEW: 4t06
Topics The Advanced Server Topics hours

How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

How to Candidate
Do

How to Candidate
Do

Domain
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No.

64

CourseTitle

Client/Server
Concepts

Brief Description Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

course teaches students about

methods within the client/server

model from the perspective of the

server. Roles and responsibilities

of the server and the various server

types are also included in this

course. Case studiesthat give a

hands-on view of two companies

that are choosing servers are also

discussed. After successfully com-

pleting this course, students will

know how to define the cli-

ent/server model and its strengths

and limitations from the client per-

spective; understand the purposes

and limitations of referential integ-

rity, triggers, and procedures; iden-

tify the characteristics of database,

print, file, and applications servers;

and understand the i ssues associ-

ated with server hardware includ-

ing storage, performance, and

available technology alternatives.

This courseis designed for techni-

cal architects, project managers,

systems analysts, and systems de-

signers.

PREREQUISITES:

Students are expected to have suc-
cessfully completed Gartner Learn-
ing’s Client/Server Concepts and
Understanding Relational Data-
bases courses, and have experience
with networks prior to enrolling in
this course.

COURSE OVERVIEW: 4t06 How to Candidate
The Client/Server Concepts course  hours Do
helps students gain a broad over-

view of the client/server model and

learn how that model has evolved

from traditional architecture to

current networks. Client/server

architectures and methodol ogies

are also discussed, as are some of

the future technical challenges.

Case studies are included in the

course to provide real-life exam-

ples of the material presented. Af-

ter successfully completing this

course, students will know about
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No.

65

66

CourseTitle

Introduction to
the Client/Server
World

IBM DB2 Basic
Application De-

Brief Description Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

the strengths and limitations of

client/server architecture; under-

stand the key technology and de-

velopment issues, and explore their

role within client/server comput-

ing; identify the key components

of the client/server model; and

explore the challenges and oppor-

tunities of client/server computing

within the software development

arena. This courseis designed for

functional architects, technical

architects, project managers, and

system analysts.

PREREQUISITES:

Students are expected to have a
working knowledge of relational
databases and communication con-
cepts prior to enrolling in this
course. Gartner Learning recom-
mends that students complete the
Understanding Relational Data-
bases course prior to enrolling in
this course.

COURSE OVERVIEW: 1 day How to Candidate
The Introduction to the Cli- Do
ent/Server World course provides

students with an overview of cli-

ent/server computing, and dis-

cusses client/server concepts, prin-

ciples, and terminology. After

successfully completing this

course, students will know about

the history of the client/server

model; about client/server mythol-

ogy; about client/server vendors

and tools; and about various cli-

ent/server implementation issues.

This courseis designed for execu-

tives, managers, sales and market-

ing professionals, and users who

work with computers and are inter-

ested in understanding client/server

computing.

PREREQUISITES:
None.

COURSE OVERVIEW: 3 hours How to Candidate
IBM’s DB2 offers a powerful ap- Do

Domain

74

CMU/SEI-99-SR-006



I nfor mation Technology Cour ses

No.

67

CourseTitle

velopment

IBM DB2 Ad-
vanced Applica-
tion Development

Brief Description Duration  How-to-Do

(H)What

to Do (W)

proach to database management
with integrated object-rel ational
multimedia capabilities and sup-
port for the industry’ sleading plat-
formstoday. The IBM DB2 Basic
Application Development course
introduces the basics of application
development, covering database
objects and data manipulation.
This courseis one of two covering
IBM DB2 application develop-
ment. The other course, IBM DB2
Advanced Application Develop-
ment, should be taken after com-
pleting this one. Both of these
courses must be completed to pre-
pare the student to take the IBM
Exam 505 - DB2 UDB Application
Development. There are atotal of
five coursesin this curriculum. :
IBM DB2 Server Fundamentals,
IBM DB2 Administration Essen-
tials, IBM DB2 Advanced Admini-
stration, IBM DB2 Basic Applica-
tion Development, IBM DB2
Advanced Application Develop-
ment. The courseisintended for
anyone who plans, implements, or
mai ntai ns databases. This would
include people who work as appli-
cation developers, data managers,
and information specialists.

PREREQUISITES:

Users taking this course should
possess excellent computer skills.
They should have experience of
databases and SQL . They should
take the foundation course, IBM
DB2 Server Fundamentals, also
developed by Gartner Group
Learning, prior to taking this
course. In addition, Fundamentals
of SQL is another Gartner Group
Learning course that is considered
to be a prerequisite of this course.

COURSE OVERVIEW: 3 hours How to
IBM’s DB2 offers a powerful ap- Do
proach to database management

with integrated object-rel ational

multimedia capabilities and sup-

Distance
Learning
Candidacy

Candidate
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No.

68

CourseTitle

IBM DB2 Ad-
ministration Es-
sentials

Brief Description Duration  How-to-Do
(H)What
to Do (W)
port for the industry’ sleading plat-
formstoday. The IBM DB2 Ad-
vanced Application Development
course builds on the information in
the IBM DB2 Basic Application
Development course and covers
the more advanced skills needed
by an application developer. This
is one of two courses covering
IBM DB2 application develop-
ment. The other Gartner Learning
course, IBM DB2 Basic Applica
tion Development, should be taken
before completing this one. Both of
these courses must be completed to
prepare the student to take the IBM
Exam 505 - DB2 UDB Application
Development. There are atotal of
five coursesin this curriculum. :
IBM DB2 Server Fundamentals,
IBM DB2 Administration Essen-
tials, IBM DB2 Advanced Admini-
stration, IBM DB2 Basic Applica-
tion Development, IBM DB2
Advanced Application Develop-
ment. The course is intended for
anyone who plans, implements, or
mai ntai ns databases. This would
include people who work as appli-
cation developers, data managers,
and information specialists.

PREREQUISITES:

Users taking this course should
possess excellent computer skills.
They should have experience of
databases and SQL . They should
also have taken the foundation
course, IBM DB2 Server Funda-
mentals, developed by Gartner
Group Learning, prior to taking
this course. In addition, Fundamen-
tals of SQL is another Gartner
Group Learning course that is con-
sidered to be a prerequisite of this
course.

COURSE OVERVIEW: 4 hours How to
IBM’s DB2 offers a powerful ap- Do
proach to database management

with integrated object-relational

multimedia capabilities and sup-

Distance
Learning
Candidacy

Candidate

Domain

M
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69

CourseTitle

IBM DB2 Ad-
vanced Admini-

Brief Description Duration  How-to-Do

(H)What

to Do (W)

port for the industry’ sleading plat-
formstoday. The IBM DB2 Ad-
ministration Essentials course
teaches the student how to perform
basic database administration tasks
using IBM DB2. It coversthe ba-
sics of database administration
using IBM DB2. This courseisone
of two covering IBM DB2 data-
base administration. The other
course, IBM DB2 Advanced Ad-
ministration, should be taken after
completing this one. Both of these
courses must be completed to pre-
pare the student to take the IBM
Exam 504 - DB2 UDB Database
Administration. There are atotal of
five coursesin this curriculum.
IBM DB2 Server Fundamentals,
IBM DB2 Administration Essen-
tials, IBM DB2 Advanced Admini-
stration, IBM DB2 Basic Applica-
tion Development, IBM DB2
Advanced Application Develop-
ment. This courseisintended for
anyone who plans, implements, or
mai ntai ns databases. This would
include people who work as appli-
cation developers, data managers,
and information specialists.

PREREQUISITES:

Users taking this course should
possess excellent computer skills.
They should have experience of
databases and SQL, aswell asa
strong knowledge base in areas
such as basic database principles,
basic data design, and modeling.
They should also take the founda-
tion course, IBM DB2 Server Fun-
damentals, developed by Gartner
Group Learning, prior to taking
this course. In addition, Fundamen-
tals of SQL is another Gartner
Group Learning course that is con-
sidered to be a prerequisite of this

course.
COURSE OVERVIEW: 4 hours How to
IBM’s DB2 offers a powerful ap- Do

Distance
Learning
Candidacy

Candidate
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No.

CourseTitle

stration

Brief Description Duration  How-to-Do

(H)What

to Do (W)
proach to database management
with integrated object-rel ational
multimedia capabilities and sup-
port for the industry’ sleading plat-
formstoday. The IBM DB2 Ad-
vanced Administration course
provides the training necessary for
student to perform database ad-
ministration tasks using IBM DB2.
These tasks include monitoring
DB2 activity, recovering data-
bases, and troubleshooting prob-
lems. This courseis one of two
covering IBM DB2 database ad-
ministration. It covers the basics of
database administration using IBM
DB2. The other course, IBM DB2
Administration Essentials, should
be taken before completing this
one. Both of these courses must be
completed to prepare the student to
take the IBM Exam 504 - DB2
UDB Database Administration.
There are atotal of five coursesin
this curriculum. IBM DB2 Server
Fundamentals, IBM DB2 Admini-
stration Essentials, IBM DB2 Ad-
vanced Administration, IBM DB2
Basic Application Development,
IBM DB2 Advanced Application
Development. This courseisin-
tended for anyone who plans, im-
plements, or maintains databases.
This would include people who
work as application devel opers,
data managers, and information
specialists.

PREREQUISITES:

Users taking this course should
possess excellent computer skills.
They should have experience of
databases and SQL aswell asa
strong knowledge base in areas
such as basic database principles,
basic data design, and modeling.
They should also take the founda-
tion course, IBM DB2 Server Fun-
damentals, developed by Gartner
Group Learning, prior to taking
this course. In addition, Fundamen-
tals of SQL is another Gartner

Distance
Learning
Candidacy

Domain

78
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No.

70

71

CourseTitle

IBM DB2 Server
Fundamentals

Using
INFORMIX-SQL

Brief Description Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

Group Learning course that is con-

sidered to be a prerequisite of this

course.

COURSE OVERVIEW: 4 hours How to Candidate
IBM’s DB2 offers a powerful ap- Do
proach to database management
with integrated object-rel ational
multimedia capabilities and sup-
port for the industry’ sleading plat-
formstoday. The IBM DB2 Server
Fundamental s course introduces
the student to the fundamental s of
DB2. It outlines the steps neces-
sary toinstall DB2 Universal
Server Version 5, describes how to
control data access, and implement
database objects and concurrency.
This course acts as a foundation
course for the other four coursesin
this curriculum. Therefore, this
course should be taken before tak-
ing any of the following Gartner
Group Learning courses. IBM DB2
Administration Essentials, IBM
DB2 Advanced Administration,
IBM DB2 Basic Application De-
velopment, IBM DB2 Advanced
Application Development. This
courseisintended for anyone who
plans, implements, or maintains
databases. This would include
people who work as application
developers, system or database
administrators, data managers, and
information specialists.

PREREQUISITES:

Users taking this course should
possess excellent computer skills.
They should have experience of
databases and SQL. In addition,
Fundamentals of SQL is a Gartner
Group Learning course which is
considered to be a prerequisite of
this course.

COURSE OVERVIEW: 6to8 How to Candidate
This courseis designed for those hours Do

who need to learn INFORM I X-

SQL in the fastest, most economi-

cal way possible. The course com-
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No.

72

73

74

CourseTitle

Using
INFORM I X-SQL

Advanced
INFORMIX-SQL

INFORMI X-

Brief Description

bines a hands-on tutorial with a
200+ page workshop for additional
learning and reinforcement. Stu-
dents will learn the basic concepts
of SQL and how to construct sim-
ple and complex queries. They will
also learn how to define and use
tables, views, and indexes. Adding,
updating, and deleting rows are
also covered.

PREREQUISITES:
None.

COURSE OVERVIEW:

This course is designed for those
who need to learn INFORM I X-
SQL in the fastest, most economi-
cal way possible. The course com-
bines a hands-on tutorial with a
200+ page workshop for additional
learning and reinforcement. Stu-
dents will learn the basic concepts
of SQL and how to construct sim-
ple and complex queries. They will
also learn how to define and use
tables, views, and indexes. Adding,
updating, and deleting rows are
also covered.

6to8
hours

PREREQUISITES:
None.

COURSE OVERVIEW:

Thisisan advanced course de-
signed to follow Using
INFORMIX-SQL. It dealsin more
detail with concepts presented in
Using INFORMIX-SQL aswell as
introducing new material such as
transaction controls, stored proce-
dures, and triggers.

6to8
hours

PREREQUISITES:

Using INFORMIX-SQL course, or
equivalent knowledge and experi-
ence.

COURSE OVERVIEW:

Duration

4 hours

How-to-Do Distance Domain
(H)/What Learning

to Do (W) Candidacy

How to Candidate IM
Do

How to Candidate IM
Do

How to Candidate IM
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OnLine Dynamic
Server Manage-
ment and Optimi-
zation

The Managing and Optimizing
INFORMIX-OnLine Dynamic
Server course presents the features
of INFORMIX-OnLine dynamic
server. It covers the various meth-
ods that you can use to manage and
optimize OnLine dynamic server.
The audience for this courseis
database administrators and users
who need to support and leverage
the INFORMIX-OnLine Dynamic
Server database. After completing
this course, you will be ableto list
the features of INFORMIX-
OnLine Data Storage; manage data
access; ensure data integrity; list
advanced management issues.

PREREQUISITES:
Students taking this course should
have a basic understanding of da-
tabase design principles. Some
DBA experience with alarge cli-
ent-server or enterprise database
would be helpful.
75 COURSE OVERVIEW:
The Database Design and Manipu-
lation with Microsoft SQL Server
6.0 course defines terminology and
introduces the student to the design
of the databases. The student will
learn how to create databases, de-
vices, and tables according to stor-
age needs and constraints. Upon
course completion, the student will
know how to retrieve and modify
specific data by using the Transact-
SQL component of SQL Server
6.0. This courseis designed for
database devel opers, client/server
developers, programmer/analysts,
database administrators, and sys-
tem administrators. Material pre-
sented in this course, and the sub-
sequent course Database
Implementation with Microsoft
SQL Server 6.0, will prepare stu-
dents for the Microsoft Exam (70-
027), Implementing a Database
Design on Microsoft SQL Server
6.0.

Database Design
and M anipulation
with Microsoft
SQL Server 6.0

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy
Do

2 days How to Candidate
Do

CMU/SEI-99-SR-006
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PREQUISITES (REQUIRED):
The student should have experi-
ence using the Microsoft Windows
operating system and a basic un-
derstanding of relational database
theory.

76  DataModeling COURSE OVERVIEW: 6t08
The Data Modeling course is the hours
first step of the top-down database
development process and is per-
formed during the strategy and
analysis stages of the system de-
velopment cycle. The goal isto
develop an entity relationship (E-
R) model that representsthein-
formation requirements of the
business. In this course you will
learn how to distill large amounts
of information into more concise
“businessrules,” concisely dia-
gram those rules, and then validate
them by reading them back to the
users. The course shows how an E-
R model can be easily mapped to a
relational database design. The
audience for this course is manag-
ers, application developers, data-
base administrators and technical
support. After taking this course,
the user will have learned the fol-
lowing: how to identify entities,
relationships, attributes, and
unique identifiers from business
specifications; how to develop an
entity-relationship (E-R) diagram
to model the entities, relationships,
attributes and unique identifiers;
how to normalize the data load;
how to model advanced relation-
ships; how to identify and model
subtypes and supertypes; how to
map an E-R diagram to arelational
database design.

PREREQUISITES:
Understanding Relational Data-
bases is recommended. Using
SQL*Plusis also recommended
for individuals who do not have
extensive SQL knowledge.

How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

How to Candidate

Do

Domain

82
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77

78

CourseTitle

Develop PL/SQL
Applications

Function M odel-
ing

Brief Description

COURSE OVERVIEW:

The Develop PL/SQL Applications
Courseis designed for program-
mers, programmer/analysts, system
developers, and other information
technology professionals who re-
quire an in-depth knowledge of
PL/SQL. Upon course completion,
students will be able to develop
and debug PL/SQL programs that:
access and manipulate an Oracle
database; use branching and loops
to control data processing; raise
and handle exceptions; and use
implicit and explicit cursors.

PREREQUISITES:

Introduction to the Oracle World,;
Work in the SQL*Plus Environ-
ment or equivalent knowledge
Software Requirements: Oracle7
with transaction processing option;
SQL*Plusversion 3.1; PL/SQL
version 2.0, or Oracle 6 with trans-
action processing option;
SQL*Plusversion 3.0; PL/SQL
version 1.0

COURSE OVERVIEW:

The Function Modeling course
teaches students how to analyze
busi ness functions and model those
functions using function hierarchy
diagrams. It relates function hier-
archiesto data flow diagrams, and
introduces the crosschecking of
diagrams to ensure accuracy in
application design. The audience
for this course is key users, man-
agers, systems analysts and appli-
cation developers. After taking this
course, the user will have learned
the following: how function mod-
eling fitsinto the system devel op-
ment process, how to apply the
basic concepts of function model-
ing; how to analyze business ac-
tivities and devel op function mod-
elsusing function hierarchy
diagrams; how to model functions
based on events and triggers; how

Distance
Learning
Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

1-2days Howto Candidate

Do

6t08
hours

How to Candidate

Do

Domain

M
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79

CourseTitle

Maintain Optimal
Database Per -
formance

Brief Description Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

to cross-check Functions with the

Information Model; how to de-

velop a Context Diagram and a

Level 1 dataflow diagram for a

business; how to use a data flow

diagram to cross-check a Function

Model and an Information Model;

how to analyze variables that im-

pact business functions; how to

define the relationship between

functions and application lessons.

PREREQUISITES:

Understanding Relational Data-
bases is recommended. Using
SQL*Plus would be helpful for
individuals who do not have exten-
sive SQL knowledge. A review of
the Data Modeling course may be
useful aswell.

COURSE OVERVIEW: 2 days How to Candidate
The Maintain Optimal Database Do
Performance course is designed to

teach application devel opers and

database administrators how to

keep an Oracle7 database running

at optimal efficiency. Upon suc-

cessful completion of this course,

students will be able to perform the

following tasks: select effective

indexes; decide between the rule-

based and the cost-based optimiza-

tion approach; use Explain Plan,

SQL TRACE, and tkprof to ana-

lyze execution plans for a SQL

statement; configure Oracle for

optimal use of system resources,

place data and index objects for

optimal retrieval; tune checkpaints;

and tune the SGA.

PREREQUISITES (REQUIRED):
completion of the following Gart-
ner Learning courses or equivalent
knowledge: Introduction to the
Oracle World; Work in the
SQL*Plus Environment; Under-
stand Oracle7 Architecture; and
Perform Routine DBA Tasks. Rec-
ommended: Design Oracle Data-
bases and Create & Configure

Domain

84
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Oracle Databases.
80  Perform Routine = COURSE OVERVIEW: 2 days
DBA Tasks The Perform Routine DBA Tasks

courseis designed especially for
database administrators who want
to learn more about space man-
agement, user management, data
security, and backup and recovery.
Upon course completion, students
will be able to perform the daily
tasks necessary for the reliable
operation of an Oracle7 database
including: starting up and shutting
down the database under a variety
of circumstances; allocating ap-
propriate storage for data objects;
understanding different types of
failure and how to recover from
them; backing up the database for
maximum performance; archiving;
managing users, privileges and
database security; using rolesto
simplify granting system and ob-
ject privileges, and understanding
object dependencies.

PREREQUISITES:
Understanding of your operating
system, especialy the file system;
Introduction to the Oracle World;
Work in the SQL*Plus Environ-
ment; Design Oracle Databases;
Understand Oracle7 Architecture
or equivalent knowledge. Software
Requirements: Students will need:
a computer with Oracle? installed;
an operating system account; an
Oracle account with full adminis-
trative privileges

81  Programming COURSE OVERVIEW: 4106
with PL/SQL The Programming with PL/SQL hours
course introduces application de-
velopers to the constructs and syn-
tax of PL/SQL. You will learn
about PL/SQL blocks and the vari-
ous functions of PL/SQL pro-
gramming. The audience for this
courseis application devel opers,
programmer/analysts, systems ana-
lysts, system designers, database

How-to-Do
(H)/What
to Do (W)

How to
Do

How to
Do

Distance
Learning
Candidacy

Candidate

Candidate
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administrators, technical support
personnel and CASE design-
ers/developers. After taking this
course, the user will have learned
the following: how PL/SQL works
within the Oracle environment;
PL/SQL blocks; how to declare
and use variables and constantsin
PL/SQL; how to use variablesin
SQL statements; how to write
transaction processing statements;
how to implement conditional and
iterative control structuresin
PL/SQL programs; how to develop
applications that use cursors to
mani pulate data from multiple row
SELECT statements; how to use
PL/SQL exception handling func-
tions.

PREREQUISITES:

Knowledge of SQL and a Proce-
dural Programming Language such
asC.

COURSE OVERVIEW:

The Work in the SQL*Plus Envi-
ronment course is designed for
application developers, systems
analysts, programmers, DBA's,
project managers and other infor-
mation technology professionals
who use SQL and SQL*Plusto
interact with an Oracle7 database.
Upon course completion, students
will be able to: retrieve data from
the database using the SELECT
statement; retrieve data from mul-
tiple tables; use SQL*Plus com-
mands to work with the SQL*Plus
buffer and control the execution of
SQL statements; use SQL*Plus
formatting commands to format

82 Workinthe
SQL*Plus Envi-

ronment

query output; examine the structure

of data objects by querying the
data dictionary; create tables,
views, synonyms and constraints
using SQL DDL; insert, update
and delete data using SQL DML.

PREREQUISITES:
Introduction to the Oracle World

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

2t03 How to Candidate

days Do

Domain
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No.

83

84

85

CourseTitle

Introduction to
Relational Data-
bases and SQL

Introduction to

SQL

Introduction to
the Database
World

Brief Description Duration  How-to-Do
(H)/What
to Do (W)

or equivalent knowledge. Software

Requirements: Oracle7; SQL*Plus

3.1 or Oracle 6; SQL*Plus 3.0

COURSE OVERVIEW: 2t03 How to
Thisisashort course designed to hours Do
provide a high level overview of

relational databases and SQL. In

less than two hours the student will

familiarize himself with the basic

concepts. This courseis an excel-

lent primer for the new user.

PREREQUISITES:
None.

COURSE OVERVIEW: 2t03 How to
The Introduction to SQL courseis  hours Do
designed to provide ahigh level

overview of SQL. It isan excellent

primer for the new user. This

course teaches you the basics of

accessing SQL*Plus. This course

will also teach you how to create

and modify tables, including which

commandsto use for atering and

deleting table data. Y ou will also

learn how to query datain tables,

aswell as how to format and re-

trieve the desired data. The aim of

this course isto provide a complete

introduction to the basic concepts

and commandsin SQL.

PREREQUISITES:
None.

COURSE OVERVIEW: 8 hours How to
The Introduction to the Database Do
World course is designed for man-

agers, users and other information

technology professionals who re-

quire an overview of database sys-

tems, their structures and capabili-

ties. Topics covered include

Components of the Database

World, Types of Database Man-

agement Systems, Underlying

Structures and M echanisms, Func-

tions of Database Personnel, and

Emerging Database Applications.

This course was developed in con-

Distance
Learning
Candidacy

Candidate

Candidate

Candidate

CMU/SEI-99-SR-006

87

Domain

M



I nfor mation Technology Cour ses

No. CourseTitle Brief Description Duration

junction with Dr. Edgar F. Codd,
founder of the Relational Model.

86  Logical Database n COURSE OVERVIEW: 10to 12
Design The Logica Database Design hours
courseis designed for those who
need to learn how to design arela-
tional database using database de-
sign models and principles that
will fit a database to the data it will
hold. They will learn how to de-
velop entity-relationship specifica-
tions for the database and trandate
thisinto tables. The course also
discusses ways to reduce data re-
dundancy and methods to “tune-
up” designs achieved with logical
design.

PREREQUISITES:

Understanding Relational Data-
bases is recommended. Familiarity
with SQL is helpful.

87 DesigningaData COURSE OVERVIEW: 4.5 hours

Warehouse The Designing a Data Warehouse
course is atechnical user course
from Gartner Learning. Upon suc-
cessful completion of the course,
the student will be able to plan,
design, build, and administer a data
warehouse. The audience for this
courseis|T professionals and da-
tabase administrators who need to
plan, design, build, and administer
the data mart warehouse.

PREREQUISITES:

Students should have a basic un-
derstanding of database design
principles plus DBA experience
with alarge client/server or enter-

prise database.
88  Advanced Net- COURSE OVERVIEW: 2 days
working with The Advanced Networking with
Windows NT Windows NT Server 3.51 course
Server 3.51 demonstrates data protection; the

integration of Windows NT Server
with MS-DOS, Novell NetWare,
and Apple Macintosh; the optimi-
zation of Windows NT Server re-

How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

How to Candidate
Do

How to Candidate
Do

How to Candidate
Do

Domain

88
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sources and performance; the im-
plementation of TCP/IPin aWin-
dows NT Server environment; and
the use of diagnostic features to
remedy common problems. This
courseis designed for network
administrators, system administra-
tors and help desk technicians. The
material and activitiesin this
course, together with the Basic
Networking with Windows NT
Server 3.51 course, will prepare
students for the Microsoft Win-
dows NT Server Exam (70-43).

PREREQUISITES:
The Basic Networking with Win-
dows NT Server, Installation and
Configuration of Windows NT
Workstation and Networking Win-
dows NT Workstation courses; and
passed the Microsoft Exam 70-42
(Windows NT Workstation).
89 COURSE OVERVIEW:
The Microsoft Windows NT
Server 4.0 Administration course
provides students with information
necessary for facilitating the ad-
ministration of NT Server, manag-
ing and organizing shared network
resources, and tracking system
events. This courseis designed for
systems engineersin asimple
computing environment who in-
stall, configure, implement and
support Windows NT 4.0inasin-
gle domain environment. Upon
completing this course, students
will be able to: implement an ex-
port server and an import com-
puter; use License Manager,
Scheduler Service, Messenger and
Alerter Services and Spooler Ser-
vices, manage disk resources; in-
stall and configure a printer; im-
plement a printer pool; configure
various clients and administer re-
mote services; configure file and
print sharing devices; manage Ap-
pleShare volumes.

Microsoft Win-
dows NT Server
4.0 Administra-
tion

Distance
Learning
Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

How to Candidate

Do

1 day
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The materials and activitiesin this
course, together with the Microsoft
Essential Networking, Microsoft
Windows NT Server 4.0 Mainte-
nance, Microsoft Windows NT
Server 4.0 Networking, Microsoft
Windows NT Server 4.0 Security
and Microsoft Windows NT Server
4.0 Installation courses, will pre-
pare the student for the Implement-
ing & Supporting Microsoft Win-
dows NT Server 4.0 Exam (70-67).

PREREQUISITES:
Students taking this course should
have taken Gartner Learning's
Microsoft Windows NT Work-
station 4.0 Essentials and Micro-
soft Windows NT Workstation 4.0
Networking or Using Windows NT
Workstation 4.0. Also, Microsoft
Windows NT Server 4.0 Installa
tion and Microsoft Windows NT
Server 4.0 Security.
20 COURSE OVERVIEW:
The Microsoft Windows NT
Server 4.0 Networking course pre-
pares students for installing, con-
figuring, implementing, and sup-
porting aWindows NT 4.0 single
domain networking environment.
This course was designed for sys-
tems engineersin a simple comput-
ing environment who install, con-
figure, implement and support
Windows NT 4.0 inasingle do-
main environment. Upon complet-
ing this course, students will un-
derstand: distribution and file and
print sharing; configuring network
adapters and protocoals; configuring
Network Services, Remote Access
Service, and RAS Clients; config-
uring NT Server for NetWare.

Microsoft Win-
dows NT Server
4.0 Networking

The materials and activitiesin this
course, together with the Microsoft
Essential Networking, Microsoft
Windows NT Server 4.0 Admini-
stration, Microsoft Windows NT

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

1 day How to Candidate
Do

Domain

90
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Server 4.0 Installation, Microsoft
Windows NT Server 4.0 Mainte-
nance and Microsoft Windows NT
Server 4.0 Security courses, will
prepare the student for the Imple-
menting & Supporting Microsoft
Windows NT Server 4.0 Exam
(70-67).

PREREQUISITES:
Students taking this course should
have taken Gartner Learning's
Microsoft Windows NT Server 4.0
Installation, Microsoft Windows
NT Server 4.0 Administration,
Microsoft Windows NT Server 4.0
Maintenance and Microsoft Win-
dows NT Server 4.0 Security.
91 COURSE OVERVIEW:
The Microsoft Windows NT
Server 4.0 Security course offersa
robust security model that includes
U.S Government C2-level security
at the desktop and server level. NT
Server provides comprehensive
tools such as System Policy Editor,
to help system administrators effi-
ciently manage and maintain users
desktops from a central location.
Upon completing this course, stu-
dents will be able to manage user
and group accounts, policies and
profiles; and assign shares and
permissionsin a single-domain
environment.

Microsoft Win-
dows NT Server
4.0 Security

The materials and activitiesin this
course, together with the Microsoft
Essential Networking, Microsoft
Windows NT Server 4.0 Admini-
stration, Microsoft Windows NT
Server 4.0 Networking, Microsoft
Windows NT Server 4.0 Mainte-
nance and Microsoft Windows NT
Server 4.0 Installation courses, will
prepare the student for the Imple-
menting & Supporting Microsoft
Windows NT Server 4.0 Exam
(70-67).

PREREQUISITES:

Distance
Learning
Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

How to Candidate

Do

1 day
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92

93

94

CourseTitle

UNIX System for
Administration
Essentials

UNIX System
Administration
Files

UNIX System
Administration |
(for UNIX SVR4)

Brief Description Duration

Experience using Microsoft Win-
dows interface, an understanding
of the Microsoft DOS Operating
System and PC hardware, an un-
derstanding of basic network func-
tions and terminology, experience
supporting end users and networks.

COURSE OVERVIEW:

This graphics-based CBT course is
ageneric system administration
course teaching the student how to
effectively manage UNIX SVR4
systems. The skills acquired by
this course will enable the student
to startup (boot) and shutdown the
UNIX system, to manage users and
their environment, to manage sys-
tem and user processors, and to
design and implement system
backup and restore procedures.

4t06
hours

PREREQUISITES:

UNIX User Essentials and UNIX
Advanced User. In addition a gen-
eral working knowledge of the
UNIX operating system would be
helpful.

COURSE OVERVIEW:

This graphics-based CBT courseis
ageneric system administration
course teaching the student to ef-
fectively set up, maintain, and
manage disk partitions and file
systemsin a SVR4 UNIX system.

4t06
hours

PREREQUISITES:

UNIX User Essentials, UNIX Ad-
vanced User, UNIX vi Editor Es-
sentials.

COURSE OVERVIEW:

The UNIX System Administration
| (for UNIX System V Release 4)
courseis designed for experienced
UNIX users and new UNIX system
administrators who will be respon-
sible for managing the resources
provided by a UNIX system. Top-
ics covered include Running the
System, Getting Users Started,

3 days

Distance Domain
Learning

Candidacy

How-to-Do
(H)/What
to Do (W)

How to Candidate

Do

How to Candidate

Do

How to Candidate

Do
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95

96

CourseTitle

UNIX System
Administration |1
(for UNIX SVR4)

Security for the
UNIX System

Brief Description

Communication Services and Rou-
tine Tasks.

COURSE OVERVIEW:

The UNIX System Administration
Il (for UNIX System V Release 4)
courseis a comprehensive training
package for UNIX system adminis-
trators who need to perform ad-
vanced administrative tasks on
UNIX System V Release 4 sys-
tems. Picking up where UNIX Sys-
tem Administration | (for UNIX
System V Release 4) left off, this
course teaches the more experi-
enced system administrator how to
accomplish more advanced ad-
ministration tasks, such as config-
uring the system to properly reflect
available devices, tuning the sys-
tem for maximum performance,
and creating and maintaining file
systems. Upon completing this
course, students will be able to:
configure the system; tune the sys-
tem for optimal performance; add
and delete devices; add, monitor,
and maintain file systems; partition
and dice disks; and troubleshoot
common system problems.

PREREQUISITES:

Introduction to the UNIX World;
the UNIX System for Users; More
of the UNIX System for Users; the
UNIX System for Advanced Users;
UNIX System Administration |
(for UNIX SVR4) or equivalent
knowledge.

COURSE OVERVIEW:

The Security for the UNIX System
courseisdesigned for UNIX sys-
tem users and administrators who
need to make their accounts, files
and systems more secure. Topics
covered include Security Aspects
of Filesand Permissions, Security
Aspects of Commands, and Pass-
word and Terminal Security.

Distance
Learning
Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

How to Candidate

Do

3 days

How to Candidate

Do

4 days

CMU/SEI-99-SR-006

93

Domain

NSS



I nfor mation Technology Cour ses

No. CourseTitle Brief Description

TheHeinz School
Carnegie Mellon University

97  Management In-
formation Sys-

Government and nonprofit organi-
zations are data intensive, service-

tems oriented entities that rely increas-
ingly on computerized databases.
90-728 Thefirst part of this course pro-

vides agrounding in the relational
database model and an introduction
to microcomputer database man-
agement systems. Students will
gain experience using Microsoft’s
Windows-Based Access DBM S for
design of data entry forms, files,
reports, and queries; and for pro-
gramming custom features. The
second part of the course provides
aframework and methods for pro-
ject design and management, with
afocus on information systems.
The framework is the well-
established life cycle for systems
analysis and design including fea-
sibility studies, analysis of user
reguirements, systems design, im-
plementation, and maintenance.
Corresponding tools include vari-
ous flowcharts, work breakdown
structures, data dictionaries, etc.
Students will analyze and design
systemsin aproject, and build Ac-
cess prototypes for the systems.

Thisisa case-based course which
will introduce the students to the
various ways in which the power
of advanced information technol-
ogy is being harnessed in modern
organizations. The main objective
of this course is to sensitize the
students of MIS to balance their
traditional technical expertise with
humanistic considerations. The
course will have two predominant
themes: informed critiques and
contemporary issuesin practice.
The critical theme will introduce
students to the variety of perspec-
tives that may guide the design and
use of information technology in
modern organizations. It will pro-

98  Computing and
Organization

90-741

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

Semester How to Candidate
Do

Semester What to Candidate

Do

Domain

M
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vide students with the conceptual
tools not only to understand the
fundamentals of contemporary
management practicesin the IS

arena but also analyze and evaluate
any current and future management

“buzzwords’ that may come along
in their professional careers. This
theme should provide the founda-
tion for analyzing the practical
issues brought up in the other
theme.

The practical aspect of the course
will introduce students to the vari-
ety of social and economic issues
that are emerging out of the appli-
cationsof IT in organizations. The
practical issues covered will in-
cludetheroleof IT in enabling
radical organizational transforma-
tion (Business Process Reengineer-
ing), facilitating continuous im-
provement (Learning
Organizations) and fostering new
organizational forms (Virtual Cor-
poration, Electronic Markets).
Topics of discussion will include
understanding what each of these
phenomenareally mean, their prac-
tical implications and their related
implementation challenges.

99

Electronic Com- The Internet is being touted as a

mer ce revolutionary new medium for
business. Electronic commerce, as
90-742 the fastest growing facet of the

Internet and other component tech-
nologies, promises functionality
and new ways to doing business
that no company can afford to ig-
nore. It is expected to change the
way business, governmental and
educational institutions operate and
the products and services they of-
fer. Moreover, much of what we
currently know about these institu-
tions, their management, and op-
eration could be rendered obsolete
through this emerging environ-
ment.

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

Semester  What to Candidate

Do
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100

CourseTitle

Telecom-
munications
M anagement

90-768

Brief Description Duration  How-to-Do
(H)/What
to Do (W)
In order to get past the hype and

take advantage of the Internet’s
full potential, it iscritical that or-
ganizations move beyond the obvi-
ous elements of this medium, such
as advertising on the Web, and
respond to a new set of challenges:

e  What are electronic markets
and how does one create and
profit from them?

e What factors facilitate/inhibit
electronic markets and busi-
ness on the Internet?

e  Which industries will survive
and thrive and which could
become endangered?

e How can organizationsgain a
competitive advantage through
electronic commerce?

e How will the Internet impact
functional areas of the
organization?

e What resources (financial,
human, technological) are re-
quired to exploit this frontier?

This course will be broadly framed
around these questions and will
provide a foundation for answering
them. We will examine the pro-
gress and potential impact of the
Internet, World Wide Web and
other forms of telecommunications
technology, on the creation and
transformation of goods, organiza-
tions and industries. Given the
explosive rate of development in
this area, our plan isto survey the
field with the help of cases, lec-
tures, readings, guest speakers, and
get hands-on experience through
real-world projects. No prior tech-
nical experienceis necessary.

The purpose of this courseisto Semester  What to
provide students with an under- Do
standing of the key technical and

managerial issuesin the effective

development and use of telecom-

Distance
Learning
Candidacy

Potential
candidate

Domain

Y
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munications by organizations. Dis-
cussion of technology will be set in
the context of applications, particu-
larly those emphasizing inter-
organizational coordination and
service delivery. Topics covered
will include basic concepts of tele-
communication technology (data
and voice), Internet and Intranet
technologies, issues related to the
operational and strategic use of the
technology, and the changing
structure of the telecommunica-
tionsindustry.

This course is the overview course
to the certificate and information
systems security concentration in
the 1.S. graduate curriculum. The
course covers a variety of topics
that will prepare those students
who wish to develop a skill set in
data security administration or who
wish to enhance their current in-
formation systems expertise by
gaining additional knowledgein
the field of computer security.

101 Information Secu-

rity Management

90-788

Thetopicsto be covered during the
semester will range from access
control and data classification to
cryptography and risk manage-
ment. Students will also bein-
structed in how to design and cre-
ate disaster recovery plans,
computer policies and standards,
system security architectures and
physical security controls. Legal
aspects of computer security will
also be covered as will auditing in
a secured environment and manag-
ing as a day-to-day security admin-
istrator. In-class projects will focus
upon critical thinking for security
managers in mainframe, midrange
and network environments as well
as research assignments and basic
policy creation. Guest speakers
will also provide additional insight
to selected topics during the se-
mester.

Distance
Learning
Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

Semester How to Candidate

Do

Domain

NSS
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102 Management of
Computer and
Information Sys-
tems

90-873

Brief Description Duration  How-to-Do
(H)/What
to Do (W)

The purpose of this courseisto Semester  What to

provide knowledge, skills, and Do

exposure to issues for managing
information as an asset and infor-
mation technology. Students com-
pleting this course will be better
equipped to be staff membersin an
Information Systems department,
or managers of afunctional area(s)
engaged in defining and imple-
menting information systems op-
portunities and solutions.

Coursework: A high volume of
reading will be required. Besides
an essay type midterm and final
exam, 4-5 short papers will be as-
signed. Class participation is solic-
ited and expected.

Major topicsto be covered include:
Information asset management,
strategic information systems
planning, information services
organization issues - critical suc-
cess factors, personnel selection
and management, systems devel-
opment techniques, a study of
competitive advantage systems,
computer systems related fraud-
security and confidentiality issues,
regquest for proposal development,
vendor selection methods, systems
implementation and training issues,
telecommunications management,
and artificial intelligence system
development, with pragmatic uses
along with management issues, and
areview of disaster recovery man-
agement in conjunction with gov-
erning laws.

Case studies will be studied and
discussed in order to reinforce the
solutions using various forms of
information technology.

Guest speakers will address their
area of specialty and allows stu-
dents to receive multiple perspec-
tives of information and computer
management.

Distance
Learning
Candidacy
Potential
candidate

Domain

Y
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Students will have sufficient
knowledge after this course to con-
tribute to system planning, selec-
tion, implementation, benefits re-
alization, and protection
reguirements. Many valuable tools
and techniques will be learned
which will provide a more sophis-
ticated approach to leveraging or-
ganization information providing
increased revenue, decreased ex-
penses and increased productivity.
The course isvaluable for every
middle and upper management
person due to their reliance on in-
formation processing for decision
making and operations manage-
ment.

103 Database Man- This course is designed to cover

agement both the theoretical and practical
aspects of database management

90-746 systems. In order to provide an
understanding of the evolution of
data management, the traditional
file organization is compared with
network, hierarchical and relational
models of data. The theory and
practice of languages and design
approaches for the relational model
are stressed. Specific topics cov-
ered will include data modeling,
database design using normaliza-
tion theory and relational query
languages, and issues of database
security, privacy and integrity.
Studentsin the course will be ex-
pected to design and implement a
database application using
ORACLE.

Network Systems Security and Survivability Courses

Naval Post-Graduate School
http://www.nps.navy.mil

104 CS3600 Introduc- Thiscourseis concerned with fun-

Duration How-to-Do
(H)/What
to Do (W)

Semester How to
Do

Semester How to

Distance
Learning
Candidacy

Candidate

Candidate
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tion To Computer
Security

105 CS3670
Secure M anage-
ment of Systems

Brief Description Duration  How-to-Do
(H)/What
to Do (W)

damental principles of computer Do

and communications security for
modern monolithic and distributed
systems. It covers privacy con-
cerns, data secrecy and integrity
issues, aswell as DoD security
policy. Security mechanisms intro-
duced will include access media-
tion, cryptography, authentication
protocols, and multilevel secure
systems. Students will be intro-
duced to a broad range of security
concernsincluding both environ-
mental as well as computational
security. Laboratory facilities will
be used to introduce studentsto a
variety of security-related tech-
nologiesincluding, discretionary
access controlsin Class C2 sys-
tems, mandatory access controlsin
both low and high assurance sys-
tems, identification and authentifi-
cation protocols, the use of cryp-
tography in distributed systems,
and database technology in trusted
systems.

PREREQUISITES:
Either CS3010, CS3030, or the
consent of instructor.

Thiscourseisintended to provide  Semester What to
students with an understanding of Do
management concerns associated

with computer-based information

systems. Students will examine the

security concerns associated with

managing a computer facility. The

impact of configuration manage-

ment on system security, the intro-

duction of software that must be

trusted with respect to computer

policies, environmental considera-

tions, and the problems associated

with transitions to new systems

and technology will be studied in

the context of Federal government

and especially DoD ADP systems.

PREREQUISITES:
CS-3600.

Distance
Learning
Candidacy

Potential
candidate

Domain

NSS
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This course covers the threats cur-
rently facing organizations that
access the Internet, the technologi-
cal basis for such threats and pol-
icy options for dealing with such
threats. The courseis designed to
involve students directly in the
composition of meaningful secu-
rity policies. Lab exercises will be
used to improve the student’s de-
tailed knowledge of security
threats and of the options for deal-
ing with such threats.

106 CS3675 Internet
Security Re-
sour ces And Pol-

icy

PREREQUISITE:
None.

This course will focus on the
threats to computer systems. Ex-
ternal attacks, malicious artifacts,
such as Trojan Horses, and tech-
nigques to eliminate or contain them
will be addressed. Assurance
methods to create trusted comput-
ing bases for both monolithic and
distributed systems will be pre-
sented. Leveraging high assurance
policy enforcement mechanismsin
the design of applications will be
discussed. System architecture
considerations, the application of
information security policiesin
networked systems, the importance
of cryptographic methods of com-
munication in distributed systems,
and critical topicsin database secu-
rity will be presented. Demonstra-
tions, exercises and experiments
with techniques for achieving de-
fensible computer systems will be
presented. Building applications
for trusted systems will be ad-
dressed. Students will examine the
use of COTS product to meet sys-
tem security requirements. Stu-
dents will gain hands-on experi-
ence with methods for distributed
identification and authentication
and various uses of cryptography
asit complements trusted systems.

107 CS3680 Building
Defensible Com-
puter

PREREQUISITE:

Distance
Learning
Candidacy
Candidate

How-to-Do
(H)/What
to Do (W)
How to
Do

Duration

Semester

Semester How to Candidate

Do

Domain

NSS

NSS
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I nfor mation Technology Cour ses

No. CourseTitle

108 (CS3690 Applying
INFOSEC Sys-
tems

109 C4600 Secure
Computer Sys-
tems

Brief Description

CS3600.

This course presents an integrated
view of INFOSEC disciplinesin
the context of today’s dynamic
threat environments. It will present
security standards, certification,
and accreditation as they relate to
the management of risks and
INFOSEC techniques. Students
will learn about several current
security policies and will study
scenarios where these policies may
be silent or ambiguous. Mandatory,
discretionary, commercia and dis-
semination policies will be ad-
dressed. Life cycleissuesfor
INFOSEC systems and organi za-
tional impacts on security will be
presented. System changes that
potentially impact security will be
presented such as increased threats
or risks, security breaches, hard-
ware changes, policy changes, and
environmental factors.

PREREQUISITE:
CS3600.

The course coversimplementation
of protection domains for both
monolithic and distributed secure
systems. The importance of system
architecture to assurance method-
ologies for security kernels will be
emphasized. Topics will include
the use of protection hardware, the
implementation of virtual ma-
chines through the effective use of
memory management techniques
including segmentation and pag-
ing, synchronization mechanisms,
critical sections, software engineer-
ing methodol ogies as applied to the
development of secure computer
systems, and configuration man-
agement techniques. Critical topics
in database security will be dis-
cussed.

PREREQUISITE:
CS3450, CS3502, CS3600.

Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

Semester What to Candidate
Do

Semester  What to Candidate
Do

Domain

NSS

NSS
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I nfor mation Technology Cour ses

No. CourseTitle Brief Description Duration How-to-Do Distance Domain
(H)/What Learning
to Do (W) Candidacy

110 Cs4603 Database  Thecourse coversthelogical asso-  Semester  What to Potential NSS
Security ciated with database security. Poli- Do candidate
ciesfor integrity and confidential-
ity of information will be reviewed
in the context of database systems.
Modeling of secure database sys-
tems will be covered along with
implementation issues including
atomicity, serialization, and view-
based control. Releaseability issues
in secure database design will be
addressed. Security in statistical
databases will be addressed along
with security approaches for object
oriented databases. Novel ap-
proaches to the collection and use
of audit databases will be ad-
dressed including intrusion detec-
tion.

PREREQUISITE:
CS3600, CS3320, CS3450 or con-
sent of instructor.

111 C$4605 Security The course covers the methods Semester  What to Potential NSS
Palicies, M odels used to specify, model, and verify Do candidate
And Formal computational systems providing
M ethods access control. The identification

of the security policy and itsinter-
pretation in terms of atechnical
policy for automated systemsis
covered. Informal and formal secu-
rity policy models are discussed
and several access-control models
are explored including informa-
tion-flow models, the Access Ma-
trix Model, the Bell and LaPadula
Model, nondeducibility, and nonin-
terference policy expressed in
terms of the entities on a computer
isreviewed. Forma models and
proof of their correctness provide
the bridge between a written
statement of security policy and
the implementation of a particular
secure system. Topicsinclude ac-
cess control, information flow,
safety, verification. Verification
methods will be discussed.
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I nfor mation Technology Cour ses

No.

112

113

114

CourseTitle

C4614 Advanced
TopicsIn Com-
puter Science

IW2000 I ntroduc-
tion To Informa-
tion Warfare

1S3504 M odern
Network Operat-
ing Systems:
Planning, Tech-
nology And Op-
erations

Brief Description Duration  How-to-Do

(H)/What
to Do (W)
PREREQUISITES:
MA3025, MA3030, CS3600,
CS3651.

This course covers advanced topics  Semester  What to
in software, communications, and Do
data security. Military and com-

mercial information security and

integrity policies will be studied,

software and hardware subversions

of computer systems; advancesin

operating system, databases and

network security, evaluation crite-

riafor secure systems, modal logic

and linear and branching-time

temporal logics, cryptographic and

authentication protocols and tech-

niques for implementing support-

ing policies.

PREREQUISITES:
CS3600, CS4600, and CS4605 or
consent of instructor.

Thiscourse exploresthe basic five  Semester  What to
pillars of the IW Command & Do
Control Warfare elements of In-

formation Warfare. It will intro-

duce entering IW students to these

five areas of Psychological Opera-

tions (PSY OP), Deception, Opera-

tional Security (OPSEC), Elec-

tronic Warfare, and Physical

destruction. It provides a founda-

tion of understanding to the entire

field of Information Warfare along

the time line of peace, to conflict,

and back to cessation of hostilities.

An overview of Systems Engineer-

ing isthe framework for under-

standing the technologies underly-

ing Information Warfare.

PREREQUISITE:

None.
This course focuses on the plan- Semester Howto
ning, design, installation, configu- Do

ration and management of network
operating systems used throughout
DoD and private industry. Network
operating systems are compared

Distance Domain
Learning
Candidacy

Potential NSS
candidate

Potential NSS
candidate

Candidate NSS
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I nfor mation Technology Cour ses

No.

No.

115

CourseTitle

Brief Description Duration  How-to-Do

(H)What
to Do (W)
with single user operating systems
to understand differences and simi-
larities. Popular client/server and
peer-to-peer systems are examined
to provide a thorough understand-
ing of the correct applications of
each. Network labs provide in-
depth analysis of such topics asfile
server configuration and admini-
stration, multi-level network secu-
rity procedures and global file
server synchronization processes.

PREREQUISITE:

Computer Networks: Wide
ArealLocal Area (1S3502). Secu-
rity Classification: None.

I nfor mation Resour ce M anagement College
http://www.ndu.edu/irmc/ home page

http://www.ndu.edu/ndu/irmc/academic_programs.html catalog

CourseTitle

Managing I nfor-
mation Security in
a Networked En-
vironment (SEC)

Brief Description Dura- How-to-
tion do(H)/
What-to-
do(W)
COURSE DESCRIPTION: 5 Days How to
Provides an executive-level per- Do

spective on protecting computer-
based information in a modern
networked environment. The
course covers a wide range of top-
icsincluding basics of information
security, the nature of the threat,
computer crime, trusted systems,
network security technology, en-
cryption, electronic commerce and
the Internet, legal and privacy is-
sues, infrastructure security, and
emerging security technologies.
The course also addresses strate-
gies for developing a sound secu-
rity policy and defines the role of
management in promoting em-
ployee security awareness and per-
forming risk analysis. Case studies,
demonstrations, hands-on exercises
and guest speakers are used to en-
hance classroom discussions.

RECOMMENDED
ATTENDANCE:

Distance
Learning
Candidacy

Distance
L earning
Candi-
dacy
Candidate

CMU/SEI-99-SR-006
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I nfor mation Technology Cour ses

No. CourseTitle

116 New World of the
CIO (NWC)

Brief Description Duration  How-to-Do

(H)What

to Do (W)

This courseis appropriate for func-
tional and technical managers who
require a good foundation in the
threats to security of information in
a networked environment and
emerging methods for countering
those threats. The courseis rec-
ommended for civilian grades
GS/GM 12-15 and military grades
0O-4to O-6.

COURSE GOAL:

The goal of the courseisto ac-
quaint the student with the major
issues involved in ensuring secu-
rity for computer-based informa-
tion and to provide the foundation
for developing the infrastructure,
policies and procedures to safe-
guard it.

COURSE OBJECTIVES:

The objectives of the course areto
raise awareness about the issues
involving information security
among functional and information
resource managers; to explore the
manager’srolein establishing in-
formation security policy; and to
provide a foundation for making
enlightened decisions and tradeoffs
concerning the technological, legal
and procedural aspects of protect-
ing information in an open, net-
worked environment.

COURSE DESCRIPTION: What to
Provides a broad-based summary Do
of duties of a Chief Information

Officer. Using recent legidation as

a backdrop, the course examines

both explicit and implicit functions

of the CIO. The primary focus is

on how these laws, as well as cur-

rent policy and best business prac-

tices should be applied when plan-

ning, acquiring, managing, and

using information resources. Set in

the context of an increasingly and

dynamic global environment, the

course provides a comprehensive

examination of information man-

Distance
Learning
Candidacy

Potential
candidate

Domain

NSS
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I nfor mation Technology Cour ses

No. CourseTitle Brief Description

agement in the Federal Govern-
ment with emphasis on the increas-
ing dependency of the agency on
information technology as the pri-
mary means of improving mission
performance and service delivery
while sustaining budget and staff-
ing reductions.

RECOMMENDED
ATTENDANCE:

The course is appropriate for all
persons whose principle duties are
those of a Chief Information Offi-
cer or who work on the CIO staff
of an organization. It isintended
for civiliansin grades GS/GM 13
through 15 and military in grades
04 through O6.

COURSE GOAL:

The goal of the course isto provide
asolid foundation for making im-
proved policy and business deci-
sions when acquiring, managing,
and using information resources to
improve mission and program per-
formance.

COURSE OBJECTIVES:
The objectives of this course are to
assess the impact of the latest legal
and policy changes on information
management in the Federal Gov-
ernment and to assesstherole of a
ClIO in promoting and using in-
formation technology as a means
of improving an agency’ s mission
performance and service delivery.
117 DistanceCourses  Information Highway IT Capital
Planning Measuring Results of
Organizational Performance Col-
|aborative Technologies and Or-
ganizational Learning

Defense Infor mation Systems Agency (DISA)
http://www.di sa.mil/i nfosec/cbtdown.html

118 COURSE DESCRIPTION:
This course provides abasic intro-

duction to: mgjor categories of

INFOSEC-101 for
End Users

Distance
Learning
Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

Candidate

What to
Do

1 day Candidate

CMU/SEI-99-SR-006
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I nfor mation Technology Cour ses

No.

119

120

121

122

CourseTitle

INFOSEC for
Managers

INFOSEC-201
Malicious L ogic
INFOSEC-205
INFOSEC for
Information Sys-

tems Security

INFOSEC-300

WindowsNT Se-
curity for System
Administrators

INFOSEC-310

How-to-Do
(H)/What
to Do (W)

Brief Description Duration

threats and vulnerabilities; com-
mon examples of computer abuse;
common systems vulnerabilities,
good information system security
practices; explains when audit
trails are mandatory; basic mali-
cious logic; basic concepts of con-
tingency planning; goals and pol-
icy governing the automated
information system environment;
and gives a basic knowledge of
responsibilities toward protecting
information systems resources.

(Self-Extracting Executable File - 1 day What to
Size: 774 KB) Thisis a Power- Do
Poaint file.

(Self-Extracting Executable File - 1 day What to
Size: 717 KB) Thisis a Power- Do
Point file.

COURSE DESCRIPTION: 5 days What to
This course focuses on: Informa- Do
tion Systems Security Policies;

roles and responsibilities; modes of

operations; basic concepts of risk

management; contigency planning;

certification and accreditation;

Internet, work connectivity; access

controls; auditing; Computer Secu-

rity Technical Vulnerability Re-

porting Program (CSTVRP);

Trusted Computer Systems prac-

tices, procedures, and concepts;

malicious logic; network security;

basic concepts of cryptography;

and computer crime.

COURSE DESCRIPTION: 5 days How to
This course enables the student to Do
identify the elements of Windows

NT Security. This course provides

the student with the tools and skills

necessary to secure aWindows NT

operating environment; will ex-

plore real world Windows NT se-

curity scenarios and recommended

fixes; and will focus on C2 security

compliance requirements and

achieving level two system admin-

Distance
Learning
Candidacy

Candidate

Candidate

Candidate

Candidate

Domain

NSS

NSS

NSS

NSS
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I nfor mation Technology Cour ses

No. CourseTitle Brief Description

istrator licensing requirements
within DISA.

PREREQUISITES:
1. Currently performing system
administrator duties on afull time
basis to meet job and/or position
description requirements.
2. A thorough working knowledge
of Windows NT.
123 COURSE DESCRIPTION:
This course provides practice in
fundamental computer security
skills to support the protection of
information and information sys-

Information Sys-
tems Security Ba-
sics

5220.22 (DODS

Course)
Given modules on instruction,
practical exercises, atechnical
laboratory environment, and ali-
brary of reference materias, the
student will be able to: explain the
threat to and vulnerabilities of in-
formation systems and employ
appropriate security countermea-
sures to manage threat and mini-
mize vulnerabilities; identify re-
quired physical, personnel, and
procedural security procedures for
information systems; and describe
the elements of the information
systems accreditation process. To
enhance their job performancein
the workplace, students will be
given a“ Security Information
Technology User’s Package”
(SITUP), acollection of regula-
tions, references, handbooks,
newsdletters, training aids, and
agency points-of-contact.

COURSE DESCRIPTION:

This course provides the student
with the basic tools and concepts
required to: Implement and main-
tain an Information Systems Secu-
rity (INFOSEC) program; under-

124 Operational In-
formation Sys-
tems Security

ND-225

stand the need for INFOSEC; roles

and responsibilities; modes of op-

erations; risk management; trusted
systems; identification and authen-
tication access controls; mitigating

tems in the Department of Defense.

Distance
Learning
Candidacy

How-to-Do
(H)/What
to Do (W)

Duration

How to Candidate

Do

5 days

What to Candidate

Do

5 days

Domain

NSS

NSS
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I nfor mation Technology Cour ses

No.

125

CourseTitle

Introduction to
the DITSCAP

INFOSEC-315

Brief Description Duration How-to-Do Distance
(H)/What Learning
to Do (W) Candidacy

risk of equipment and storage me-

dia; malicious code; audit trails;

PC and UNIX vulnerabilities; and

network security.

COURSE DESCRIPTION: 2 days What to Candidate
This overview course presents the Do
recently approved Department of
Defense Information Technology
System Certification and Accredi-
tation Process (DITSCAP) as de-
fined in DOD 5200.40. The course
offers an overview of the entire
DITSCAP, then focuses on each of
the phases, with detailed comments
on the activities, tasks, and steps
within each of these phases. The
course focuses on the DOD ap-
proach and is not service specific.
One module is dedicated to de-
scribing the Roles & Responsibili-
ties contained in the DITSCAP.
Modules also cover Risk Manage-
ment, Security Test and Evalua-
tion, Contingency Operations, and
C& A Team organization. Each
student receives a diskette with
sample templates and documents.
The course is not a detailed “how-
to” on doing certification and ac-
creditation, but it offersinsight into
the transition from previous meth-
odologies to the approved process.
PREREQUISITES: Duty position
of ISSO/ISSM, DAA, Certifying
Agent, or Program Management
working C& A issues (statement to
that effect in block 18 on the
1556); 1SSO course (e.g.,
INFOSEC-300 or ND-225)
strongly recommended.

Domain

NSS
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