
SEI Research Review 2015

Contact: Edward Schwartz    eschwartz@cert.org

Distribution Statement A:
Approved for Public Release;
Distribution is Unlimited

0e+00

5e+04

1e+05

C
ra

sh
er

s

0

10

20

30
version

clang−asanopt

clang−noopt

clang−opt

gcc−noopt

gcc−opt

softbound−noopt

Jun 26 Jun 27 Jun 28 Jun 29 Jun 30 Jul 01 Jul 02
Vulnerability

0

10

20

30

Vu
ln

er
ab

ili
tie

s

Vuls 1

11 12 5

2 3 4 5

Crashes 45859 79626 6860 21 1

Vu
ln

er
ab

ili
tie

s

gifjpg

pdf png

ppm

1 42 2 2

1

12

3 3 1 1
0

0
0

0
0

1

0

3 11 1 4

Vulnerability Discovery
Solving the vulnerability uniqueness problem

Current vulnerability discovery 
techniques such as black-box fuzz 
testing and concolic testing are so 
effective that they routinely �nd 
hundreds of thousands of crashers, 
which crash the target program. We 
created a new methodology for 
precisely and naturally de�ning 
vulnerabilities through the creation 
of patches. We use our 
methodology to study important 
questions regarding the practice of 
fuzzing.
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TimeDifferent seed �les discover different 
vulnerabilities

Crash rate 
is constant

Vulnerability 
discovery rate 
slows down 
dramatically

Compiler options 
have little effect

Most crashes 
trigger multiple 
vulnerabilities

Different fuzzers 
�nd different 
vulnerabilities

Sanitizers may 
not be worth their 
overhead

Experiment setup 
We fuzzed ImageMagick5.3.0 for a week under various con�gurations, which yielded over 130,000 crashes. We patched 
each crash using our methodology, which yielded 31 vulnerabilities. We used this data to answer:
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This material is based upon work funded and supported by the Department of Defense under Contract No. FA8721-05-C-0003 with Carnegie Mellon 
University for the operation of the Software Engineering Institute, a federally funded research and development center.

Any opinions, findings and conclusions or recommendations expressed in this material are those of the author(s) and do not necessarily reflect the views of the 
United States Department of Defense.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS FURNISHED ON AN “AS-IS” 
BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER 
INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED 
FROM USE OF THE MATERIAL. CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO 
FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

This material has been approved for public release and unlimited distribution except as restricted below.

Internal use:* Permission to reproduce this material and to prepare derivative works from this material for internal use is granted, provided the copyright and 
“No Warranty” statements are included with all reproductions and derivative works.

External use:* This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic form without requesting 
formal permission. Permission is required for any other external and/or commercial use. Requests for permission should be directed to the Software 
Engineering Institute at permission@sei.cmu.edu.

* These restrictions do not apply to U.S. government entities.
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