Social Network Dynamics of Insider Threats:

How do Job Engagement & Insider Espionage Relate?

Empirical analysis of insider
espionage incidents (non-moles)
show spy disengagement at work
and home. A system dynamics (SD)
model explains social network
changes & helps analyze benefits of
greater job engagement.

Approach:

- Disincentive espionage by attracting
cooperation through positive incentives,
complementing coercive approaches

- Indicators of disengagement alert first-line
managers to sustain productivity/retention
(lessens impact of false positives)

- Serious or continuing disengagement
reviewed by investigators for action

- Social network analysis of spy incidents with
SD model providing link to theory

Key Challenge: Distinguish employee engaged
in job from spy gathering intel

Social Network Dynamics of Spy Disengagement with Work and Family
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An Emerging Physics of Job Engagement and Insider Espionage

Simulation shows
espionage not very
sensitive to extent of

Engagement levels
fairly constant over
years. (OPM 2014)

Gallup 2013) nine engagement at hiring ~ ~15% of USG
employees
. workforce
hiring engaged hiring disengaged
employees employees
~65% of USG disengaged Disengaged G Actively Disengaged Employees
workforce \f\ employees Employees changing
disengagement
starting
Engaged A to spy
Emoiovees endaging  ~20% of USG
~| employees workforce
Insider
+ Spies +
departing
« disengaged
employees

fraction engagement
improvement at month 3

departing
<
A employees
departing engaged
A stock (grouping) employees
) A flow between stocks. Former
Employees

Two-Dimensional Spy
Motivation Space

percent actively
disengaged starting
to spy per year

insider’s

allegiance '+ Declining Social
\. . R2 ) capital within Family tamily

motivation strength of insider’s

to spy \-— connections with family
+
+ +
insider’s financial

. desperation
insider’s

ideological

motivation

coercion
of insider

Disaffection
A
+ e}'\ ,
Reinforcing h © P
1b ) social Capital 6\5' \ 7
insider’s espionage with Adversary &z, ‘
activities engaged with . 0(\ \ ’
adversary oﬂ\ e <
perceived success of e <
o NN
insider’s spying activities ’b\ \,"\ Q
(breeding trust) Money < 2 3 TS > |d30|0gy
Limits to Social 0(\ \ N >
Blb Capital Growth i © ," N x®
with Adversary ’ \00
\ ’ 0‘
insider’s social perceived value of .’ \\§
5 connection with connections with 4 / i .
SSPIONEE_—>  adversary Nt adversay ’ 0&\ All variables range 0 to 1:
© Let X = Max(Money, Ideology)
organization v . . .
insider’s ] Let Y = Max(Disaffection, Coercion)
disaffection with Coercion

Motivation = X+(1-X)*Y
Motivation to Spy
= Motivation
* (1 - Org Allegiance)
* (1 — Family Connection)

Preliminary Finding: Spying decreases with
greater employee job engagement, but other
sociotechnical measures likely needed.
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Future Work: Refine & Validate Model
- Measure level of spy disengagement

- Interview orgs to determine relationship
among engagement, practices, & theft

- Develop a disengagement analysis and
response tool based on SD model/ORA
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Dynamic Networks of Insider Threats — Growing Holes

ENRON Email
ORA for Network metrics, JRIP for ML

Individual Level Network Metrics

Dynamic network metrics can be ] ]

_ _ Espionage Case Studies
used to identify those people who Extracted people, traits, and task features
are potential insider threats. The People classified as in organization, external, or family
key: they grow structural holes and
have unusual betweenness.
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Approach
- Dynamic meta-networks—Ilinking people,
personality traits, organizational role traits

True Positive Rate
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- Case Studies: 9 espionage cases
- Extract dynamic networks -

- Compare networks using graph techniques
- Email Studies: Enron corpus

Group Level Network Metrics

- Use machine learning to characterize
insiders based on network metrics

Connections and Messages - Enron ROC Curve

Frequency of “CC” Messages to Employees

- Use machine learning to characterize
insiders using other features derived from
case studies
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- NOT: degree centrality
* Member of multiple local clusters Future Work: Add “psychological” features to “network
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* Network features similar to other covert actors Compartmentalization High Number of External Network Characteristics
Prediction - Complimentary patterns in case studies and email Connections
* Not testable Geoffrey Morgan, Neal Altman, Matt Collins
* To be tested Contact: Andrew Moore apm@cert.org, Kathleen M. Carley kathleen.carley@cs.cmu.edu
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