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Software is vital to our country’s
global competitiveness, innovation,
and national security. It also ensures
our modern standard of living and
enables continued advances in defense,
infrastructure, healthcare, commerce,
education, and entertainment. As

part of its work as a federally funded
research and development center
(FFRDC) focused on applied research
to improve the practice of software
engineering, the Carnegie Mellon
University Software Engineering
Institute led the community in

creating this multi-year research and
development vision and roadmap for
engineering next-generation software-
reliant systems.
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Foreword: Deb Frincke

Writing a foreword for this report has been both a privilege and

a challenge. As the chair of the project’s advisory board, [ had the
opportunity to work with some of the most knowledgeable and
passionate individuals I have ever met. The resulting report is
important and will be impactful on the future of software engineering.
Consequently, it was a privilege to be associated with this work.

Software, and hence software engineering, problems contributed to

the personal challenges I had in writing this foreword because they ate
into my scheduled time to write. By chance, I was diverted three times

by issues that juxtaposed humans and software-reliant systems. First, I
was interrupted by technical challenges arising from ransomware in the
context of critical infrastructure protection. Second, I became involved in
key practical discussions about how to manage machine learning models
that drive important scientific algorithms. And finally, I had to engage in a
series of plaintive conversations with my air conditioning repair mechanic
because of a software fault that caused my air conditioning to fail during
one of the hottest weeks in the year. So while writing, I was actually
experiencing the reason that motivated the need for this report: Software
inadequacies resulting from inadequate software engineering are truly
with us everywhere!

Asyou read this document, think about how software touches you, and
everything around you, and what this implies for the future of software
engineering. You will inevitably find that software resilience remains
critical, and that software systems have become even more important to
our daily lives than ever before. You'll also find that the increasing reliance
on societal/global-scale systems highlights even more complexities, such as
influence, social manipulation, and other challenges that emerge in these
system types. All of this raises the stakes for software engineering.

My hope is that you will find ways to leverage this important report and

the insights it contains, and that you will help enact its recommendations.
We each have a responsibility to contribute to making software more
trustworthy by advocating for investment in advancing the foundations and
practice of software engineering.

Deb Frincke, Associate Laboratory Director for National Security Sciences,
Oak Ridge National Laboratory

Advisory Board Chair for the National Agenda for Software Engineering
Research and Development Study
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Foreword: The Honorable Heidi Shyu

Software is an essential, if not the central, part of every Department

of Defense (DoD) system. Our hardware has become increasingly
programmable, and software has become ubiquitous. Therefore, software
engineering is a critical enabler for everything that we do in the DoD.

To remain competitive, our weapon systems acquisition must migrate
away from the linear development and test cycle and evolve into a rapid
continuous update and continuous assurance environment. Consequently,
this software engineering technology roadmap is a guide for our research
and investment strategy that is vital for our national security. As we develop
new systems, we must go beyond model-based software engineering to
enable us to rapidly develop systems while reducing re-assurance and
sustainment costs. In the future, we will need rapid composition of new
capabilities that can operate in a highly contested and denied environment.
Integrating heterogeneous systems seamlessly and rapidly will enable us
to stay ahead of threats. We will need to exploit the promise of artificial
intelligence to increase capability not only in our fielded systems but also
in our development systems. This research roadmap should serve as the
starting point for a sustained effort to improve software engineering.

The DoD will continue to look to the Carnegie Mellon University Software
Engineering Institute as a leader in improving the state of the art and
practice in software engineering.

The Honorable Heidi Shyu, Under Secretary of Defense
for Research and Engineering
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Executive Summary

Software Engineering as a Strategic Advantage

We live in an age of software-enabled transformation. Software, and all of

the software engineering processes, practices, technologies, and the scientific
domains that support it, makes our world-class healthcare, defense, commerce,
communication, education, and energy systems possible. It is also a key enabling
component in nearly every area of research, such as smart infrastructure
(nanotech), human augmentation (biotech), and autonomous transportation.
Our dependence on software, however, makes us vulnerable to its weaknesses.
Software weaknesses are a direct reflection of inadequacies in the state of the
art and practice of software engineering, and they can affect millions of people
without warning. Just recently, software issues caused the largest shut-down of
an oil pipeline in U.S. history and allowed attacks that paralyzed hundreds of
businesses on five continents [Satter 2021]. Software quality problems have also
led to loss of life in plane and car crashes, and expensive failures in the space
flight industry [Rhee 2020; CBS 2010].

Without a catalyst for investing in software engineering, the situation will
worsen as we increasingly depend on ever larger and more complex software-
reliant systems. This report is intended to be such a catalyst. Identifying the
critical technologies and areas of research that will enable future systems and
laying out a roadmap to guide research efforts is a crucial step toward making
software a competitive advantage. This study outlines efforts intended to make
future software systems safe, predictable, and evolvable. The Carnegie Mellon
University Software Engineering Institute (CMU SEI) engaged the software
engineering community and assembled an advisory board of visionaries

and senior thought leaders to ensure that the views of the broad software
engineering ecosystem were represented in this multi-year research and
development vision and roadmap.

Findings Reflect New Learnings, Challenges, and Research Needs
Without exception, the work that we surveyed for this study points to software
engineering research as a highly dynamic, fast-moving field where technologies can
arise quickly and grow to become integral parts of the infrastructure of modern

life. While that is perhaps unsurprising, the extent to which recent technology
trends are coming together and allowing the emergence of capabilities with both
speed and quality is remarkable. Many of these technologies and capabilities were
unimaginable even 10 years ago.



The following findings were derived from the state of software engineering practice,
new trends and emerging technologies that will help to advance the state of
software engineering practice, workshops held with software engineering research
communities, a literature survey, interviews with experts in the field, and input
from our advisory board. They summarize key learnings, key challenges, and new
research needed for the future of software engineering.

1. Maintaining national software engineering proficiency is a strategic
advantage. Software engineering affects everything because software is
everywhere, including in our nation'’s infrastructure, defense, financial,
education, and healthcare systems. Our ever-growing dependence on software
systems makes it imperative to maintain our nation’s leadership and strategic
advantage in software engineering. We need to raise the visibility of software
engineering to the point where it receives the sustained recognition and
investment commensurate with its importance to national security and
competitiveness.

2. Maintaining national software engineering proficiency requires sustained
research. New types of systems will continue to push beyond the bounds of
what current software engineering theories, tools, and practices can support.
Future systems and fundamental shifts in software engineering require new
research focus in areas including smart automation, reassuring evolving
systems, understanding composed systems, and new system types, such as
Al-enabled systems, societal-scale systems, and quantum systems.

3. Maintaining national software engineering proficiency requires fostering
strategic partnerships. We will need to enable strategic partnerships and
collaborations to drive innovation in software engineering research among
industry, research laboratories, academia, and government.

4. Maintaining national software engineering proficiency requires sustained
investment. Policy makers must recognize the benefits of software engineering
and make it a critical national capability. Such recognition would imply a
sustained investment strategy.

5. The vision of software engineering needs to change. The current notion of a
software development pipeline will be replaced by one where Al and humans
collaborate to continuously evolve the system based on programmer intent.

6. Focusing on re-assuring systems will enable continuous and rapid
incorporation of new capability. Because software is ubiquitous, there is an
ongoing and increasing need for software to continuously evolve to incorporate
new capability. We therefore need to understand how to continuously re-assure
software reliant systems efficiently without doing harm to existing capability.
Elevating the importance of assurance evidence and assurance arguments
will be key.



7. New design principles are needed for societal-scale systems.
The growing recognition of software’s impact is generating new quality
attribute requirements for which software engineers will need to develop
better design approaches. In addition to the traditional ones (modifiability,
reliability, performance, etc.), there is a need to add a roster of new quality
attributes like transparency, influence, and so forth.

8. The software engineering workforce needs to be (re-)conceived.
Software-reliant systems are built for many different purposes by a broad
collection of people with very disparate skill sets, many of whom do not
have formal software engineering training. We need to better understand
the nature of the needed workforce and what to do to foster its growth.

A Guiding Vision and Roadmap for the Future of

Software Engineering

Our guiding vision, as described in our findings, is one in which the current notion

of the software development pipeline is replaced by one where humans and software
are trustworthy collaborators that rapidly evolve systems based on programmer
intent. To achieve this vision, we anticipate the need for new development and
architectural paradigms for engineering future systems.

Our study helped to inform new areas of research that must be met to advance
software engineering for future systems. In close collaboration with our advisory
board and other leaders in the software engineering research community, we
developed a research roadmap with six research focus areas. The following figure
shows those areas along with a list of research topics to undertake, and then short
descriptions of each of the research focus areas follow. A larger version of this figure
appears on the foldout after page 26.
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Al-Augmented Software Development. At almost every stage of the software
development process, Al holds the promise of assisting humans. By relieving humans
of tedious tasks, they will be better able to focus on tasks that require the creativity
and innovation that only humans can provide. To reach this important goal, we

need to re-envision the entire software development process with increased Al and
automation tool support for developers. A key challenge will be taking advantage of
the data generated throughout the lifecycle. The focus of this research area is on what
Al-augmented software development will look like at each stage of the development
process and during continuous evolution, where Al will be particularly useful in
taking on routine tasks.

Assuring Continuously Evolving Software Systems. When we consider the
software-reliant systems of today, we see that they are not static (or even infrequently
updated) engineering artifacts. Instead, they are fluid—meaning that they are
expected to undergo almost continuous updates and improvements and be shown

to still work. The goal of this research area is, therefore, to develop a theory and
practice of rapid and assured software evolution that enables efficient and bounded
re-assurance of continuously evolving systems.

Software Construction through Compositional Correctness. As the scope and
scale of software-reliant systems continues to grow and change continuously, the
complexity of these systems makes it unrealistic for any one person or group to
understand the entire system. It is therefore necessary to integrate (and continually
re-integrate) software-reliant systems using technologies and platforms that support
the composition of modular components. This is particularly difficult since many of
such components are reused from existing elements that were not designed to be
integrated or evolved together. The goal of this research area is to create methods
and tools that enable the specification and enforcement of composition rules
that allow (1) the creation of required behaviors (both functionality and quality
attributes) and (2) the assurance of these behaviors.

Engineering Al-Enabled Software Systems. Al-enabled systems, which are software-
reliant systems that include Al and non-Al components, have some inherently
different characteristics than those without AI. However, Al-enabled systems are,
above all, a type of software system. These systems share many parallels with the
development and sustainment of more conventional software-reliant systems.

This research area focuses on exploring which existing software engineering
practices can reliably support the development of Al systems, as well as identifying
and augmenting software engineering techniques for the specification, design,
architecture, analysis, deployment, and sustainment of systems with Al components.



Engineering Socio-Technical Systems. Societal-scale software systems, such as
today’'s commercial social media systems, are designed to keep users engaged and
often to influence them. A key challenge in engineering societal-scale systems

is predicting outcomes of the socially inspired quality attributes that arise when
humans are integral components of the system. The goal is to leverage insights from
the social sciences to build and evolve societal-scale software systems that consider
these attributes.

Engineering Quantum Computing Software Systems. Advances in software
engineering for quantum are as important as the hardware advances. The goals of
this research area are to first enable current quantum computers to be programmed
more easily and reliably, and then enable increasing abstraction as larger, fully
fault-tolerant quantum computing systems become available. A key challenge is to,
eventually, fully integrate these types of systems into a unified classical and quantum
software development lifecycle.

Research and Enactment Recommendations Catalyze Change
Catalyzing change that advances software engineering will lead to more trustworthy
and capable software-reliant systems. The research focus areas shown in the
roadmap graphic previewed earlier in this section and on foldout following page

25 led to a set of research recommendations that are necessary to catalyze change,
which are followed by enactment recommendations that focus on people, investment,
and sustainment are needed.

The following research recommendations address challenges such as the increasing
use of Al, assuring changing systems, composing and re-composing systems, and
engineering socio-technical and heterogenous systems.

1. Enable Al as a reliable system capability enhancer. The software engineering
and Al communities should join forces to develop a discipline of Al engineering.
This should enable the development and evolution of Al-enabled software
systems that behave as intended and enable Al to be used as a software
engineering workforce multiplier.

2. Develop a theory and practice for software evolution and re-assurance
at scale. The software engineering research community should develop
a theory and associated practices for re-assuring continuously evolving
software systems. A focal point for this research is an assurance argument,
which should be a software engineering artifact equal in importance to
a system's architecture, that ensures small system changes only require
incremental re-assurance.



. Develop formal semantics for composition technology. The computer science
community should focus on the newest generation of composition technology
to ensure that technologies such as dependency-injection frameworks preserve
semantics through the various levels of abstraction that specify system
behavior. This will allow us to reap the benefits of development by composition
while achieving predictable runtime behavior.

. Mature the engineering of societal-scale socio-technical systems. The
software engineering community should collaborate with social science
communities to develop engineering principles for socio-technical systems.
Theories and techniques from disciplines such as sociology and psychology
should be used to discover new design principles for socio-technical
systems, which in turn should result in more predictable behavior from
societal-scale systems.

. Catalyze increased attention on engineering for new computational
models, with a focus on quantum-enabled software systems. The software
engineering community should collaborate with the quantum computing
community to anticipate new architectural paradigms for quantum-enabled
computing systems. The focus should be on understanding how the quantum
computational model affects all layers of the software stack.

The above recommendations focused on scientific and engineering barriers to
achieving change. The following enactment recommendations focus on institutional
obstacles, including economic, human, and policy barriers.

6. Ensure investment priority reflects the importance of software engineering

as a critical national capability. The strategic role of software engineering
in national security and global market competitiveness should be reflected
in national research activities, including those undertaken by the U.S. White
House Office of Science and Technology Policy (OSTP) and Networking and
Information Technology Research and Development (NITRD). These research
activities should recognize software engineering research as an investment
priority on par with chip manufacturing and Al with benefits to national
competitiveness and security. Software engineering grand challenges
sponsored by DARPA, the National Science Foundation (NSF), and FFRDCs
are also suggested.



7. Institutionalize ongoing advancement of software engineering research.
Sustained advancements in software engineering requires institutionalizing
an ongoing review and reinvestment cycle for software engineering research
and its impact on software engineering practice. Maintaining national software
engineering proficiency requires research funding sources and institutes
working with industry and government leaders in the software engineering
community to periodically review the state of software engineering.

8. Develop a strategy for ensuring an effective workforce for the future of
software engineering. Currently, software engineering is performed by
a broad collection of people with an interdisciplinary skill set not always
including formal training in software engineering. Moreover, the nature of
software engineering seems to be changing in reaction to the fluid nature
of software-reliant systems. We need to better understand the nature of the
needed workforce and what to do to foster its growth. The software engineering
community, software industry, and academic community should create a
strategy for ensuring an effective future software engineering workforce.

Architecting Future Systems Requires Software

Engineering Advances

Due to the conceptual nature of software, it continues to grow, without bounds, in
capability, complexity, and interconnection. There seems to be no plateau in the
advancement of software. To make future software systems safe, predictable, and
evolvable, the software engineering community—with sufficient investment from
private and public sources—must work together to advance the theory and practice
of software engineering strategically to enable the next generation of software-
reliant systems.
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