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▻ Security Engineer @ WeightWatchers, Platform Operations

▻ Former disinformation researcher @ NCRI

○ https://networkcontagion.us/reports/

▻ Tennis 🎾🎾 | Retro Games 🕹🕹 | Vinyl Records | Travel 🧳🧳

https://networkcontagion.us/reports/
https://emojipedia.org/joystick/
https://emojipedia.org/luggage/
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▻ TL;DR

▻ The Rebirth of DLP

▻ Evolution of PII Identification Algorithms

▻ Building an In-House Solution:
○ Business Context
○ Architectural Design Decisions / Challenges
○ The Future / Potential Improvements

Agenda
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▻ Discussing the evolution of DLP, and how it affects 
PII identification & observability

▻ The trials and tribulations of creating a PII 
observability pipeline with given business context

TL;DR



/The “Rebirth” of DLP
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▻ Cloud-native architectural solutions are here to stay

▻ Open-source projects are rapidly improving

▻ CASBs just don’t fit all the time

Times have changed
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“Developing in-house capabilities in advanced 
analytics and artificial intelligence enables 

organizations to not only improve their own in-
house data-management solutions but also better 

integrate vendor tools and gain a clearer picture of 
their data-loss risk, making incidents easier to 

prevent and contain.”
- McKinsey, 2022
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▻ “...Security teams have to adopt 
strong data analysis, engineering and 
science processes from data 
collection and storage to 
dissemination and archiving. The goal 
of SecDataOps is to ensure that data 
is always finely curated and 
accessible, and that security decisions 
are made with high-fidelity data.” 

- Jonathan Rau

● https://blog.lightspin.io/guide-secdataops-vulnerability-management-aws
● https://www.darkreading.com/risk/why-secdataops-is-the-future-of-your-security-program

#SecDataOps

https://blog.lightspin.io/guide-secdataops-vulnerability-management-aws
https://www.darkreading.com/risk/why-secdataops-is-the-future-of-your-security-program


/Evolution of PII Identification 
Algorithms



Traditional Based DLP by Itself is 😒😒!
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▻ Regular Expressions

▻ Blocklists / Dictionaries

▻ Validating data integrity / tampering

▻ Conditional Statements

Rule-Based Matching / Checksums



Contextual Analysis is 👑👑
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Named Entity Recognition

▻ Some overlap with rule-based methodologies, which 
require manual intervention

▻ Enhanced when using document preprocessing 
techniques like tokenization, POS tagging, and 
dependency parsing

▻ Models can require lots of training data depending 
on data annotation requirements
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Custom NER Model Example
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Buzzword / phrase(s) Lore!!
▻ Feature Extraction & Selection / Dimensionality Reduction

○ Word Embeddings
○ Word Segmentation
○ Topic Modelling
○ Tokenization
○ Lemmatization

▻ Language Models / Frameworks
○ LSTM
○ BERT
○ Word2Vec
○ SpaCY / NLTK
○ Cloud Providers
○ HuggingFace



еBuilding an In-House Solution
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Business Context

▻ Lots of member / subscriber calls about various issues 
(account & billing, general, q&a, deals, etc…)
○ On the magnitude of thousands a day

▻ Beyond vendor integrations, hard to oversee what is being 
said in call:
○ Need to understand scope of what is considered 

sensitive for monitoring (PCI DSS, SoX, etc…)
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*Accurate Depiction of my Brain’s Frontal Lobe

Proposed Architecture

Dark Magic 
Sorcery

Beep boop bop 
(100100101010) Profit!?!?
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● https://aws.amazon.com/what-is/pub-sub-messaging/
● https://towardsdatascience.com/building-a-customized-pii-anonymizer-with-microsoft-presidio-b5c2ddfe523b

Proposed Architecture (slight detail)

https://aws.amazon.com/what-is/pub-sub-messaging/
https://towardsdatascience.com/building-a-customized-pii-anonymizer-with-microsoft-presidio-b5c2ddfe523b
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Tech Stack
▻ AWS Comprehend & Translate

○ NLP model trained on vasts amount of PII data
○ Using translate service for non-english corpuses

▻ MongoDB - (Structured logging)

▻ Alerting Stack
○ Pub-sub Model for identification & triage

▻ Asyncio - Non-blocking API calls for 10x faster data 
preprocessing

▻ All Containerized via Docker
○ Run through Secure CI/CD Pipeline
○ Deployed on AWS EKS cluster



/Problems
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Call Volume / API Reliability 

▻ Processing thousands of calls via API can be 
computationally taxing
○ Need to leverage asynchronous / multiprocessing 

design patterns

▻ Accounting for server-side API issues:
○ HTTP 5XX can be really annoying!

▻ Structured Logging can be super helpful here!
○ Creating logs that are useful and actionable
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“Interesting” transcription format

▻ Voice transcriptions have numbers and special characters 
as the grammatical representation

▻ For a majority of pre-trained models, this is an edge case 
when it comes to training data!
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▻ Icti dolores simoloribus sequodis 
modiones ma volorest quam 
naturitibus et optati dolupta 

▻ Icti dolores simoloribus sequodis 
modiones ma volorest quam 
naturitibus et optati dolupta

oppor tun ities

AWS Comprehend Side by Side

Standard Janky
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AWS Comprehend Model(s) Complications

1st “Pass” 2nd “Pass” (For Triaging)



▻ Rule Based Match / NER #1

▻ Rule Based Match / NER #1
▻ Rule Based Match / NER #2

▻ Rule Based Match / NER #1

▻ Rule Based Match / NER #1
▻ Rule Based Match / NER #2
▻ Rule Based Match / NER #3

▻ Rule Based Match / NER #N

Portuguese

Spanish

French

Swiss

Other
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PII (but foreign)
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Life Hack: Just Translate!

▻ Creating custom programmatic solutions to account for N 
languages can be difficult
○ Language identification mechanisms come in clutch

▻ May lose a bit of context, but when scoped down to 
various entities, the context becomes general (credit card 
numbers, bank account numbers, etc…)
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Real World Example

General Information Encrypted Transcript



/
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Potential Improvements
▻ Fully event driven / serverless

○ Current architecture currently relies on some API polling -> 
semi state management

▻ More automated actionability / remediation
○ AWS Actions
○ Custom Webhook

■ Flagging / Deleting affected calls
■ Visualize metrics / findings in operational dashboard

▻ Relying more on open source
○ Microsoft Presidio, Octopii, EarlyBird, etc… 
○ Dependent on having cleaner transcription format, which will 

help reduce cost



Thank You!



Q & A
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