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= Security Engineer @ WeightWatchers, Platform Operations
= Former disinformation researcher @ NCRI

o https://networkcontagion.us/reports/
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Agenda
= TL;DR
= The Rebirth of DLP
= Evolution of PII Identification Algorithms
= Building an In-House Solution:
o Business Context

o Architectural Design Decisions / Challenges
o The Future / Potential Improvements



TL;DR

= Discussing the evolution of DLP, and how it affects
Pll identification & observability

= The trials and tribulations of creating a PII
observability pipeline with given business context
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/ The “Rebirth” of DLP
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Times have changed

= Cloud-native architectural solutions are here to stay
= Open-source projects are rapidly improving

= CASBs just don't fit all the time

@ WeightWatchers 6



“Developing in-house capabilities in advanced
analytics and artificial intelligence enables

organizations to not only improve their own in-
house data-management solutions but also better
integrate vendor tools and gain a clearer picture of

their data-loss risk, making incidents easier to
|

prevent and contain.”

- McKinsey, 2022

/



#SecDataOps

= “..Security teams have to adopt
strong data analysis, engineering and
science processes from data
collection and storage to
dissemination and archiving. The goal
of SecDataOps is to ensure that data
is always finely curated and
accessible, and that security decisions
are made with high-fidelity data.”

- Jonathan Rau

Security Data Operations Joint Task Force (SecDataOps JTF)

Security Capability Areas (e.g.. Cloud Security, Chief Information S ity Officer
AppSec, Vulnerability Management, etc.)

e Onerotions Data Management Chief Security Innovation Officer
.0 & Governance (Global Head of SecDataOps)

Machine Learning/
Data Science

Head of Security Head of Security

Data Engineering Dats Sclene Pla
e tforms.

Application
lnx::;::t_' Performance Data Analysts
Monitoring Bl Analysts Security Engineers
Data Engineers Front/Back-End
Data Scientists Security Architects
Platform Operations & ML Engineers DevOps/SRE
Engineering Management

Processes

Batch Workloads

MLOps & Data
Science Toolchains

Platform, Ops & CI
Toolchains

Technology

https://blog.lightspin.io/guide-secdataops-vulnerability-management-aws

https://www.darkreading.com/risk/why-secdataops-is-the-future-of-your-security-program

@ WeightWatchers 8


https://blog.lightspin.io/guide-secdataops-vulnerability-management-aws
https://www.darkreading.com/risk/why-secdataops-is-the-future-of-your-security-program

— -

/ Evolution of PIl Identification

Algorithms



Traditional Based DLP by Itself is &)!
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Rule-Based Matching /| Checksums

= Regular Expressions
= Blocklists / Dictionaries
= Validating data integrity / tampering

= (Conditional Statements




Contextual Analysis is &Y
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Named Entity Recognition

= Some overlap with rule-based methodologies, which
require manual intervention

= Enhanced when using document preprocessing
techniques like tokenization, POS tagging, and
dependency parsing

= Models can require lots of training data depending
on data annotation requirements

Me: *uses machine learning*

Machine: *learns*
Me:

@ WeightWatchers
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Custom NER Model Example

MQTT.docx

CVE-2018-8531: A remote code execution vulnerability exists in the way that [ETE IGTSMSINSEEE Client using MQTT
s protocol accesses objects in memory, aka " |[[EIIEY [ISHNBSHIGE Client Memory Corruption Vulnerability .
* i ERER B Device Clent 3. TR NMGAER.
CVE-2018-19417: An issue was discovered in the MQTT server in [RILELY before 4.2,
The [EGINEECHMIEIRALIE () that parses MOTT PUBL
[ into a fixed size (XY
The allocated can fit only ISP EIOEIENE] (default 64) bytes, and a length check is missing. =

This could lead to Remote Code Execution via a stack-smashing attack (overwriting the function return address).

SH messages with a variable length header uses [l to REE

[ERTDERNE does not separate the MQTT server from other servers and the [USRUBORIE]. so access to all memory regions is Bl Offensive_Means

possible. B Senso

CVE-2018-18765: An exploitable arbitrary memory read vulnerability exists in the MQTT packet - EEIRIT RO of [N . Holtwers
[ Monzoose KRER N
It is a heap-based buffer over-read in [ M NoT oM T . l

Vendor

A specially erafted MOTT SUBSCRIBE packet can cause an ElIEN RRO R R R

> I e 2nd denial of service. g ookie Preferer

potentially resulting in

@ WeightWatchers




Buzzword / phrase(s) Lore!!

= Feature Extraction & Selection / Dimensionality Reduction
o Word Embeddings
Word Segmentation
Topic Modelling
Tokenization
Lemmatization

O O O O

= Language Models / Frameworks
o LSTM

BERT

Word2Vec

SpaCY / NLTK

Cloud Providers

HuggingFace

B

O O O O O

Deep
Learning

Machine

Learning

@ WeightWatchers 15
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cBuilding an In-House Solution
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Business Context

= Lots of member / subscriber calls about various issues
(account & billing, general, g&a, deals, etc...)
o On the magnitude of thousands a day

= Beyond vendor integrations, hard to oversee what is being
said in call:
o Need to understand scope of what is considered
sensitive for monitoring (PCI DSS, SoX, etc...)



Proposed Architecture -

bqk \V/ ag|C O U t p u t

Sorcery >

Profit!?1?

Input

>

Beep boop bop
(100100101010)

*Accurate Depiction of my Brain’s Frontal Lobe



Proposed Architecture (slight detail)

Text identification

@

PUBLISHER

PIl Analyzer
E e jj SUBSCRIBER

’ I =
Text input Custom Custom Detected P = ITT
patterns models E’mm
7 ﬁ 0= SUBSCRIBER
A Recognizers j j

/ L
i b PUBLISHER

[Checksum] [ NER } { Context ] SUBSCRIBER

@

Regex

° https://aws.amazon.com/what-is/pub-sub-messaging/
° https://towardsdatascience.com/building-a-customized-pii-anonymizer-with-microsoft-presidio-b5c2ddfe523b @
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Tech Stack

=  AWS Comprehend & Translate
o NLP model trained on vasts amount of Pll data
o Using translate service for non-english corpuses

= MongoDB - (Structured logging)

= Alerting Stack
o Pub-sub Model for identification & triage

= Asyncio - Non-blocking API calls for 10x faster data o= e S
preprocessing - I.MjfEJE[:HN"l"E"

= All Containerized via Docker

o Run through Secure CI/CD Pipeline
o Deployed on AWS EKS cluster

@ WeightWatchers 20
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Call Volume | API Reliability

= Processing thousands of calls via APl can be
computationally taxing
o Need to leverage asynchronous / multiprocessing
design patterns

= Accounting for server-side API issues:
o HTTP 5XX can be really annoying!

= Structured Logging can be super helpful here!
o Creating logs that are useful and actionable




“Interesting” transcription format

= Voice transcriptions have numbers and special characters
as the grammatical representation

= For a majority of pre-trained models, this is an edge case
when it comes to training data!

T- One
2 Two
3+ Three
- Four
5- Five
&- Six

7 Seven
& Eight
Q- Nine
10 Ten

77- Eleven

72-
13-
T4-
15-
16-
7.
18-

Twelve
Thirteen
Fourteen
Fifteen
Sixteen
Seventeen

Eighteen

19- Mineteen

10~ Ten
20 Twenty
30 Thirty
4@ Forty
50- Fifby
E0- Sixty
70- Seventy
E0- Eighty
90+ Ninety

700 = Hundred

7,000 = Thousand




AWS Comprehend Side by Side

Personally identifiable information (Pll) analysis mode

O Offsets
Identify the location of PIl in your text documents.

Labels
Label text documents with PII.

Analyzed text

Hello Zhang Wei, I am John. Your AnyCompany Financial Services, LLC credit card account 1111-0000-1111-0008 has a minimum payment of

$24.53 that is due by Julz 31st. Based on your autopay settings, we will withdraw your payment on the due date from your bank account number
XXXXXX1111 with the routing number XXXXX0000.
Customer feedback for Sunshine Spa, 123 Main St, Anywhere. Send comments to Alice at sunsea@maiLcomA

| enjoyed visiting the spa. It was very comfortable but it was also very expensive. The amenities were ok but the service made the spa a great

experience.
¥ Results
Q, Search 1 &
Entity v Type v Confidence
Zhang Wei Name 0.99+
John Name 0.99+
1111-0000-1111-0008 Credit debit number 0.99+
July 31st Date time 0.99+
XXXXXX1111 Bank account number 0.99+
XXXXX0000 Bank routing 0.99+
123 Main St Address 0.99+
Alice Name 0.99+
sunspa@mail.com Email 0.99+

Standard

Personally identifiable information (Pll) analysis mode

O Offsets
Identify the location of PIl in your text documents.

Labels
Label text documents with Pl

Analyzed text

hello zhang wei i am john your anycompany financial services llc credit card account one one one one zero zero zero zero

one one one one zero zero zero eight has a minimum payment of twenty four fifty three that is due by july thirty-first based on your autopay

settings we will withdraw your payment on the due date from your bank account number xxxxxx one one one one with the routing number

customer feedback for sunshine spa ol

st anywhere send comments to

alice at sunspa at mail dot com i enjoyed visiting the spa it was very comfortable but it was also very expensive the amenities were ok but the

service made the spa a great experience

¥ Results
Q search
Entity Type
zhang wei Name
john Name

One one one one zero zero zero zero
one one one one zero zero zero eight
july thirty-first

XXXXXX One one one one

XXXXX ZErO Zero zero zero

one hundred twenty three main st

alice at sunspa at mail dot com

Credit debit number
Credit debit number
Date time

Bank account number
Bank routing

Address

Email

Janky

Confidence v
0.99+
0.99+
0.99+
0.99+
0.99+
0.99+
0.99+
0.99+

0.99+

@ WeightWatchers
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AWS Comprehend Model(s) Complications

v Application integration

API call and API response of ContainsPiiEntities APl Info

APl call
1 q
2 "Text": "my bank is one two three four five four
four six eight seven with email coolio at
gmail dot com",
3 "LanguageCode": "en"
4

Copy

API response

1 q

2 "Labels": [

3 {

4 "Name": "EMAIL",
5 "Score": 1

6 }

7 ]

8}

oo |

1st “Pass”

v Application integration

API call and API response of DetectPiiEntities APl Info

APl call
1
2 "Text": "my bank is one two three four five
four four six eight seven with email
coolio at gmail dot com",
3 "LanguageCode": "en"
4}

APl response

"Entities": [

2

3 {

4 "Score": 0.9995856285095215,
5 "Type": "BANK_ACCOUNT_NUMBER",
6 "BeginOffset": 11,

7 "EndOffset": 60

8

9 {

10 "Score": 0.9999871253967285,
1 "Type": "EMAIL",

12 "BeginOffset": 72,

13 "EndOffset": 95

14 }

15 ]

16 )

2nd “Pass” (For Triaging) — @ussaes

25



Pl (but foreign)

Portuguese

Rule Based Match / NER #1

Rule Based Match / NER #1
Rule Based Match / NER #2

Rule Based Match / NER #1

v

v

v

Rule Based Match / NER #1
Rule Based Match / NER #2
Rule Based Match / NER #3

Rule Based Match / NER #N

@ WeightWatchers 26



Life Hack: Just Translate!

= Creating custom programmatic solutions to account for N
languages can be difficult
o Language identification mechanisms come in clutch

= May lose a bit of context, but when scoped down to
various entities, the context becomes general (credit card
numbers, bank account numbers, etc...)

@ WeightWatchers



Real World Example

Detection for Conversation ID:

'abb8c4f4-219e-4dd3-9d58-8a652874e649"

with potential label(s): SSN
© HIDE DETAILS

CUSTOM DETAILS

communication_id a28db5d7-f779-4c30-93b8-fd1dbca4105e

conversation_id a5b8c4f4-219e-4dd3-9d58-8a652874e649

"Name": "BANK_ACCOUNT_NUMBER",

labels_transcript_pii_result uScore"s 1

"BeginOffset": 3866,
"End0ffset": 3913,
"0ffsetDifference": 47,
"Score": ©.9998670220375061,
"Type": "SSN"

h

offset_transcript_pii_result

"Begin0ffset": 3914,
"End0ffset": 3973,
"0f fsetDifference": 59,
"Score": 0.9996612668037415,
"Type": "SSN"

}

General Information

PM

translated_transeript

0SIbSPXubpN1JfjQk3jW-KYis3CVyqEEX4sYxxQcTy3xg6IMFiMc3kazqhvNO7IZRS SnTyFNOThTYLC roUMXDWK__KRp7TyY~
8Bkqkd iyVQk9f6wjBKgGQud1XcuI103nWZGAIYnL. ZTVWTq11Mj 2XRVtRdpwBj tPKYVKI_1r
121-

i rbHC 1guxg7LorXaWYGPkD

Ush_QoAFttk37BvVKmuo7Yark3txp0i31rLE1j91ROYRKTwWCKyNZIz4J3N] xDQGV2PCEVEW_wuTZi_NkBejEWPml_6Gw TQEZEAEQdgq@Kyaodlq7t_KanTxwnFrP_u
SstUC :_8yCxwl01UBqDAWIN0GT4cZ1LZIQTTWR 16F75BK9N3ETC1aUD_MpzWIvf852apEMYrT6kiN1wlujks0-sgZwsl-
Kz1DUALPTi60MgAr_4P i2_0VUGL Mrd6k1yVIrSuAjAydUS1D8ITcvBIondvByXSpVBHatUZs -
Nn1dLrBNpBYC8pA7AOETMBdaNARUL1GcVq8Vinz G sMPLs@nVC_eeZ0DA_UGUEUGVXCkxq8 LFOpVTbriNzRAGax L5bmirkT3 i rdBay] FbsNd Nops InDJoH_WAjyXtafPyn
WY qnQPVY ZXppHL UL 00y HNNbOGU7vWOFVEE36w6L-L 16X q0-nGu9vx21 Hjupcddj_cSvSrHyLu-PCn0UCcZ-

KSENaMF6HriFtDn)In: 8 Tioy;0uBj ett3714EKfpkSpM19f3WNIECOGrBY2 rAzV-aiQXKFRXTnUShEgs—
xwBleJCwZQtZor2fr4JTPHzQZwl_VcderLqXkIh1QEDNIzvZwAPiSHIYRGY1XQ1-gt0DAZ86IX TXK-q_DHCTxPt!
19GrnVVuUErWOPgAdoihFX0bD686YFgeGrsBAFXGYSFAGZ80202 fDIRA6EVPC10E_Grgh1VZrQhbHI35VWOBSBMWYHp7UCK] CHORBFS rACWies iwj tQgH12SgDWj LEr6Bd
Axx-ENADa9 rRKONJOfFNgFL] ZTPEwMYegutL-dc3iRqI0ZISLDAdb-1EP2cuwIP_cD7KkQZhI1232z_wBgqOWMnuF9q6wurRGX8bHrg—

mshgX_rw. x;hsmmagaoszu lmwﬁ7gaUsSm)VBM11fzelBZrIGCQKf1m5ttVH805NrDYZUwTSwGPdOOQwCsuCpwa doDi1IW2zaPaeMjnzC1-55u] Jq1u3C2COHBOFR

‘9GBDIOEF7 LOnfhNtg] YRV b15ckb_LFC 2350
ArSMOngrHfrhy)dkaAZcudNVK-xﬂZ]tBRJx&GHCHAISr»Bu)UﬂQGCNmbechcl VeIZSRyEPZLcP'LlGRJAdeEquNvMPdSHS UBhDYYdsuYmlobMfxoz-
HVkUIlNr‘NHbhB4sy—lNPOPupNRCVfVZ!hZﬂbMIPLWMV)SWru k80J P9ePNdiAzs I8nBUT 1X x7eviNyLaTPY-N-VIUaXX20~
ybfgHT5_xyKubxZC5 Q: -pQyGYO-AU2cek \JuPrhNZ5pg5nrnkpM_WkrSnPDnJDK-

BMUBMDMi1rol4U1pvS5G5FT) H]yVa k i7, 16Pm_ bUPYIPPgYsvYy2nu51ixpnlzkk2cl
VF00ZVXJASHZQR_| FBONFGLCpBSiZelSwoeHHIRnVGh hRNIyDvkj FYHP_NX6F ZWIPQEUBCELSKUAFEMT—

0 EyS_ AnL bmNfQa_pwdy8p513thz-
1wGREX0l]KEJNZB]UHXUkkYVlQlechSCRYWJkB9EkKFuquCBU OOXKCSGAbQLusNszmJstAbtanVhVQTel CY;W3uBxwdIQqeLbX15zt fE_02wYjQH4cZKGI5Ft
4iNIbL6g s_: 180-p12Krpj VKhB6YRr 0X40512n8SZqF~rtWdI166Vrx20fWVgr_YhewQhD6bDAOS-
M_DuJ. v 10LyGr 28 140F rHYCAA20GUyj E02kMsq7T1yCo0Q9swmTGZy4FwHzQwnY5_TIHEVmjg2aS_BChZTc
2SRDZIGCF fRB_n6QkrFZ767wd_sr2pEQ8xyBssPCtqV@a6bIABYijoVXCI3Nr1k9dMBzZIgM3bs j nrh-63; 6tjUp! bf2tREXMx—
XN-3COF6TBGRawj 8Kbf JIpd1ZYKNbaGy2wYZEe0Q7tS1j-qT]02QUoDIOUVPFBChZALobXEP VLI~
-TK7TH7RS 1ddmFP1ALqQs iR4Ki0H29t0as03 ZxPXzGXREEthFdEyGENZf5c_zOlszVhsi1as|UfA T /_FCOHtQFbCk454PBED
CrVfdDUNHUFA] 1w9zo0_L4xG42mhkbT4j ghib4BHrkmDHyFVhGcbj t4qXp: 7yyGUL T8Ac_7Lq3qozfXIrMLD4]
priMk-/ Ahﬂlqt07T42940yqOCGVZleTw3T55XwnZluw4N—
OE6F5tRUBPOY KPXKEWW2MT BCBAL EJJuk1CsZDZOR1_E 1_DNvt023TZK5nkS_G873mXGBIMEWKTGuZS tHxy3K
5TnUPyinK9_jTjrbj 6AYTEMgekBx: rdD2N6DyTSFIdU: GYThVn7r -
100y rzL SMVOUU_: 7Vaw2SBpawHHExﬂccAgNZkNﬁumJn9F4»345yK 1GFEDAVFDO_BBHM2uMBzyCnGPYeYg6pS57nya2zVI1Bo6cy=7 fHCH2IY7PpSizrzX29ih1tkTDu_6~
ZVpsgZ55yZTD_pHINy rDe_XNudwzPeZAb7h8rp9IAo6Y21iC_5QeRdWbHHNVNS 7ZyQto3Bgbquhix: )_Sh_Wi y_T7UEiz2ul 200

6dL1gR381deuV_3dyInHaCkAGrql-rNBNCLrT_DCPBuxj rFXKla¥n3fo_SX7fdvPN_dhF4jznt jmyamiwvQP4o-QKHTj hv42 LethCpSTUXBAAL iqbroggFPHI3nB-

ZT_~C) JOCEKSG2Eg-TekbFR-DIkXr6e6LPy6BISpX1LYaFqEYRZIGSbgHPj4cc23RTW-
GG i dl 17E_Jqd2yFeldcpVlelgBeVKmh1IwQDYRSS 10gW3bgcdzNcaFhIMu_GiVOGSEeKhqa-QA2BOI_S1GAIS-
GuLapZy27NABZ1uDZOWyCDPIYLBNTwaG3AleVIy2QMMbFerWelekh7xmcpT1N11URK]DBEOarDFkCSl 5sbpyZY1P5S40kXaEN@pndPSEfpIgYFOoLxWeCtXbV9cOgq
RT1kibC1IVnJzA2XqqfAI5cVGAZB3 2R4xQ4 1AF LnJDE2¢| /J8TEZHR-bPw fvxwTiXQp8H1b8UA9J rZzihKHLWaYC lug8LO-

SKMrgvY_LhQq7@WPbPNSpQf_G22gfQhgx~
BHV7V2L550]BKFpSURIZQ01tvPKK3CBALOGITLruF 1bRAGT30F tuUk XDUGE ] 0UaZ9g5ehzPHUrPZRTAStrHAKLogkihb 1A4-03 JGDTg2MuIMotB-gDszhok2VBcn-
cvShmei_a8dTTP2K-pL BuBAK1fi172)FkGj-riF5] n0qLKECn8Z1LfYp-

2X224_AEy 2K spIPbXNGKERo_iS2rs TKTp6 3FBpaayLAL]yyBuDGAZVQIUTUB:M § SaBBSADQTETn FHR3EGACs ka4BCBpHuq FFRUHNZ1eHG 2y INQRTQAKNLEoBVb Iy
ENZWRszFBkhlthxXlBNWDOSZSYTvDOakaZU_KSXZ47ngcHZGHFe6hEuZUdBKSy5zJJMTR'LAaSz—

pespzN1fXqizvSbTdNcd] UTV]uyRN4fnCL 4giSX6rdU78j4l g jh7_Pp243Nc_TH_vL1j0duQusPjLHZSqINIaNGLAENnIHCAMFuU
Bx0Q_iKzxZwaAZ128Eu3nxCdhAOpIni.ird0aoEgFdbbvw3cETAXF7ZbEMN. 769 """VlWOtrny] SSM-xx81Ncal96UChwt IDy50yLCekU-
C18FXOTKINLrT46p104er 14BBFAFtYU8YFAKs720KNXUNI fazCc_kXUSpn1zS0sGH7I0k 0¥ IMnvwH6xXAVhPSMZGgXdFIngAstXvQpjny
1LWVWwCBQnVgHshD_k7v6zHD2g@XT180db-RXFB~12RH-nSFdPe;j eVKVBbak7_L7yuI q]xGoZReH jeUB DA 1y9mE_6BInuSV8bKDINfDtVTfGP2sTCWI-TL1H~
GhCIfPCItCaMF1-TsnIDx_t _j6HfaodaluknDyezwl 7 cANBNWCPKCPEP Ik rapZwBaqwg48x9S rHg46SRqMk7P-ycnBE1234CeboTH_~
kt_77InC6TFVFWSFrEJhFARWEUQST foa36eMichrBaH-Z6DHQP6YVECH fXTzkvuj C18-1aCnnT2qI7EfbGCE2t sA] XDTHIXHZX ruUBVXwX35G 1Az~
m-1VPZIAMIf]BVR10qup976V1cPgxQYSP rydHE4ODMGOLRI KW XRBZs~_fPbhoAfn22519eZ2sN2sC7TEDuev37Vg8AvqO7-MBEr KSNPpkcCVSQPQty9j—
1BBX00hjbXMdMgfswdrPOvI rzd_IzrXdnNbDSpSwAbThIVEou3IcwUPWDt73U2ect cjpml-tFbuEQSQ-
BWJKRTHSqOtKmB6vqiCx7E5Z9Xx9ge87Yr6YIxXqR3dS9SdZaly1zhemLCrzBRi1SaPNaZNPtmKorgXgHmgIyeQPd8s1rzaXz9zi0T-

Encrypted Transcript @ e
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Potential Improvements

= Fully event driven / serverless
o Current architecture currently relies on some API polling ->
semi state management

= More automated actionability / remediation
o AWS Actions
o Custom Webhook
m Flagging / Deleting affected calls
m Visualize metrics / findings in operational dashboard

= Relying more on open source
o Microsoft Presidio, Octopii, EarlyBird, etc...
o Dependent on having cleaner transcription format, which will
help reduce cost



Thank You!

B
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